AML/CFT COMPLIANCE
OBLIGATIONS

GUIDE TO ACCOUNTANTS

This presentation is intended for educational/information purpose only. Any reproduction, extraction or replication will require the prior
approval of the Financial Intelligence Unit of Sri Lanka
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What Is Money Laundering?

The processing of criminal proceeds (profits or other
benefits) In order to disguise their illegal origin
(The Financial Action Task Force - FATF).
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Three Stages of Money Laundering

of
Proceeds of
Criminal Activities
through

Cash deposits

Cash

transportation to

other countries

of funds
through

Wire transfers
Split and
merge through
bank deposits
Cash deposits
to other
accounts

of
funds through
Investments in
financial
instruments
Purchasing
luxury goods
such as gems,
jewelleries or
properties
Investments In
businesses
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Case Study: ML Using Accountants

4 N N

The Police of Country Z has
revealed that Mr. D, a drug
trafficker in Country Z has
received a large amount of
funds as frequent cash
deposits in small amounts.

These funds have been
used to purchase real estate
in Country Y.

"

It has also been revealed
that an Accountant has been
used by Mr. D to open bank
accounts and purchase real
estate.

Accountant also has offered
investment advices to Mr. D.

4

" 4
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What Is Terrorist Financing?

- Providing funds for terrorism activities
- Funds can be earned through;

Legitimate Criminal
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WHY ARE YOU UNDER AML/CFT COMPLIANCE OBLIGATIONS?

“Institution” defined under Sec. 33 of the Financial Transactions Reporting
Act No. 6 of 2006 (FTRA)

[ Finance Business J [ Non-Finance Business J

_ Casinos & Gambling Houses
- Licensed Banks

Real Estate Agents

Licensed Finance Companies
Dealers in Precious Metals & Stones

Insurance Companies

Lawyers & Notaries

Stock Brokering Firms

_——-----~-

~a
Authorized Money Changers '('AC.CQ 4 T_‘:’l.r.].t.s.=:’_ ————

Money Value Service Providers ¢ Trusts & company service Providers® )

~
-~ ’
~-___ ____—
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Role of Accountants under the FTRA

Under Sec. 33 ()) of the FTRA,

Accountants when they prepare for or carry out
transactions for their clients in relation to any of the
following activities :

(1) buying and selling of real estate;
(i) managing of client money, securities or other assets;
(i) management of bank, savings or securities accounts;

(iv) organization of contributions for the creation, operation or
management of companies and,;

(v) creation, operation or management of legal person or
arrangements and the buying and selling of business entities.
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Role of Accountants under the FTRA Cntd...

Under Sec. 33 (k) of the FTRA,

a trust or company service provider not otherwise covered by
this definition, which as a business provides and one or more of
the following services to third parties :

(i) formation or management of legal persons;
(i) acting as or arranging for another person to act as, a director or secretary of
a company, a partner or a partnership or a similar position in relation to other
legal persons;
(i) providing a registered office, business address or accommodation,
correspondence or administrative address for a company, a partnership or for
any other legal person or arrangement;
(iv) acting as or arranging for another person to act as, a trustee of an express
trust;
(v) acting as or arranging for another person to act as, a nominee shareholder
for another person.
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Other Obligations of Accountants

Under Sec. 22 (1) of the FTRA, as an Auditor of an
Institution
To report suspicious transactions/attempted transactions

Under Sec. 5 of the Prevention of Money Laundering Act
No. 5 of 2005 (PMLA),

Duty of certain persons to disclose knowledge or belief of acts
constituting the offence of Money Laundering
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How To Protect the Institution From ML/TF Risk?

Establishing Compliance

Appoir|1_ting 2 Policy & Procedures & .
Cocr)nf?i(':aerr‘ce ML/TF Risk Assessment Conducting

D

CD
/ ML/TF Risk
/ Profiling

\A Record

Reviewing of
AML/CFT Policy —
and procedures

AML/CFT
Requirements

Keeping
Other Requirements
- AML/CFT Training for
employees
- Employee Screening at Screening
Hiri - . .
i Submitting against Sanction

-Auditing Compliance

Requirements STRs Lists
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AML/CFT REQUIREMENTS FOR

ACCOUNTANTS
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-

Appointing a Compliance Officer (CO)*

-

7

\.

How to Appoint a CO?]

-

Fill the “Compliance Officer

7
It can be downloaded from

Submit to the FIU following
instructions on the FIU

-~ i
— )
e e e e e e

f//\\ .

‘ » Comust be at the Senior
Management Level
» CO must have direct access
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Duties of the Compliance Officer

COs are responsible to make sure the Institution's compliance with the
AML/CFT Obligation by attending on the following tasks;

= Assessing the overall ML/TF Risk of the Institution

= Periodically updating the Institutional ML/TF Risk

= Preparing the AML/CFT Compliance Policy Document

= Obtaining the approval of the Board/Top Management for the policy

= Making aware all levels of the Institution of the Risk assessment and the
Policy

» |mplementing measures to conduct Customer Due Diligence for customers

» |mplementing measures to screen the customers against the designated
sanctions lists

= Conducting ML/TF Risk Profiling of the customers

» |mplementing procedures for record keeping, submission of STRs,
employee screening

= Maintaining an independent audit function to audit AML/CFT functions
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AML/CFT Compliance Policies/Procedures

If the Institution doesn’t have an AML/CFT Policy & Procedures

1. Financial Transactions Reporting Act No. 6 of 2006

2.Designated Non-Finance Business (Customer Due Diligence
Rules) No. 1 of 2018

3. Suspicious Transactions (Format) Regulation of 2017
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Conducting ML/TF Risk Assessment for Institution
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Customers

Products/Services

Delivery Channels

Geographic
Locations

On conduct;
: Uctin .

. Identify

- the R;
(nghILow) Risk
Establisp,
Mitigating
Measyreg :
High i
SltUation sk

he :
given
Mple checklist
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An Example of a Checklist for Institutions’ ML/TF Risk Assessment:

AFE S NO MITIGATION MEASTURES
Customer Risls

Do wvou hawve clients that:

operate in a cash intensive
business?

reside outside Sri Lanka?

are intermediaries or " gatekeepers"
such as professionals that hold
accounts for clients where the
idenfity of the undedving cdient is
not disclosed o vou?

are located in a known high cnme
rate area?

the nature of their busine ss makes it
difficult to idenafv the roe owners
or controllers?

are politically exposed persons?

do not hawve an address or who have

several addresses without justofied
reason’

hase a criminal record?

hawe links to organized cnme?

Financial Intelligence Unit
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An Example of a Checklist for Institutions’ ML/TF Risk Assessment:

YES NO N/A
Product/Service Rislk

Do wou offer products or services
that:

malce it difficult to fullvy identi fr
clients?

assist in the establishment of a
company’’

Do wou:

perform tasks for the purposs of
concealing the dient’ s beneficial
owner?

perform tasks of real estate transfer
bebwesn dients in an unusually
short time penod without visible
legal economic or other justified
reazon?

provide services linked with
astablishing, opeming or managing
of a shell company, company in
nominal ownership?

{M‘ Financial Intelligence Unit
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An Example of a Checklist for Institutions’ ML/TF Risk Assessment:

Delivery Chamnels/Business YES NO N/A
Relationships Risk

Do you:

conduct non-face-to-face
transactions?

Do vou have business relationships
that:

involve complicated financial
transactions?

involve pavments towards/from
third persons and cross-border

pavments?

involve high risk real estate
transactions?

involve cash pavments?
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An Example of a Checklist for Institutions’ ML/TF Risk Assessment:

Geographical Rislc YE S NO N/iA

Do vou or yvour clients operate or
undertake activities in

the following countries:

Any country subject to sanchions,
embargoes or simmilar measures
izsued by the United Nations
(UINSCR)7?

Any country identified as a
financial secrecy haven or
jurisdiction?

Any country identified by the
Financial Action Task Forcs
(FATT) a=s non-cooperative in the
fight against money laundenng or
terronst financing or subject to a
FATYEF statement?

Anv country identified bv credible
sources as lacldng appropriate
money laundering or terrorist
financing laws and regulations or
as providing funding or support for
terronst activities?

Any country that is known to hawve
significant levels of cormption, or
other crininal activity?
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Conducting Customer Due Diligence
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-

Conducting Customer Due Diligence‘f:(CDD)

-~

-

—————

———————

~

When you prepare for or carry out

() buying and selling of real estate;

(i) managing of client money, securities or other assets;

(i) management of bank, savings or securities accounts;

(iv) organization of contributions for the creation, operation or
management of companies; and

(v) creation, operation or management of legal persons or
arrangements and the buying and selling of business entities;

transactions for your clients in relation to any of the following activities

N
“

WHEN ?

How ?

| —,

‘1, WHO 2 Vv  howo

e Customer  Make a copy of

e Beneficial Owner ID/Passport/Driving License
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Conducting Customer Due Diligence (CDD)

WHEN ?
In addition, If you act as a trust or company service provider, any one o

more of the following services to third parties :-
(i) formation or management of legal persons;
(i) acting as or arranging for another person to act as, a director or secretary
of a company, a partner or

a partnership or a similar position in relation to other legal persons;

(i) providing a registered office, business address or accommaodation,
correspondence or administrative

address for a company, a partnership or for any other legal person or
arrangement;

(iv) acting as, or arranging for another person to act as, a trustee of an
express trust; and

(v) acting as, or arranging for another person to act as, a nominee / How 7
shareholder for another person.

— Verification

e Customer « Make a copy of
* Beneficial Owner ID/Passport/Drivir

Identification

M Financial Intelligence Unit
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WHAT TO COLLECT ?

@ As per the Rule 11 of the CDD Rules for DNFBPs )

(a) the full name;

(b) permanent residential or mailing address;

(c) occupation, name of employer, business or principal activity;

(d) an official personal identification number or any other
|dentification document that bears a photograph of
the customer or beneficial owner such as
the National Identity Card, passport or driving license;

(e) date of birth;

(f) nationality;

(g) source of funds;

(h) purpose of transaction;

G (i) telephone numbers (residence, office or mobile).

J
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Customers’ ML/TF Risk Profiling
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Risk Profiling for Customers on Collected Data

Higher Risk
Customers for

Lower Risk
Customers for

. Financial Intelligence Unit
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Ex. How to Profile Customers on ML/TF Risks?

[

» Country of
Residence

[

» Company or
Individual

.

[

» Company
Structure

.

Non-Resident

Ind|V|duaI

Slmple

LOWRISK >

HIGH RISK >

LOWRISK >

HIGH RISK >

LOWRISK >

HIGH RISK >
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Customer Risk Profiling Cntd...

Easy to |dent|fy
> Company J<
Owners Difficult to identify

[ =3

[> NGOS/NPOS] 7| HIGH RISK >

V

HIGH RISK >

LOWRISK  »

HIGH RISK >
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EXx. Geographical Risk

General Location LOW RISK >

> Business

Location Known Location HIGH RISK >
for ML/TF

Countries other

than High Risk LOW RISK >
Countries

» Country of

Origin High Risk HIGH RISK >
Countries

Country from the
Sanctions List HIGH RISK >
™ Financial Intelligence Unit
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EXx. Products/Services Risk

Non-Cash Based LOW RISK >

Mode

[ » Payment

Cash Based HIGH RISK >

LOWRISK >

> Client
ldentification

HIGH RISK >

. Financial Intelligence Unit
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EX. Delivery Channel Risk

Face-to-face LOW RISK >
4 )
» Delivery
Mode
Non-face-to- HIGH RISK >
E

face

. Financial Intelligence Unit
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CDD For Legal Persons and Legal Arrangements*

*Very important for Accountants as they mostly deal with legal
persons/arrangements.
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When the Customer is a Company ?

_ 4 )
dentify the * |dentity of all directors
- N Customer by and shareholders with
. Nat f obtaining following equity interest of
alure o more than ten per
BUS|neSS Cent
N * Authorization given
« Ownership * Name for any person to
* Type of legal represent the legal
| Person/Arrangement person
» Contro « Proof of Existence *Whenalegal
Structure (Memorandum/Article person’s controlling
e interest is vested with
s/ Certlflca'ge of another legal person,
Incorporation non- finance business
» Directors Resolutions shall
e Names of Senior * Identify the natural
Management person who controls
: the legal t
Understand the « Address of Registered Wﬁoﬁgﬁ,epﬁgiﬁPo.ﬁng
Customer - . ! .
Office interest is vested with.
\ / \ |
|dentify the Natural

Person 1ce Unit

by 2 eliouDHE) ﬁlrﬂeq‘



ldentify the ML
Risk

Rate the
Customer

Document the
Risk Rating

ECDD for High
Risk Customers

The ML/TF risk to be assessed for each and every
customer

Rate the risk level

Institution can determine the matrix for the grading
of risk level

Ex : High/Low or High/Medium/Low

Risk Rating of each customer must be
documented

» Enhanced CDD must be carried out for customers
identified as high risk

M Financial Intelligence Unit
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Risk Assessment Criterion Lower Risk
Type of Customer: An individual
A resident

Customers from non-Higher Risk Countries

Non-PEP customers

Type of Transaction Relative to Normal frequency and normal value

Customer

Mode of Delivery Over the counter or face-to-face

Destination country (for remittance)  Non-high-risk countries

Own country

Jurisdiction or Country of Origin Same jurisdiction or country

An Example for Customer Risk Assessment and Profiling:

A legal person or a legal arrangement

A non-Resident

Customers from higher Risk Countries

Higher Risk Domestic PEP or Foreign PEPs
High frequency & high value or suspicious patterns

in conducting transactions such as splitting
Internet based or phone based

Higher risk countries

Other country that appear unrelated
Different jurisdictions or countries
High number of inward transactions, followed by
immediate withdrawals
Financial Intelligence Unit
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‘1: To Whom ?

ma Customers rated as High Risk

mad Politically Exposed Persons

== NON-face to face customers

= NGOs and NPOs

=1 Customers from High Risk Countries

== Legal Persons and Arrangements

) 8 269 onc
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Enhanced Customer Due Diligence —
|WHAT TO DO 2

\4
Obtain Additional
Information on Obtain Approval from
Customer/Beneficial Senior Management
Owner

Obtain Additional
Information on intended
nature of relationship

Regularly update
Identification data

_ Financial Intelligence Unit
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Record Keeping
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Keeping Records

records?

HOWEVER;

[ WHAT are the J [For How Long?J / \

Must retain for more
than 6 years if,

FIU directs to keep
any
information/record
of transaction/report

. Financial Intelligence Unit
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Screening Customers Against Sanction Lists
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Screening Customers against Sanction Lists Published

________
~~~~~

(UNSCR)” ™

-
—————————————

What is UNSCR ?

—

Please Refer www.fiusrilanka.gov.lk/lUNSanctions

. Financial Intelligence Unit
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http://www.fiusrilanka.gov.lk/

What Does the Institution Required To do ?

Institutions should cross-check whether any
customer/beneficiary appears on such designated lists

EE—

= *

Immediately Send an STR
Freeze to the EIU
funds/assets

_ Financial Intelligence Unit
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Reporting of Suspicious Transactions
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Reporting Suspicious Transactions (STRsS)

ﬁ the Institution has \

» any suspicion that any transaction is related to commission of any
unlawful activity or any other criminal offence

» information that Suspect may be relevant to an act preparatory to an

offense under provisions of Convention on the Suppression of Terrorist
Financing Act No. 25 of 2005 (CSFTA)

| STRs |

On such
Completed
Transaction

On such
Attempted

Transaction
) g 263 Soma
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How Soon Shall Report?

- As soon as practicable after forming such suspicion

§ Financial Intelligence Unit
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On What Form?

4 R @ telephone R
. BUT
In Writing To be followed up in writing
\_ ) \_ within 24 hours )
How To Send STRs ?
4 )

- Use Schedule V of the Suspicious Transactions (Format) Regulations of 2017
- http://Iwww.fiusrilanka.gov.lk/docs/Regulations/2015-56/2015-56(E). pdf

_ Financial Intelligence Unit
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http://www.fiusrilanka.gov.lk/docs/Regulations/2015-56/2015-56(E).pdf

[emnde : () edce - § o yhm8n w@iddnd dndded ¢8 Beos 0ed vmw - 2017.04.21 15A
Parrl: Sec. (I)- GAZETTE EXTRAORDINARY OF THE DEMOCRATIC SOCIALIST REPUBLIC OF SRI LANKA-21.04.2017

Schedule V
CONFIDENTIAL

Province :
District :

SUSPICIOUS TRANSACTION REPORT

a. This report 1s made pursuant to the requirement to report suspicious transactions under the Financial Transaction Reporting Act. No. 6 of
2006

b. Under Section 12 of the Act. no civil, eriminal or diseiplinary proceedings shall be brought against a person who makes such report in good
faith.

PARTA-DETAILS OF REPORT

1 | Date of Sending Report

2| Is this replacement to an earlier report ? Yes No

PART B- INFORMATION ON SUSPICION

3 |Name in Full
(if organization. provide registered business/organization

name)

4 |Residential/ Registered Address

5 |NIC No. / Passport No./ Business Registration No.

6 | Gender Male Female

"y Financial Intelligence Unit
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Country of Residence and Nationality (if an individual)

Business/ Employment Type

Occupation

(where appropriate. principal activity of the person

conducting the transaction)

10

Name of Employer (where applicable)

11

Contact Details

PART C-DESCRIPTION OF SUSPICION

12

Details of Transaction / Activity

13

Ground / Reasons for Suspicion

Financial Intelligence Unit
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1A  Tewmde: () edea - oo i B w@ddid dndded &8 Sevs 010 vye - 2017.04.21
Parr1: Sec. (I)-GAZETTE EXTRAORDINARY OF THE DEMOCRATIC SOCIALIST REPUBLIC OF SRI LANKA-21.04.2017

PART D-DETAILS OF REPORTING PERSON

14 | Date of Reporting

15 | Signature

16 | Name of Reporting Person/Agency

17 | NIC Number

18 | Designation / Occupation

19| Address

20| Contact Details

05-152
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Red Flags for Suspicions
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Some Red Flags for STRs

- Client has cheques inconsistent with his sales (i.e.,
unusual payments from unlikely sources).

- Client has a history of changing book-keepers or
Accountants very frequently.

- Company has no employees, which is unusual for the
type of business. Company is paying unusual consultant
fees to offshore companies.

#ay Financial Intelligence Unit
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Red Flags Cntd...

- Examination of source documents shows misstatements
of business activity that cannot be readily traced through
the company’s books.

- Company makes large payments to subsidiaries or
similarly controlled companies that are not within the
normal course of business.

- Client has business activity inconsistent with industry
averages or financial ratios.

- *Source : publicly available red flags for identifying suspicious transactions for Accountants.

#ay Financial Intelligence Unit
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Trainings on AML/CFT Obligations
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AML/CFT Training

4 )
Employees/Agents/any individual
To authorized to act on behalf of the
Whom? itution’s AML/CFT Compliance Poli
U J
4 R “ A

Based on the level of ML/TF Risk,
Frequency ‘ Capacity of the institution and the level

of knowledge on ML/TF
R— A —

. Financial Intelligence Unit
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Screening Persons before Hiring
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Screening Employees before Hiring

Why ? To Ensure High Standards

Establish a proper screening policy
What to before hiring of employees
Do? Ex. Police Reports

. Financial Intelligence Unit
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Auditing AML/CFT Measures
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Establishing an Independent Audit Function

4 ) - N
Requirement ‘ Independent Audit Func_tion to audit
AML/CFT function
\_ J \_ )
Can be
[Internal Division/ Employee ] [External Audit Function ]

. Financial Intelligence Unit
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Effective Maintenance of the AML/CFT Policy and Procedures

. Financial Intelligence Unit
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How to fulfill the AML/CFT Compliance Obligations effectively

Review & Monitor the AML/CFT Policy and
rocedures

Document the scope of the Review & Results

Report Deficiencies to the Board of Directors /
Top Management / Owner

. Financial Intelligence Unit
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Non-Compliance with AML/CFT Obligations?

" Financial Intelligence Unit
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Director,

Financial Intelligence Unit of Sri Lanka,
Central Bank of Sri Lanka,

No. 30, Janadhipathi Mawatha,
Colombo 01.

Telephone: +94112477125/509

Fax: +94112477692
E-mail:

Web: www.fiusrilanka.gov.lk

m Financial Intelligence Unit
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