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What Is Money Laundering?

The processing of criminal proceeds (profits or other

benefits) in order to disguise their illegal origin

(The Financial Action Task Force - FATF).
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Three Stages of Money Laundering

Layering of funds 

through

- Wire transfers

- Split and 

merge through 

bank deposits

- Cash deposits 

to other 

accounts

Placement of 

Proceeds of 

Criminal Activities 

through

- Cash deposits

- Cash 

transportation to 

other countries

Integration of 

funds through

- Investments in 

financial 

instruments

- Purchasing 

luxury goods 

such as gems, 

jewelleries or 

properties

- Investments in 

businesses
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Case Study: ML Using Dealers in Precious Metals and Stone

The examiners of ñcountryAò

investigated whether the illicit

proceeds gained through drug

dealing have been used to

purchase gold from ñM

Jewellersòby a drug dealer.

These gold purchases were

being done by a criminal

organization and they have

been buying gold from various

gem and jewellery dealers

using the illicit proceeds

earned from the sales of

drugs.

Thereafter the purchased gold

has been sold to many other

jewellery shops.

The proceeds of the sales of

this gold have been

transferred to a third party of

ñcountryDòthat had links to

drug trading.

By transferring these funds

the drug dealer laundered his

illicit proceeds. This case

study involves all three stages

of money laundering which

are placement, layering and

integration.
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What Is Terrorist Financing?

ÅProviding funds for terrorism activities

ÅFunds can be earned through;

Legitimate 
Sources

Criminal 
Sources
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WHY ARE YOU UNDER AML/CFT COMPLIANCE OBLIGATIONS?

ÅLicensed Banks 

ÅLicensed Finance Companies

ÅInsurance Companies

ÅStock Brokering Firms

ÅAuthorized Money Changers

ÅMoney Value Service Providers

ÅCasinos & Gambling Houses

ÅReal Estate Agents

ÅDealers in Precious Metals & Stones

ÅLawyers & Notaries

ÅAccountants

ÅTrusts & company service Providers

ñInstitutionò defined under Sec. 33 of  the Financial Transactions Reporting 

Act No. 6 of 2006 (FTRA)

Finance Business Non-Finance Business
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AML/CFT REQUIREMENTS FOR

DEALERS IN PRECIOUS METALS AND STONES
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How To Protect the Institution From ML/TF Risk?

Establishing Compliance 
Policy & Procedures & 

ML/TF Risk Assessment

Appointing a 
Compliance 

Officer

AML/CFT 
Requirements

Conducting 

CDD

ML/TF Risk 
Profiling 

Submitting 

STRs

Record 
Keeping

Screening 
against Sanction 

Lists

Other Requirements

- AML/CFT Training for 
employees

- Employee Screening at 
Hiring

-Auditing Compliance 
Requirements

Reviewing of 
AML/CFT Policy 
and procedures
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Appointing a ñCompliance Officer (CO)ò

How to Appoint a CO?

Fill the ñCompliance Officer 

Registration Formò

Submit to the FIU following 

instructions on the FIU 

website

It can be downloaded from 

www.fiusrilanka.gov.lk
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Duties of the Compliance Officer

COs are responsible to make sure the Institution's compliance with the 

AML/CFT Obligation by attending on the following tasks;

Á Assessing the overall ML/TF Risk of the Institution

Á Periodically updating the Institutional ML/TF Risk

Á Preparing the AML/CFT Compliance Policy Document

Á Obtaining the approval of the Board/Top Management for the policy

Á Making aware all levels of the Institution of the Risk assessment and the 

Policy

Á Implementing measures to conduct Customer Due Diligence for customers

Á Implementing measures to screen the customers against the designated 

sanctions lists

Á Conducting ML/TF Risk Profiling of the customers

Á Implementing procedures  for record keeping, submission of STRs, 

employee screening

Á Maintaining an independent audit function to audit AML/CFT functions
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3. AML/CFT Compliance Policy and Procedures   

Should Be

ÅWritten

ÅManagement approved

ÅWell communicated among all the employees and staff

ÅReviewed periodically
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AML/CFT Compliance Policies/Procedures

If the Institution doesnôt have an AML/CFT Policy & Procedures

Refer following documents to prepare an AML/CFT policy and procedures 

2.Designated Non-Finance Business (Customer Due Diligence

Rules) No. 1 of 2018

3. Guidelines on AML/CFT Compliance Obligations for

Dealers in Real Estate, Precious and Semi-Precious Stones

1. Financial Transactions Reporting Act No. 6 of 2006
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Conducting ML/TF Risk Assessment for Institution

13



Risk Assessment for the Institution

ON WHAT?

Customers

Products/Services

Geographic                       
Locations

Delivery Channels
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An Example of a Checklist for Institutionsô ML/TF Risk Assessment:
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An Example of a Checklist for Institutionsô ML/TF Risk Assessment:
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An Example of a Checklist for Institutionsô ML/TF Risk Assessment:
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An Example of a Checklist for Institutionsô ML/TF Risk Assessment:
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Conducting Customer Due Diligence
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Conducting Customer Due Diligence (CDD) ?

WHEN ?

If any CASH Transaction of Gem and 

Jewellery Dealers equal to or above 

USD 15,000 or in any currency equal to 

that valueHow ?

Identification Verification

ÅCustomer

Å Beneficial Owner

WHO ?
HOW ?

ÅMake a copy of 

ID/Passport/Driving 

License
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As per the Rule 11 of the CDD Rules for DNFBPs

(a) the full name;

(b) permanent residential or mailing address;

(c) occupation, name of employer, business or principal activity;

(d) an official personal identification number or any other

Identification document that bears a photograph of

the customer or beneficial owner such as

the National Identity Card, passport or driving license;

(e) date of birth;

(f) nationality;

(g) source of funds;

(h) purpose of transaction;

(i) telephone numbers (residence, office or mobile).

Customer/Beneficial Owner Identification 

WHAT TO COLLECT ?
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Customersô ML/TF Risk Profiling
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Risk Profiling for  Customers on Collected Data 

Risk 
Profiling for 
Customers

Higher Risk 
Customers for 

ML/TF

Lower Risk 
Customers for 

ML/TF 
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Ex. How to Profile Customers on ML/TF Risks?

ü Country of 

Residence

Resident

Non-Resident

LOW RISK

HIGH RISK

ü Company 

Structure

Simple

Complex

LOW RISK

HIGH RISK

ü Company or 

Individual

Individual 

Company 

LOW RISK

HIGH RISK
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Customer Risk Profiling Cntdé

ü PEPS HIGH RISK

ü NGOs/NPOs HIGH RISK

ü Company 

Owners

Easy to identify

Difficult to identify 

LOW RISK

HIGH RISK
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Ex. Geographical Risk

ü Business 

Location

General Location

Known Location 

for ML/TF

LOW RISK

HIGH RISK

ü Country of 

Origin

Countries other 

than High Risk 

Countries

High Risk 

Countries

LOW RISK

HIGH RISK

Country from the 

Sanctions List
HIGH RISK
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Ex. Products/Services Risk

ü Payment 

Mode

Non-Cash Based

Cash Based

LOW RISK

HIGH RISK

ü Client 

Identification

Easy

Difficult

LOW RISK

HIGH RISK
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Ex. Delivery Channel Risk

üDelivery 

Mode

Face-to-face

Non-face-to-

face

LOW RISK

HIGH RISK
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CDD For Legal Persons and Legal Arrangements 
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When the Customer is a Company ?

ÅNature of 
Business

ÅOwnership

ÅControl 
Structure

Understand the 
Customer

ÅName

ÅType of legal 
Person/Arrangement

ÅProof of Existence 
(Memorandum/Article
s/Certificate of 
Incorporation

ÅDirectors Resolutions

ÅNames of Senior 
Management

ÅAddress of Registered 
Office

Identify the 
Customer by 

obtaining following

ÅIdentity of all directors 
and shareholders with 
equity interest of 
more than ten per 
cent

ÅAuthorization given 
for any person to 
represent the legal 
person

ÅWhen a legal 
personôs controlling 
interest is vested with 
another legal person, 
non- finance business 
shall

ÅIdentify the natural 
person who controls 
the legal person to 
whom the controlling 
interest is vested with.

Identify the Natural 
Person

30



Customer Risk Profiling

ÅThe ML/TF risk to be assessed for each and every 
customer

Identify the ML 
Risk

ÅRate the risk level

ÅInstitution can determine the matrix for the grading 
of risk level

ÅEx : High/Low or High/Medium/Low

Rate the 
Customer

ÅRisk Rating of each customer must be 
documented 

Document the 
Risk Rating

ÅEnhanced CDD must be carried out for customers 
identified as high risk

ECDD for High 
Risk Customers
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An Example for Customer Risk Assessment and Profiling: 
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Enhanced Customer Due Diligence (ECDD)

To Whom ?

Customers rated as High Risk

Politically Exposed Persons

Non-face to face customers

NGOs and NPOs

Customers from High Risk Countries

Legal Persons and Arrangements
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Enhanced Customer Due Diligence 

WHAT TO DO ?

Obtain Additional 
Information on 

Customer/Beneficial 
Owner

Obtain Approval from 
Senior Management

Obtain Additional 
Information on intended 

nature of relationship

Regularly update 
identification data
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Record Keeping
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Keeping Records

WHAT are the 

records?

Á CDD Information

Á Copies of 

ID/Passport/

Driving License

Á Transaction 

Records

Á Correspondance

relating to 

transactions

Á Any other Report 

Furnished to the 

FIU

For How Long?

6 years from the 

date of closure of 

business 

relationship

6 years from the 

date of 

transaction

6 years from the 

date of 

correspondance

6 years from the 

date of furnishing 

the report

HOWEVER;

Must retain for more 

than 6 years if,

FIU directs to keep

any

information/record

of transaction/report

for such longer

period
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Screening Customers Against Sanction Lists
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Screening Customers against Sanction Lists Published 

under ñUnited Nations Security Council Resolutions 

(UNSCR)ò

Please Refer www.fiusrilanka.gov.lk/UNSanctions

What is UNSCR ?
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What Does the Institution Required To do ?

Institutions should cross-check whether any 

customer/beneficiary appears on such designated lists

If Customerôs 

name is not in 

the lists

Can continue 

with the 

Transaction

If Customerôs name appears in 

the lists

Do Not Transact 
with the Customer

Immediately 
Freeze 

funds/assets

Send an STR to 
the FIU
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Reporting of Suspicious Transactions
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Reporting Suspicious Transactions (STRs) 
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How Soon Shall Report?

ÅAs soon as practicable after forming such suspicion

BUT!!!
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On What Form?

How To Send STRs ?
- Use Schedule V of the Suspicious Transactions (Format) Regulations of 2017

- http://www.fiusrilanka.gov.lk/docs/Regulations/2015-56/2015-56(E).pdf

In Writing

telephone

BUT 

To be followed up in writing 

within 24 hours 
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