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1.

Executive Summary

This report provides a summary of the Anti-Moneyuhdering/Countering the Financing of

Terrorism (AML/CFT) measures in place in Sri Lardsaat the date of the onsite visit, 1 to 12 Decembe
2014. It analyses the level of compliance with TR&TF 40 Recommendations and the level of
effectiveness of Sri Lanka’s AML/CFT system, andyides recommendations on how the system could
be strengthened.

A.

Key Findings

Overall Level of Compliance and Effectiveness

Sri Lanka has an acute understanding of terrdrianting (TF) risks, shaped by years of war between
the Sri Lankan Government and the Liberation Tigér§amil Eelam (LTTE) that ended in 2009. Sri
Lanka’'s National Security Strategy focuses on ssctireats and risks, including LTTE financing
from abroad. The Chief of National Intelligence,poging to the Secretary of Defence,
comprehensively coordinates activities and inforamasharing among all relevant agencies to address
TF risks including disrupting possible re-emergeotthe LTTE through financing from abroad.

Sri Lanka has a reasonable understanding of iteegn@undering (ML) risks. This understanding has
not manifested in a national AML strategy, nor h#vere been coordinated activities to address key
ML risks such as corruption or drug trafficking.

Sri Lanka has not implemented a risk-based appraa&ML/CFT activities informed by the results
of its first national risk assessment (NRA), contgadein October 2014. Recommendations made in the
NRA are still awaiting approval as at the end &f dmsite.

Sri Lanka’s use of financial intelligence and otl#ormation for ML/TF and associated predicate
offence investigation does not extend to the fafige of potentially relevant information. The FIU
uses limited available and obtainable police imf@tion in its operational analysis of STRs, whiels h
had a negative consequential impact on the qualitytelligence products disseminated to the police

The financial intelligence unit (FIU) is not usifigancial intelligence or other available infornmatito
undertake strategic analysis, including in idemidyemerging ML/TF trends and threats.

Sri Lanka possesses the foundation for an effeéiMik system, but to date there has been limited
demonstration of effectiveness with only one ML dotion. The low prosecution and conviction rates
for ML are mostly explained by the jurisdictionack of capacity and policy imprimatur to investigat
and prosecute the ML offence. Sri Lankan autharitied it easier to prosecute the predicate offence
as it is a quicker process and less challengingngéxisting skills and resources.

Sri Lanka’s counter-terrorism and TF regime’s sgscés a result of high-level governmental
commitment, multi-pronged and well-coordinated gfoamongst agencies, and the focus and
dedication of terrorism investigative units suchths Terrorist Investigation Division (TID) and
Criminal Investigation Division (CID).

Sri Lanka’s has clear and high national-level polioccus on deterring terrorist activities espegiall
through confiscating the assets of terrorists. Thés been effective in countering the LTTE's
operations in Sri Lanka. It is evident from thetistecs that this avenue has been broadly and
effectively used, including successfully disruptiegent attempts at LTTE resurgence since 2012.

The Prevention of Terrorism Act No. 48 of 1979 aweaded (PTA), with its non-conviction based,
administrative mechanisms, has been the prefeegidlidtive tool to successfully deprive the LTTE of
funds and property. It is particularly useful irstances where access to evidence is challenginly, su
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as where the evidence or the offender lies abroddtlzere are challenges in obtaining international
cooperation to obtain the evidence or the offender.

However, Sri Lanka has been less effective in pnaseg TF cases especially with foreign elements
given the challenges with international cooperatmobtain evidence to prosecute terrorist finaiscie
Moreover, there have been only three TF convictiomder the PTA as well as three indictments for
the TF offence under the Convention on the Supjmess Terrorist Financing Act (CSTFA) with no
convictions yet.

Sri Lanka has not yet dealt with proliferation ficéng.

Sri Lanka has not fully assessed the ML/TF riskespect to the use of legal persons and arrangement
and there are significant technical and impleméoriadeficiencies in respect to obtaining and making
available beneficial ownership information on adiybasis.

Sri Lanka's dependence on using existing infornmgticncluding reliance on using existing
information held by financial institutions and dgsited non-financial businesses and professions
(DNFBPs) to mitigate the abuse of legal personsanahgements, is not an effective mechanism as
there are gaps in this information, including ondfecial ownership

Since the last MER, Sri Lanka has made progresprimulgating enforceable rules under the
Financial Transactions Reporting Act (FTRA). Howevsignificant gaps still exist in prescribed
requirements in a number of key areas such asmestdue diligence (CDD), politically exposed
persons (PEPs), high-risk countries, internal asttcorrespondent banking, wire transfer and money
value transfer service (MVTS) providers, among wmheThese gaps inhibit the effective
implementation of preventive measures acrossrahftial sectors.

Financial institutions’ (FIs) level of understangiof ML/TF risks and obligations is variable across
sectors and, within a sector, across institutidrisere is a need for a stronger application of the
risk-based approach (RBA) across sectors to mdeetefely implement the full range of preventive
measures.

Apart from banks, the relevant supervisory authesitack clear powers to prevent criminals from
participating as beneficial owners in FIs and DNEB®hile the directors and senior officers of Fls
and DNFBPs in sectors identified as higher riskrartesubject to any fit-and-proper requirementse Th
infrastructure for regulation and AML/CFT superueisiof the gaming industry remains unclear.

The recent completion of the NRA has not translatemlrisk-based supervision of FIs by the FIU and
prudential supervisory authorities, with the FlUrgesignificantly under-resourced in its role ae th
primary AML/CFT supervisor. Sanctions for AML/CFbm-compliance have been focused mainly on
the banking sector, and do not appear to be seffilgi dissuasive.

There are significant legal and structural limiag to Sri Lanka's effective ability in relation its
formal international cooperation mechanisms, intipalar the fact that their legislation requires a
mutual legal assistance arrangement between SkalLand the State requesting assistance; it is not
clear whether coercive assistance can be providedbsence of such arrangement. This limits
Sri Lanka’s ability to provide assistance wheraartorder is required, namely assistance for frepz

of funds and confiscation of assets.

The central authority does not adequately maingaich monitor the status and timeliness of requests
made and obtained. In combination with varying lewe inter-agency coordination, this leads to a
cumbersome system where the progress of requests &ways apparent. However, there appears to
be more effective international cooperation amotigstiaw enforcement agencies and their respective
foreign counterparts, where assistance is initiatetimonitored at an informal level.
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B. Risks and General Situation

2. Sri Lanka’'s ML/TF risks involve cross-border illicllows because of Sri Lanka's geographic
location. As a major transhipment port, Sri Lankaeives 70% of all vessels sailing to and from Bout
Asia, exposing Sri Lanka to associated drug andamutrafficking. Authorities consider that the preds

of drug trafficking are mostly laundered back teithsource jurisdictions, and for human smugglitag,
end destinations or transit points, and not jushiwiSri Lanka. Overall, Sri Lanka is not considees end
destination for foreign proceeds of crime. Convigrsgri Lanka is an end destination for terrorishds
raised abroad in support of the LTTE.

3. Corruption and drug-related proceeds pose the kigWie risk. Drug trafficking proceeds originate
primarily from the trafficking of heroin from Indiand Pakistan for consumption in Sri Lanka, an@ as
transit point for heroin heading to other destimradi Corruption-related ML risk originates from
domestically generated proceeds and is compoungend lack of corruption-related ML investigations,
prosecutions, and convictions.

4. Sri Lanka’s terrorist threat has greatly diminisisatte the end of the civil war in 2009, but TFKris
remains with LTTE-related incidents occurring sirtben, most recently in April 2014. Sri Lanka is
cognizant of other TF risk associated with thengtaState of Iraq and the Levant (ISIL).

C. Overall level of compliance
Cl1 Assessment of risk, coordination and policytisef
5. Overall, Sri Lanka’s NRA conclusions reasonablylewf its main ML/TF risks, with some

exceptions: the self-assessment on national vibilgyas overly optimistic, the assumptions ofigttural
or inherent vulnerabilities of the DNFBP sectors aot always sound, and ML/TF risks of legal pesson
and arrangements have not been adequately assessed.

6. Sri Lanka has a sound understanding of most oMitsthreats including corruption and drug
trafficking. However, levels of understanding of Mkk are not universal across all competent aittasr
or reporting entities.

7. Sri Lanka has an acute understanding of TF ridkaped by years of war between the Sri Lankan
Government and the LTTE that ended in 2009. Altlotlng terrorist threat has greatly diminished, Tike
risk remains with LTTE-related incidents occurrigsigce then, most recently in April 2014. This haserb
documented in the non-sanitised version of the N®A&wed by the assessment team) and the National
Security Strategy, and confirmed by agencies mehgihe onsite that work on TF-related issues.

8. Sri Lanka does not have an articulated national AMitategy, nor did authorities, either law
enforcement or supervisory, provide the assessisamt with any evidence of sector-specific strategie
related to AML. There is the National Security 8gy that focuses on countering terrorism, inclgdiifr.
AML/CFT activities in general are coordinated Mmee tAdvisory Board to the FIU, and the Office of the
Chief of National Intelligence coordinates mattgpecifically relating to terrorism, including TF.

9. The NRA contains comprehensive proposed actioasidoess the identified deficiencies, including
technical, operational and capacity but at the winde onsite had not been approved.

10. Sri Lanka has not used the results of its first NRémpleted in October 2014 two months before
the onsite, neither has it adopted a nationalegjyainformed by the NRA or undertaken targetedvaes

to mitigate key ML risks such as corruption or dttafficking proceeds, although there are planddo.
There are targeted activities to address TF risked on the National Security Strategy.

11. There has been limited interagency coordinatioprofiferation financing.
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C.2 Financial intelligence, ML and confiscation

12.  Sri Lanka’s use of financial intelligence and othormation for ML/TF and associated predicate
offence investigations does not extend to therfulige of potentially relevant financial intelligencrhe

FIU does not use obtainable and available polit@imation in its operational analysis of STRs, whias

a negative impact on the quality of intelligenceducts disseminated to the police. For TF, theafse
financial intelligence gathered from the Chief oftdnal Intelligence coordination mechanism has
arguably yielded more effective results in dismgtiTF from abroad to support the resurgence of the
LTTE.

13. There are insufficient resources devoted to opmratiand strategic analysis and a backlog of STR
analysis up to three to four months.

14. Despite adequate foundations for an effective itigatve system, to date there has been limited
demonstration of effectiveness with only one ML woton. The low prosecution and conviction rates f
ML are mostly explained by the jurisdiction’s empisaon investigating and prosecuting the predicate
offence, with a focus on domestic cases.

15. The authorities conduct ML investigations but reswdre hampered by a lack of clear policy
direction and capacity. While there is an operaiowillingness to investigate ML, outcomes are
constrained by capacity and lack of a comprehensat®nal AML policy, internal police directive or
guidance on ML investigations.

16. Despite a sound legal framework for tracing, fregziand conviction-based confiscation of
proceeds of crime under the PMLA, confiscationdsSieved at only a low level. This is a result of thck

of national or agency-level AML strategy. In paular, the agencies that deal with the two iderdifie
high-risk areas of drug trafficking and corruptido not appear to have developed any confiscation
policies or strategies to proactively counter MLtloe proceeds of predicate offences. The low rates
investigation and prosecution of ML offences alentdbute to a lack of confiscation of criminal peeds.
There has been only one ML-related confiscationetidle PMLA and the amount remains low at LKR 7
million (USD 53 294).

17. There is, however, a clearer focus on deprivingotests of their funding. Substantial cash assets
amounting to LKR 89 million (USD 677 680and land assets worth LKR 70 million (USD 533 900
relating to terrorists and terrorist financing hdeen frozen, while cash and non-cash assets amguat
LKR 843 757 793 (USD 6.5 milliogh relating to terrorists and terrorist financingvebeen confiscated
under the PTA No. 48 of 1979 (as amended). Howekiere has yet to be any conviction or confiscation
under the CSTFA.

C3 Terrorist financing and proliferation financing

18. Sri Lanka's counter-terrorism regime reflects highel governmental commitment as well as
multi-pronged and well-coordinated efforts, witltlaar and high national-level policy focus on detey
terrorist activities especially through confiscgtitihe assets of terrorists. The NRA and NationauBgy
Strategy found TF risk as mainly relating to thevetment and use of funds within Sri Lanka from funds
raised abroad and funnelled into Sri Lanka in suppiopotential LTTE activities.

19. The Public Security Ordinance No. 25 of 1947 asrated (PSO) and the PTA have provided an
efficient avenue for the authorities to pursuedests and their assets and it is evident fromstiagistics
that this avenue has been broadly and effectiveduThis reflects the focus and dedication obtesm
investigative units such as the TID as well as@H2. However, the statistics provided by Sri Larskeow
that under the PTA, there have been only threeictions relating to terrorists resulting in forigie of

! Approximate figures based on LKR 1 equalling USDOG®IL, as at the end of the onsite visit, 12 DeceniiH4,
www.oanda.com
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their assets. Notwithstanding those successe® ties been no conviction for the TF offence unbder t
primary TF legislation, the CSTFA, and only thredictments.

20. Deficiencies in the mutual legal assistance regimeparticular, being restricted in its ability to
provide coercive assistance, including assistanceréezing and confiscation to a limited number of
prescribed and specified countries rather tharherbasis of reciprocity, also limit Sri Lanka’s liito
obtain assistance and evidence to support and g@uFsuprosecutions and confiscations with foreign
elements.

21. Sri Lanka has implemented targeted financial sanstion United Nations Security Council
Resolution (UNSCR) 1267, such as UN Regulation 2a@azettal of the Taliban and Al-Qaida Lists, and
14 subsequent amendments to December 2014. Tdhdate have been no positive matches against the
lists. This is consistent with the relatively lowEf risk profile for Al-Qaida and the Taliban ini 8anka.

22.  For UNSCR 1373, Sri Lanka has designated natunalops, legal persons, groups and entities,
principally those associated with the LTTE. All mduals designated are based in foreign jurisdicgi
While some jurisdictions have designated the LTthEy have not designated the Tamil organisatiods an
individuals listed. The authorities have approachisoke jurisdictions for support to designate LTTE
affiliates, with no positive outcome at the timethé onsite. Eight domestic bank accounts have been
frozen based on matches against the designated list

23. Implementation of UNSCR 1267 and 1373 is undermiogedhe lack of implementation of CDD
beneficial ownership and preventive measures, #iatively recent amendments to extend freezing
requirements to cover persons or entities actingeadralf of, or at the direction of, designated pessor
entities, and the lack of monitoring and supportifie NPO sector in respect to TF issues.

24.  Sri Lanka has taken no material steps to implertientequirements for targeted financial sanctions
concerning UNSCRs 1718 and 1737.

cC4 Preventive measures and supervision

25. Sri Lanka’s regulatory framework for preventive irag has progressed since the last mutual
evaluation report of 2006. This includes issuan€eemforceable rules under the FTRA to various
constituents of the financial sector. However, gigant gaps still exist in prescribed requiremeintsa
number of key areas such as CDD, PEPs, high-riskitdes, internal controls, correspondent banking,
wire transfer and MVTS, among others. These gapibiinthe effective implementation of preventive
measures across all financial sectors.

26. FIs’ level of understanding of ML/TF risks and @ations is variable across sectors (with banks
exhibiting relatively better understanding) and hivit a sector, across institutions. In general, evhil
financial institutions exhibit some understandinf) such risks and obligations, there is lack of a
comprehensive risk-based approach to understandidgressing and taking mitigating measures.
Concerns also exist over the contribution of vasioanstituents of the financial sector to STRs.

27. Apart from banks, the relevant supervisory authesitack clear powers to prevent criminals and
their associates from holding or being the berafimivner of a significant or controlling interestkls and
designated non-financial businesses and profes$ioNEBPSs). The directors and senior officers of FIs
and DNFBPs in sectors identified as higher risk rave subject to any fit-and-proper requirementse Th
infrastructure for regulation and AML/CFT superuisiof the gaming industry remains unclear, with the
five casinos continuing to operate without licence.

28. The formulation of the NRA has improved supervisdrasic understanding on ML/TF risks in
financial sectors and institutions, but this has translated into risk-based supervision of Fisthey FIU
and prudential supervisory authorities. The FlWignificantly under-resourced in its role as thenary
AML/CFT supervisor, yet there is a marked abseria@erhanisms to facilitate collaboration between th
FIU and other supervisory authorities.
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29. Sanctions have been focused mainly on the banlentpis and do not appear to be sufficiently
dissuasive, while supervision has not resultedignificant improvements in compliance. Nevertheless
awareness activities conducted by the FIU haveriboted to improved awareness on AML/CFT
reporting obligations among Fls and the relevapestisory authorities.

30. Significant gaps remain with respect to understagnaif ML/TF risks in the DNFBP sector. The
lack of detailed know-your-customer (KYC) and CDOles and the absence of supervisory resources
further constrain effectiveness of overall AML/CEBuUpervision.

C5 Transparency and beneficial ownership

31. Sri Lanka has not yet fully identified, assessed anderstood the vulnerabilities and the extent to
which legal persons and arrangements created icotinetry can be, or are being misused for ML/THSTh
has led to the lack of a formal strategy to prevegal persons and arrangements from being used for
criminal purposes.

32. Sri Lanka's dependence on using existing infornmtioncluding reliance on using existing
information held by FIs and DNFBPs to mitigate #imise of legal persons and arrangements, is not an
effective mechanism as there are gaps in thisnmdition, including on beneficial ownership (refer4@

5).

33.  Whilst there is some publicly available basic imfiation on legal persons and arrangements, this is
unverified and outdated.

C.6 International Cooperation

34. There are significant legal and structural limiag to Sri Lanka’s formal international cooperation
mechanisms, in particular the fact that their liegien requires a mutual legal assistance arrangeme
between Sri Lanka and the State requesting assestagfore coercive assistance can be provided. This
limits Sri Lanka’s ability to provide assistance ew a court order is required, namely assistance fo
freezing of funds and confiscation of assets. @mKa has, however, provided non-coercive assistance
such as instances where voluntary statements weoeded from witnesses in Sri Lanka based on régjues
from states that do not have a mutual legal as&istarrangement.

35. The central authorities for mutual legal assistasoe extradition do not adequately maintain and
monitor the status and timeliness of requests nae obtained, combined with varying levels of
inter-agency coordination, this leads to a cumbeeseystem where the progress of requests is natyalw
apparent.

36. However, there is evidence of international coop@maamongst the law enforcement agencies
where assistance is initiated and monitored atnéormal level. This is mainly for terrorism and TF
investigations. Statistics also show evidence gfiests made and received through the Egmont Group,
with at least two case examples that led to inféienaexchanged that assisted in criminal invesitgetin

Sri Lanka and abroad.

D. Priority actions

37. The prioritised recommended actions for Sri Larkesed on these findings, are:
Risk, policy and coordination

38.  Sri Lanka should prioritise documentation of a ol AML/CFT strategic plan for the next five
years to manage and mitigate the risks identifiethe NRA. As per the strategic plan, the competent
authorities should develop their own strategiestliernext three to five years and specific actilzmg to
implement the national AML/CFT strategies

Money laundering and the use of financial intelligiee
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There should be a clear policy and police directoséocus efforts on combating ML in line with the
NRA. ML should be given prominence whereby, pataleestigations, and prosecutions for ML
should be encouraged instead of relying on thegordason of predicate crimes as deterrence.

Authorities promulgate and implement policies anchtegies to pursue confiscation, including
repatriation, sharing and restitution, of crimipabceedsinstrumentalities, and property of equivalent
value, particularly proceeds from corruption andgdirafficking.

There is a need to develop and increase the comntpatghorities’ technical expertise (including in
financial investigations) to pursue ML investigaisp prosecutions and asset recovery, particularly i
anti-corruption, counter drug trafficking and otlaeeas identified as top-tier risks in the NRA.

The FIU should enhance its operational analysicemores to ensure that essential and critical
information, beyond what is provided in STRs/CTHSIE, is included in the initial analysis stage.

The FTRA should be amended to allow CID or policehaive a legal basis to request all relevant
information held by the FIU to facilitate ML andgalicate crime investigations.

The FIU should obtain and use all available andiobble police information to augment the quality
of operational analysis. To facilitate this, infa@tion exchange should be enabled which can be by
way of written information exchange agreements betwthe competent authorities.

There should be information exchange between d#verenforcement agencies apart from CID and
TID, such as the Narcotics Bureau and Commissionini@stigate Allegations of Bribery or
Corruption (CIABC), to enable pursuing of assefditure as a means of depriving criminals of their
criminal proceeds.

Terrorist financing and proliferation financing

Authorities should use the CSTFA to prosecute ithentiers of terrorism.

Investment should be made in enhancing technigadréise to improve the effectiveness of terrorist
financing prosecutions and asset confiscation madiogs under the CSTFA.

The authorities should improve their databasesmaihtain data and statistics in relation to assets
restrained and confiscated that relate specifitaltye financing of terrorism.

Sri Lanka should support effective implementatidétaogeted financial sanctions for TF by:

- implementing all aspects of targeted financial §ans pursuant to UNSCR 1373 as required by
Recommendation 6, and

—  establishing effective supervision of Fls and D¥EBor targeted financial sanctions.

Material steps needs to be taken to implement tagigénancial sanctions concerning UNSCRs 1718
and 1737 relating to the combating of financingpadliferation. These steps should include effective
supervision and monitoring of compliance.

Sri Lanka should implement measures to addresgetiiirements of Recommendation 8, particularly
to build a solid framework of preventive measuceapply to those NPOs that account for a significan
portion of the financial resources under controkled sector, and a substantial share of the sector’
international activities.
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Preventive measures and supervision

The relevant supervisory authorities should enhaassessment of fithess-and-propriety of key
responsible officers in the banking, insurance seclrities sectors, which should extend to thel leve
of the ultimate beneficial owner or natural persaith material controlling interest.

The development of a risk-based approach to AML/GHjervision should be expedited, to assist the
FIU and sectoral supervisors in better allocatihgirt scarce supervisory resources to reporting
institutions, products, services or delivery chdsitieat have been identified as posing higher ML/TF
risks. The immediate priority should be to develmd operationalize the AML/CFT risk-based
supervision framework for the banking sector. Téeklof clarity in the functions and accountabitie
between the FIU and sectoral supervisors in mdnigoAML/CFT compliance by Fls under each
authority’s purview should also be addressed.

The supervisory authorities should take measurdsding issuing guidance to FIs to encourage the
implementation of simplified CDD for certain prodsicparticularly in sectors identified as lowekss
in support of financial inclusion.

All the constituents of the DNFBP sector (casinmes| estate agents, dealers in precious stones and
metals, lawyers, notaries, accountants and trustcampany service providers) should be brought
within the ambit of the AML/CFT regulatory framevkor

The FIU should issue necessary guidance to finhmegitutions on risk-based approach to be
followed by them for identifying, addressing andigating their ML/TF risks faced by them.

Supervisory authorities should ensure the apptinatif preventive measures by financial institutions
on a risk-based approach to address and mitigatd Miisks faced by them.

The FIU should issue enforceable rules under tHRA-D fully address the existing gaps in preventive
measures. Consistent application of key requiresnaatoss financial sector on issues such as CDD,
PEPs, beneficial ownership, high-risk countriegewransfers requirements etc., must be applied by
the Fls.

Transparency and beneficial ownership

Complete an assessment of the risks relating tonthese of legal persons and arrangements, and then
undertake measures to mitigate the identified risks

Introduce mechanisms to ensure information on @eeficial owner of a legal person is maintained
and accessible to competent authorities in a tinmaggner, and made publicly available.

Revise the Trust Ordinance to require trusteeshimim and hold adequate, accurate and current
information on the identity of settlors, trustepsgtectors (if any), and beneficiaries of trustgjuding
natural persons who exercise ultimate effectivetrobrover a trust, and make that information
available to competent authorities.

International cooperation

Ensure that the Mutual Assistance in Criminal Mattéct (MACMA) framework allows Sri Lanka to
be able to provide/obtain a wide range of mutugdlessistance regime (including coercive assisjanc
from a broader range of jurisdictions.

Central authorities should implement a much mobaisb and efficient case management framework to
ensure better coordination and monitoring of mutegl assistance and extradition requests.

Maintain more comprehensive statistics on mutugdll@ssistance and extradition requests in order to
better monitor the efficacy of its internationabperation framework.

Anti-money laundering and counter-terrorist finargcmeasures in Sri Lanka - 2015 8



» Establish a mechanism to improve provision of ber@fownership information for foreign requests
beyond the basic information Sri Lanka is curreathe to provide.
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Table 1: Effective Implementation of Immediate Outomes

EFFECTIVENESS - IMMEDIATE OUTCOMES

1. Risk, Policy and Coordinationmroderate level of effectiveness

and TF risks. Competent authorities have a sounderstanding of the TF risks and coordin

objectives outlined in the National Security StggteThis coordination mechanism, while initial
trafficking, and to a lesser extent ML activities.

Sri Lanka has a reasonable understanding of itsrigks. This understanding has not manifested
national vulnerability is overly optimistic, thesasnptions of structural or inherent vulnerabilitefshe
DNFBP sectors are not always sound, and the riskscéated with legal persons and arrangements

not been adequately assessed.

There has been limited interagency coordinatiopratiferation financing.

comprehensively to address these risks. Therelsaa government policy and imprimatur on counggrin
TF, and disciplined inter-agency direction undee tBhief of National Intelligence to achieve the

Sri Lanka is achieving Immediate Outcome 1 to sextent. Sri Lanka has reasonably assessed its ML

ate

ly

focused on LTTE activities, now includes other ol security threats, in particular drug and human

in a

national AML strategy, nor have there been cootdihaactivities to address key ML risks related to
corruption or drug trafficking. The 2014 NRA is geally reasonable, although the self-assessment on

have

2. International Cooperationlew level of effectiveness

Immediate outcome 2 on international cooperatisnachieved to a negligible extent. There
significant legal and structural limitations to &&nka’s formal international cooperation mecharsis
The central authority does not maintain and monikar status and timeliness of requests made
obtained. This, combined with varying levels okiatgency coordination, leads to a cumbersome sy
where the progress of requests is not always appare

Given the acknowledged risk of LTTE funding fronr@dd, the limited statistics provided to the team
outgoing MLA requests and other requests are nagistent with the identified risks. There is evide
of more international cooperation amongst the lafereement agencies where assistance is initiatdd
monitored at an informal level. Sri Lankan authesthave cited various platforms upon which s
information sharing takes place, including Interptble Egmont Group, multilateral memorandumsg
understanding (MOUSs) under International Organiraif Securities Commissiongas well as MOUS

Regional Cooperation (SAARC) members.

3. Supervision 4ow level of effectiveness

Effective AML/CFT supervision is achieved to a ngile extent. Apart from banks, supervisq
authorities lack clear powers to prevent crimiraadd their associates from holding or being the tieae
owner of a significant or controlling interest insFor DNFBPs. In addition, the directors and sef
officers of FIs and DNFBPs in sectors identified tagher risk are not subject to any fit-and-pro
requirements. The infrastructure for regulation AML/CFT supervision of the gaming industry rema
unclear, with the five casinos continuing to openaithout licence.

The formulation of the NRA has improved supervisbesic understanding on ML/TF risks in financ
sectors and institutions, but significant gaps iemath respect to DNFBPs. Sectoral risk assesssrian
the NRA have not manifested into the applicatiom ofk-based approach to supervision of Fls. Tihe
is significantly under-resourced in its role as gitanary AML/CFT supervisor, yet there is a mark

between the FIU and its foreign counterparts, iclg four with the South Asian Association for
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EFFECTIVENESS - IMMEDIATE OUTCOMES

absence of mechanisms to facilitate collaboratietwben the FIU and sectoral supervisors, thal
Central Bank of Sri Lanka, Securities and Excha@genmission and Insurance Board of Sri Lanka
ensure robust monitoring of AML/CFT compliance bys Fon a risk-informed basis. AML/CF
supervision conducted by the FIU and other superyiauthorities on Fls are mainly rule based, wih
specific focus on products, clients, channels,ngtitutions that pose higher ML/TF risk. The scabe
supervision does not extend to assessment of Fkttweness in identifying and addressing ML/
risks.

With respect to DNFBPs, the lack of detailed KYCdaBDD rules and the absence of supervis
resources further constrain effectiveness of o&ML/CFT supervision.

Apart from banks, no sanctions have been imposeattter FIs or DNFBPs. Efforts to widen the brea
and depth of enforcement activities are necessarynfore effective implementation of AML/CH
preventive measures by all reporting institutigregicularly sectors identified as higher risk.

[ is,
, to

ory

dth
N

Supervision has not resulted in any significant rimpments in compliance, with one noticeable

exception, namely the discontinuation of transfleraBertificate of Deposits by banking institutioims
2013.

Despite the resource constraints, the FIU shouldcbemended for its ongoing awareness
engagement activities that have contributed to awpd awareness on AML/CFT reporting obligatic
and supervisory expectations among Fls and theaelesupervisory authorities respectively.

As a priority, the relevant supervisory authoritd®uld enhance assessment of fithness-and-projurfie
licensed FlIs in banking, insurance and securitesoss to the level of the ultimate beneficial owoe
natural persons with material controlling intereSti Lanka should develop a risk-based approac

and
ns

A ty

h to

AML/CFT supervision to assist the FIU and sectosapervisors in better allocating their scarce

supervisory resources to reporting institutiongdpicts, services or delivery channels that haven
identified as posing higher ML/TF risks. This ind&s extending supervisory coverage to higher
DNFBPs, and then to all DNFBPs.

bee
risk

4. Preventive Measuredoew level of effectiveness

Preventive measures have been achieved to a rglegitent. A risk-based approach to AML/CFT is
to be introduced in a meaningful manner acrosditiagcial sector. In the absence of specific riakdd
AML/CFT obligations, Fls across sectors view thenptiance requirements more from a rule-ba
perspective rather than of risk. There are ovesgdtemic issues concerning understanding, awarg
and mitigating measures for ML/TF risks across fihancial sector and DNFBPs. There has beer
implementation of preventive measures amongst DMNEFBRen though the FTRA includes so
AML/CFT requirements. There is a low level of awsss, understanding and appreciation of ML,
risks in the DNFBP sectors as a whole.

Implementation of AML/CFT requirements varies asréisancial sectors and within each sector v
regard to areas such as written AML/CFT policidient profiling procedures, and transaction moritgr
systems. This leads to inconsistent implementaliechnical and implementation deficiencies exighy
CDD obligations, beneficial ownership, ongoing ntoring and consolidated group level complian
STR reporting is uneven across the financial sectbhere are significant gaps in implementation
preventive measures in some key areas such as RiE€dransfers, MVTS, correspondent banking
higher-risk countries.

yet
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5. Legal Persons and Arrangementsw level of effectiveness

Immediate Outcome 5 is achieved to a negligiblemxtThe relevant competent authorities have no

L ye
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EFFECTIVENESS - IMMEDIATE OUTCOMES

fully identified, assessed and understood the vabilities and the extent to which legal persond

arrangements created in the country can be, obeirgg misused for ML/TF. The recent national 1
assessment only undertook a cursory analysis of ifsue, and concluded that corporate and

transparency needs to be improved.

Given a lack of risk assessment, there is no fostrategy to prevent legal persons and arrangen
from being used for criminal purposes. There ha@&ndimited measures undertaken to mitigate tlks
posed by share warrants.

There is information publicly available on the tgpa legal persons and arrangements in Sri Lanka.
majority of legal persons are companies registeritl the Registrar-General of Companies. Howe
limited verification of information is undertaken r@gistration and information may be dated, asctle
limited compliance with annual reporting requirersen

Sri Lanka’s reliance on using existing informatioeld by FIs and DNFBPs to mitigate the abuse dll¢

an
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persons and arrangements is not an effective merharmhere are significant gaps in preventive

measures on CDD and beneficial ownership (refet K5).

There is no requirement for trustees to disclos& #tatus to Fls and DNFBPs when forming a busi
relationship or carrying out an occasional trariesacibove the threshold.

The company registration system is manually bas#dlimited monitoring and application of sanctior
Sri Lanka acknowledges that the Trusts Ordinanoetdated.

nes

ns

6. Financial Intelligence lew level of effectiveness

Sri Lanka has achieved a low level of effectiver@sdinancial intelligence. Sri Lanka’s use of inuzal
intelligence and other information for ML/TF andsasiated predicate offence investigations does
extend to the full range of potentially relevantormation. The FIU receives STRs, cash transag
reports and electronic funds transfer reports ffdsy but not from DNFBPs. In general, informatioom
reporting entities is limited to banks. Neverthelethe FIU develops intelligence from the inforroat
contained therein. It is a solid foundation foreiligence building but development of a mg
comprehensive product is compromised by the Fldikife to use systematic information on known
suspected criminals in Sri Lanka. The FIU usestéthiavailable and obtainable law enforcem
information in its operational analysis of STRs,iethhas had a consequential negative impact or]
quality of intelligence products disseminated te plolice.

There is no formal mechanism between the FIU ardidgto allow for more comprehensive informati
exchange between the police and the FIU, and péatlg from the police to the FIU. There a
insufficient resources devoted to operational drategic analysis and a backlog of STR analysigpoto
three to four months.

Sri Lanka’'s law enforcement agencies (LEAs) aceessder range of information than that of the F
but the lack of complex financial investigation docensic accounting expertise has hampered thigya
of the designated ML/TF investigation units to nmisie the use of available information. The FIU
played a significant role in supporting the CIDestigations of the Tamil Rehabilitation Organisao
finances.
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7. ML Investigation and Prosecutiodoew level of effectiveness

Investigation and prosecution of ML are achieved &iw level. Sri Lanka possesses the foundatior
an effective AML system, but there has been limtdietchonstration of effectiveness with only one |
conviction to date. The ML offence in the PMLA e&chnically sound, aside from some missing predi
offences, and there are two designated ML invetstigaeams within the police.
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EFFECTIVENESS - IMMEDIATE OUTCOMES

The low prosecution and conviction rates for ML arestly explained by the jurisdiction’s overempkasi
on prosecuting the predicate offence due to a tdddufficient expertise and AML policy directiveri$
Lankan authorities find it less challenging to mpmde the predicate offence, as it is a quickecgsg
given existing skills and resources. The same reagapplies to cases involving foreign nation&\s.
such, ML investigations are predominately on lopatdicate offences, with little consideration |of

offences committed overseas, and nor are they éocas higher-risk areas such as corruption and drug

trafficking. Furthermore, Sri Lankan authoritieewi the punishment of the predicate offence ascefii
deterrence and sanction, without the need to censii@¢ additional ML offence.

8. Confiscation 4ow level of effectiveness

Confiscation for ML/TF and predicate crimes areieekd at a low level. Overall, aside from the efqr
of the TID and CID for TF, and Sri Lanka Customsilitated by their respective asset forfeitur
legislation, Sri Lanka does not demonstrate charitics of an effective system for confiscating
proceeds and instrumentalities of crime. The lotegaf investigation and prosecution of ML offenges
and proceeds of crime translate to even lower soafion of criminal proceeds, and results in crafgmn
substantially retaining their profits of crime. Taeas no indication that confiscation efforts avedfsed on
the higher-risk areas. In particular, the agentfies deal with the two identified high-risk aredsdoug
trafficking and corruption do not appear to haveed@ped any confiscation policies or strategies
proactively counter ML.

Sri Lanka has taken effective measures under ti@ df8l PTA to confiscate assets related to terrorism

In the seven-year period from 2007 to 2014 Sri lsankonfiscated LKR 507.6 million
(USD 3.86 millior) in land and buildings; LKR 77.5 million (USD 549m0") in vehicles; LKR 86.3
million (USD 657 008) in equipment; and LKR 172.4 million (USD 1.3 rioh') in money. A total of
LKR 843.8 million (USD 6.4 millioR) of LTTE assets has been confiscated.

9. TF Investigation and Prosecutioisubstantial level of effectiveness

Investigation and prosecution of TF and confiscatd TF assets are achieved at a substantial 18ve].
Lanka’s counter-terrorism regime reflects high-ley@vernmental commitment as well as multi-pronged
and well-coordinated efforts, with a clear and higgtional-level policy focus on deterring terrorist
activities especially through confiscating the &s®¢ terrorists. This has been effective in conntethe
LTTE'’s operations in Sri Lanka.

High-level governmental coordination has also eeduthat through intelligence sharing and

investigation, action is taken against re-emergigorist and TF threats. However, it has been |less

effective in prosecuting TF cases with foreign edaits given the challenges with international
cooperation to obtain evidence to prosecute tatrdinanciers. The Prevention of Terrorism Act (BTA
has provided an efficient avenue, including adntiaisre means, for the authorities to pursue t&stef
and their assets and it is evident from the stegishat this avenue has been broadly and effdgtused;
resulting in confiscation of significant funds aaslsets used for and intended to be used for TKybein
seized. This reflects the focus and dedicatiorhef@ID and the TID, which work effectively with the
FIU and other government authorities.

There have been only three TF convictions undePifv& as well as three indictments for the TF offenc

under the CSTFA, with no convictions yet. CID antDThave nevertheless expressed that they| are

committed to shifting their focus to proceeding lwitharges under the CSTFA for appropriate future
cases.

10. TF Preventive measures & financial sanctioltswevel of effectiveness

Preventive measures and financial sanctions forafig-being achieved at a low level. Sri Lanka has
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EFFECTIVENESS - IMMEDIATE OUTCOMES

implemented targeted financial sanctions on UNSC&71such as UN Regulations No. 2, gazettal of
Taliban and Al-Qaida Lists, and 14 subsequent aments to December 2014. To date there have
no positive matches against the lists. This is isteist with the relatively lower TF risk profile rfg
Al-Qaida and the Taliban in Sri Lanka.

Sri Lanka has designated entities and persons WHSCR 1373, principally those associated with
LTTE. There are some issues with the implementatibrifreezing without delay’ to date, but U
Regulations No.1 allow for freezing to be implenaghtorthwith upon designation and ex parte. Allsin
designated are based in other jurisdictions. Alililesrhave approached those jurisdictions for stipmat
with very limited positive outcomes to date. Eigltmestic bank accounts have been frozen base
matches against the designated lists.

However, the lack of implementation of CDD benefiawnership and preventive measures underni
the implementation of targeted financial sanctidos UNSCRs 1373 and 1267. Compounding f{
challenge for UNSCR 1373 is that until the amendsemere made to UN Regulations No.1 on
December 2014, the previous freezing requiremedtaat cover persons or entities acting on behflt
or at the direction of, designated persons orieatit

Sri Lanka displays awareness of the risk of NPQagoeased for TF, although no outreach or ot
targeted activities have been conducted on TF atept the sector in this regard. The NGO Secrét
exercises oversight of the sector and, inasmucit asceives information from those organisatic
seeking registration, is able to conduct adequabti&dround checks. However, the secretariat is Inlet
to effectively monitor and support the sector.

11. PF Financial sanctiondew level of effectiveness

Financial sanctions for proliferation financing |Rife achieved at a low level. Key agencies areeaai
Sri Lanka’s obligation under UNSCRs 1718 and 17&7d(successor resolutions). There is also g
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awareness amongst the more sophisticated Fls. Hoywee material steps have been taken to implement

the requirements for targeted financial sanctiomscerning UNSCRs 1718 and 1737. There is no |
regime for PF.
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Table 2: Compliance with FATF Recommendations

Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

1. Assessing risks &
applying a risk-based
approach

PC

NRA process lacked a critical review mechanism hfzest
affected the reasonableness of some conclusion
national and sectoral vulnerability, and no sulistarn
assessment of legal persons and arrangements.

Lack of clear mechanisms for the disseminationhef
results of the NRA to Fis and DNFBPs.

No national level risk-based approach to allocal

resources and implementing measures to mitigate ML.

Exclusion of some deposit taking institutions fr
AML/CFT requirements or the application of simpifi
measures is not based on identified low risks.

No enforceable requirement for FIs and DNFBPs ke
enhanced measures in areas identified as higHex ing
the NRA or to ensure that this information
incorporated into their risk assessments.

No enforceable requirement for Fls and DNFBPs
undertake risk assessments or apply a risk-b
approach to mitigating identified risks.

No regulatory instruction has been promulgated
would permit FIs and DNFBPs to take simplifi
measures to manage or mitigate risks if lower riskge
not been identified, nor are criteria 1.9 to 1.1&tro
allow for such an approach.

ling
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2. National cooperation anc
coordination

PC

No documented national AML policies.

Few significant formal cooperation mechanisms betw
agencies, such as between financial supervisors.

Only preliminary cooperation on PF.

3. Money laundering
offence

LC

Predicate offences of counterfeiting and piracy
products, illicit trafficking in stolen and otherogds
(other than on a habitual basis), and tax crimes nat
covered.

of

4. Confiscation and
provisional measures

PC

Gaps in predicate offences.

There are no confiscation measures under the PML|
respect to third parties.

Lack of ability to confiscate in the absence of
conviction where the offender has absconded or. died

A i

No details of mechanisms or processes for managir

g
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Compliance with FATF Recommendations

Recommendation Rating Factor(s) underlying the rating
disposing of property frozen, seized and confistate
5. Terrorist financing C
offence
6. Targeted financial LC Rights of bona fide third parties are not providedin
sanctions related to respect to UNSCR 1373 or 1267 implementation.
terrorism & TF
7. Targeted financial NC No material/fformal steps have been taken towards
sanctions related to implementation.
proliferation
8. Non-profit organisations PC No indications as to review of the sector for [TF
vulnerabilities.
Outreach to NPOs does not include discussion dbsec
vulnerabilities to TF and how to protect the sector
It is not clear that the national secretariat ogessNPOS
that account for a significant portion of the ficat
resources or a substantial share of the segtor’s
international activities.
Limited monitoring for compliance with registrati@md
inadequate sanctions.
No contacts or procedures for NPO/TF matters | for
exchange of information outside of MLA, for example
bilateral exchange with foreign charities regulator
9. Financial institution LC Lack of clarity regarding ability of FIs to shareDD
secrecy laws information among themselves in the absence of|any
specific provisions.
10.Customer due diligence NC No specific obligation for authorized moneychasger

and non-bank MVTS to conduct independent custo
identification process based on reliable sou
documents.

No explicit obligation across financial sector tiemtify
and verify the identity of person purporting to aat
behalf of a customer.

No clarity, definition or consistent interpretatioor
application of term ‘beneficial owner’ across ficel
sector.

No direct obligations to proactively identify anerify
the identity of beneficial owners across finansiattor.

No requirements for authorized moneychangers

mer
rce

and

MVTS to obtain information on the purpose and insh
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Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

nature of business relationship with clients.

No specific obligation across financial sector tsuwe
that document, data or information collected ur@BD
process is kept up to date and relevant.

No specific obligations for authorized moneychasg
and non-bank MVTS to understand the nature
business, ownership, and control structure of I
persons and arrangements.

er
of
2gal

No specific documentary requirements in securities

sector for identification of legal arrangements hsuas
trusts.

No specific obligations for authorized moneychasg
and non-bank MVTS where customers are legal per
and arrangements.

No specific documentary requirements for non-b
MVTS and authorized moneychangers put in placs
identify and verify the identity of beneficial owrsein
case of legal persons and arrangements

In banking and securities sector, no specific negpents
with regard to the timing of verification of bengéil
owners. No explicit requirements with regard to
timing of verification of customers and beneficaners
for authorized moneychangers and non-bank MVTS.

No requirements for enhanced due diligence ac
financial sector in cases of higher ML/TF risks.

No specific basis for application of simplified CD
measures in sectors other than securities andansealr

No enabling provision, generally allowing FiIs nat
pursue CDD process for possible tipping off consern

er
sons

ank
> to

the

ross

D

11.Record keeping

LC

No specific obligations for Fls to maintain accofilets.

Period of 6 years for maintaining busing
correspondence records is linked to the date
transaction/correspondence and not from terminatio
business relationship.

2SS
of

12.Politically exposed

persons

NC

Other than in the insurance sector, no specifigabbns
exist for putting in place a risk management system
determine whether a customer or the beneficial own
a foreign PEP; for obtaining senior managen
approval for continuing business relationship fisténg

ent

customers and beneficial owners identified as fore

U
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Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

PEPs; for taking reasonable measures to estabiish t
source of wealth and the source of funds of custeme

and beneficial owners identified as foreign PERY], a

for conducting enhanced ongoing monitoring of {
relationship.

hat

Requirements in insurance sector do not extend to

identification of beneficial owners of PEPs, fokitey
senior management approval for continuing busit
relationship with PEPs and for taking reasona
measures to identify source of wealth and funds
beneficial owners.

International organizations not specifically cowvkr&lo
additional measures put in place for domestic PEPs.

Business associates and close relatives not spalbyif
covered under relevant requirements due to shonhgm
identified as above.

No requirements in insurance sector to detern
whether the beneficiaries and/or the beneficial emaf
the beneficiary are PEPs.

13.Correspondent banking

NC

KYC/CDD rules do not include specific requiremefuts
Fls to understand fully the AML/CFT responsibilgief
each institution, and to obtain approval from se
management, before establishing new corresporn
relationships.

Absence of requirements pertaining to payable-iing
accounts and specific prohibitions from dealing hw
shell banks in KYC/CDD rules for all Fls.

Rules do not explicitly preclude shell banks.

ness
ble
of

nine

nio
dent

~ C

14.Money or value transfer
services

NC

There remains an absence of a prg
licensing/registration regime for legal non-bank W&/
providers.

Efforts by authorities to identify illegal MVTS pviers
and to apply appropriate sanctions are not commates
with the high risk posed by the sector.

Inadequate monitoring of MVTS providers f
AML/CFT compliance, with over reliance on forei
MVTS providers to ensure AML/CFT compliance
local MVTS providers.

Absence of specific requirements in relation toragef
MVTS providers.

per

Jn
by
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Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

15.New technologies

PC

Fls are not required to identify and assess theTWL

risks that may arise in relation to the developnuémew
products and business practices, and to undertak€fvi
risk assessments prior to the launch or use of

products, practices, and technologies.

~

new

16.Wire transfers

NC

No de minimis threshold prescribed in KYC/CDD ryl
nor are there any requirements for all cross-bovdes

transfers to be accompanied by the necessary bemgf

information.

No specific requirements relating to wire transféss
intermediary Fls, beneficiary Fls, or for MVTS piders
or their agents.

D
(%]

-

17.Reliance on third parties

NC

No requirements in relation to introducers for sgi@s
sector.

KYC/CDD rules do not explicitly require banks a
finance companies to be ultimately responsiblefbiD
information of business relationships obtained ulio
introducers, and to have regard to information lalée
on country risk when dealing with non-residg
customers.

No requirements in relation to financial group &irFis.

nd

18.Internal controls and
foreign branches and
subsidiaries

PC

No explicit requirements to have independent audit

function to test the AML/CFT systems across finah
sector.

No requirements for financial groups to have grauige
programmes and measures against AML/CFT.

No specific requirements for Fls across financedter
to apply additional measures to manage ML/TF risk
case host country does not permit implementatior
home country AML/CFT measures.

Cl
C

S
1 of

19.Higher-risk countries

NC

No enforceable requirements across financial seic
apply enhanced CDD measures, proportionate to
risks, when called upon to do so by FATF.

No enforceable requirements across financial setic
apply countermeasures proportionate to the riskeny
called upon to do so by FATF or independent of eall

No measures put in place across financial sectg
proactively identify countries having weaknesseshi@
AML/CFT systems and advise FlIs of such concerns.

Dr
the

DI
vh

r to

20.Reporting of suspicious

C

19
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Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

transaction

21.Tipping-off and
confidentiality

22.DNFBPs: Customer due
diligence

NC

The requirements in the Financial

Transactipns

Reporting Act No. 6 of 2006 (FTRA) do not cover the

scope of CDD mandated under R.10, nor does it

thresholds for CDD by casinos and dealers in ptescio

stones and metals.

No detailed KYC/CDD rules have been issued for
DNFBPs, and no enforceable requirements are inef
with respect to PEPs, new technologies or reliamte
third parties.

A\1%4

23.DNFBPs: Other measure

S

PC

The gaps in relation to R.18 (internal controls a
foreign branches) and R.19 (higher-risk countries}Is
also apply to DNFBPs.

24. Transparency and
beneficial ownership of
legal persons

NC

No substantive assessment of the ML/TF risks aatambi
with legal persons and arrangements.

The mechanisms that identify and describe typasgo

and basic features of legal persons, and procdsses

creation of those legal persons, do not requir@ininiy
and recording beneficial ownership information.

There are no mechanisms to ensure that informatmon

the beneficial ownership of a company is obtaingthie
company and available to a competent authority.

The use of existing information does not allow

set

all
ac

nd

for

beneficial ownership to be determined in a timely

manner by a competent authority given the gapsD C
beneficial ownership requirements under R.10.

The lack of beneficial ownership information has
cascading impact on ¢.24.7, 24.8, 24.10 and 24.14.

There are no mechanisms to ensure that share wsrran

are not misused for ML or TF.

There is no evidence that Sri Lanka monitors [the

assistance it receives from other countries inaesg to
requests for basic and beneficial ownership infdiona
or requests for assistance in locating beneficiahars
residing abroad.

25.Transparency and
beneficial ownership of
legal arrangements

NC

There is no requirement that:

— trustees of any express trust governed under the
obtain and hold adequate, accurate,

Anti-money laundering and counter-terrorist finargcmeasures in Sri Lanka - 2015
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Compliance with FATF Recommendations

Recommendation Rating Factor(s) underlying the rating

information on the identity of the settlor, thedtee(s),
the protector (if any), the beneficiaries or class
beneficiaries, and any other natural person exagis
ultimate effective control over the trust;

— trustees of any trust hold basic information oreoth
regulated agents of, and service providers to,tringt,
including investment advisors or managers, accosita
and tax advisors; or

— professional trustees maintain this informationdor
least five years after their involvement with thest
ceases.

* There are no measures to ensure that trusteeosdiscl
their status to Fls and DNFBPs when forming a lmssp
relationship or carrying out occasional transactiahove
the threshold.

» This has a cascading impact, e.g., c.25.5 and 25.6.

* There is no requirement that any information hejd| b
trustees is up to date or updated on a timely basis

e There are no proportionate and dissuasive sanctions
available to enforce the requirement to exchange
information with competent authorities in a timely

manner.
26.Regulation and PC * No uniform obligations for fit-and-proper criterécross
supervision of financial financial sector. Criteria do not extend to sigrafit
institutions shareholders and beneficial owners in case of d@an

companies, insurance companies, securities sector,
authorized moneychangers and non-bank MVTS.

» Other than in banking sector, provisions for coitstéd
and group supervision not laid down in statite,
operational requirements or otherwise.

* AML/CFT supervision of Fls not explicitly informeloly
AML/CFT risks (institutional or country risk).

* No specific requirement to review the AML/CFT risk
profile of Fls/group periodically or events based.
27.Powers of supervisors C
28.Regulation and NC e Casinos remain unlicensed and are not subject to
supervision of DNFBPs AML/CFT supervision.

* No system in place for monitoring DNFBPs compliance
to AML/CFT requirements, be it on a risk-sensitbasis
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Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

or otherwise.

No designated competent authority or self-reguja
body responsible for ensuring AML/CFT compliange
other DNFBPs.

tor

29.Financial intelligence
units

PC

There is no provision under the FTRA for the FIU
disseminate upon request from law enforcement.

The FTRA only provides for request for additiof
information from reporting entities that have maal¢
report (s), or has given information to the FIUdarot
from reporting entities that have not filed a resj.

The FIU does not access the widest possible ramg
information, in particular police information,
undertake its analytical functions.

Only preliminary strategic analysis on certain are&
ML typologies was conducted in 2013.

nal

D

eo

30.Responsibilities of law
enforcement and
investigative authorities

31.Powers of law
enforcement and
investigative authorities

LC

There is no specific provision in any legislati
empowering police to use special
techniques such as undercover operations, inténge
communications, assessing computer systems
controlled delivery.

Lack of mechanism to identify accounts in a tim
manner.

on

investigation

pt
and

ely

32.Cash couriers

PC

The declaration requirement is only applied to ifpreg
currency, not Sri Lankan currency.

The declaration requirement for foreign currencyesd
not cover the full range of bearer negotiable umsnts
as restricted by the definition of foreign currerninythe
Exchange Control Act.

There is no mechanism for the declaration inforarato
be shared with the FIU.

33.Statistics

PC

Statistics are not sufficiently comprehensive orttena

relevant to the effectiveness and efficiency of |Sri
Lanka’'s AML/CFT system, particularly:
—  property frozen, seized and confiscated; and
- mutual legal assistance or other internatignal
requests for cooperation made and received.
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Compliance with FATF Recommendations

Recommendation

Rating

Factor(s) underlying the rating

34.Guidance and feedback

PC

Other than on UNSCRs 1267 and 1373, limited

supervisory instructions issued.

The guidelines and circulars are limited to bar
licensed finance companies, stockbrokers, and ansey
companies.

FIU has not provided any substantive feedback oR
reporting to FIs.

ks,

35.Sanctions

PC

While a range of sanctions is in place for Fls
DNFBPs, the available sanctions are not sufficie
dissuasive.

Absence of proportionate and dissuasive sanctions
DNFBPs with respect to KYC/CDD rules, and in redat
to NGOs given the deficiencies observed in R.8.

and
ntl

5 f

36.International instruments

LC

The Vienna, Palermo and Merida Conventions have
been fully implemented.

not

37.Mutual legal assistance

PC

The MACMA does not provide for the application tf
provisions on the basis of reciprocity. For thiasen, the
range of assistance that requires coercive us®wéns
is only available under the MACMA to prescrib
Commonwealth countries and specified countries
which Sri Lanka has an agreement.

Sri Lanka does not have a comprehensive

management system that puts in place stan
procedures, accountability and clear time lines
handling MLA cases.

ed
ith

case
dard
for

38.Mutual legal assistance:
freezing and confiscation

PC

The MACMA does not provide for the application tf
provisions on the basis of reciprocity. For thissen,
assistance cannot be provided for freezing
confiscation to non-prescribed/specified countri€ke
exception to this is assistance relating to offenweder
the Convention on the Suppression of Terrg
Financing Act where the full range of assistancdeut
the MACMA can be provided on the basis of
Terrorist Financing Convention.

Assistance in identifying, locating or assessing thlue
of property, and possibly freezing and confiscatida
not extend to instrumentalities intended for usel
property of corresponding value.

There is insufficient clarity in relation to the hinof the
provisions in the MACMA for asset tracing, freeziagd

and

rist

he

an

confiscation. There is no documented guidance mahter
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Compliance with FATF Recommendations

Recommendation Rating Factor(s) underlying the rating

or mechanisms that suggest that the provisiondhén t
MACMA for asset tracing, freezing and confiscateme
wide enough to cover a wide range of foreign orders

39.Extradition LC e Sri Lanka does not have a comprehensive case
management system that establishes clear timelines,
processes for prioritisation or that provides tyadn the
coordination between the various agencies involved
dealing with extradition requests.

e Sri Lanka does not have simplified extradition
arrangements with other jurisdictions such as ¥ello
members of the South Asian Association for Regional
Cooperation, or a simplified extradition mechanifm
consenting persons who waive formal extradition
proceedings.

40.0ther forms of PC * There does not appear to be any mechanism or ezampl

international cooperation of international cooperation between the Commissmon
Investigate Allegations of Bribery or Corruptiontkvits
foreign counterparts.

* There does not appear to be any mechanism or ezampl
of exchange of information between financial sujzems
for combating money laundering and terrorism finagc

» A court order may be required for exchange of bam
information.

e There does not appear to be any documented
mechanisms or examples of exchanging informatidgh wi
foreign non-counterparts.
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SRI LANKA 2015 MUTUAL EVALUATION REPORT

Preface

This report summarises the AML/CFT measures ineplacSri Lanka as at the date of the onsite Misit.
analyses the level of compliance with the FATF 4gdtnmendations and the level of effectiveness iof Sr
Lanka’'s AML/CFT system, and recommends how theesgstould be strengthened.

This evaluation was based on the 2012 FATF Recordatems, and was prepared using the 2013
Methodology. The evaluation was based on informagicovided by Sri Lanka, and information obtained
by the evaluation team during its onsite visit toL&nka from 01 to 12 December 2014 and duringcef
to-face meeting with Sri Lanka from 18 to 22 Mayl.20

The evaluation was conducted by an assessmentt@asisting of:

* Mr Russell Wilson, General Counsel, Legal and Rolidustralian Transaction Reports and
Analysis Centre (AUSTRAC), Australia, legal expert

» Ms Ravneet Kaur, Deputy Senior State Counsel, natenal Affairs Department, Attorney
General’'s Chambers, Singapore, legal expert

 Ms Lim Hsin Ying, Deputy Director, Financial Integjence and Enforcement Department, Bank
Negara Malaysia, Malaysia, financial expert

* Mr Ashish Kumar, Deputy General Manager, Office Infernational Affairs, Securities and
Exchange Board of India, India, financial expert

 Mr Bernard Law, Police Superintendent, Head of tJ6inancial Intelligence Unit, Hong Kong,
China, law enforcement/financial intelligence umipert

e Mr Tshering Dhendup, Deputy Head of FIU, Royal Mg Authority of Bhutan, Bhutan,
additional law enforcement/financial intelligenagtiexpert

* Mr Lindsay Chan, Principal Executive Officer, AP@csetariat
* Ms Jennifer Ford, Executive Officer, APG Secretaria
The report was reviewed by:
* Ms Ragni Singh, Manager, Financial System SupaemjdReserve Bank of Fiji, Fiji
* Ms Diana Firth, Deputy Director, CFATF Secretariat
e Mr Stuart Yikona, Senior Financial Sector Specigknancial Market Integrity, The World Bank
e Ms Lia Umans, Policy Analyst, AML/CFT, FATF Secra&

Sri Lanka previously underwent an APG mutual evadmain 2006, conducted according to the 2004
FATF Methodology. The 2006 evaluation has beenighbtl and is available at www.apgml.org.

Sri Lanka’'s 2006 mutual evaluation concluded thde tcountry was compliant with three
Recommendations, largely compliant with four, @digi compliant with 24, and non-compliant with 18.
Sri Lanka was rated compliant or largely complianith only one of the 16 core and key
Recommendations. At the conclusion of the APG’®felup for Sri Lanka in 2013, Sri Lanka had four of
the 16 core/key Recommendations still at the ghrzampliant/non-compliant level.
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1. MONEY LAUNDERING/TERRORIST FINANCING (ML/TF) RISKS AND CONTEXT

1. The Democratic Socialist Republic of Sri Lanka isialand country that covers a total area of
65 610 km?. Its coastline is 1 340 km long. Theiteaps Sri Jayawardenepura Kotte and is a subtirio
Lanka’s largest city, Colombo. Sri Lanka has a pafon of approximately 20.3 million people, and in
2013, its gross domestic product (GDP) was USD iflibi®. Sri Lanka’s main economic sectors are
tourism, tea exportation, clothing manufactureg peoduction, and other agricultural products.ddigon

to these economic sectors, overseas employmerritnges substantially in foreign exchange.

2. Sri Lanka is a democratic republic and a unitaatestThe head of state is the president and the
government is comprised of the President of Srikkaand the Parliament of Sri Lanka, including airvatb

of ministers designated by the president. The g@ednt serves as a unicameral legislature. Sri Lanka

a primarily common-law system, with criminal lawdely formed by its British colonial past. Primary
legislation is in the form of laws. Secondary léagien is in the form of regulations.

3. Sri Lanka has nine autonomous provinces. The goverof the provinces may pass particular
statutes consistent with the Constitution and aawsl passed by the parliament. Anti-money
laundering/counter-terrorist financing (AML/CFT)gudatory powers reside at a national level.

11 ML/TF Risks

4. This section of the mutual evaluation report presem summary of the assessment team’s
understanding of the ML/TF risks in Sri Lanka. Banka’s assessment and understanding of the risdtis
out in Chapter 2.

5. This summary is based on material provided by @&nkKa, including the October 2014 National
Risk Assessment (NRA) and National Security Stmatemnd open source material, in addition to
information gathered from discussions with compegarthorities and the private sector during thdtens
visit and face-to-face.

6. The assessment team considers the following two e main risk areas for ML because they
pose greater systemic challenges and broader, neiyat societal impact than other ML risks

Drug trafficking: According to the NRA, drug-related offences anacpeds are the highest among
all predicate crimes for ML. The drug traffickinigréat originates primarily from the trafficking of
heroin from India and Pakistan for consumption i l%nka, and as a transit point for heroin
heading to other destinations. The measures uk@ertaave been limited by capacity constraints
and existing sectoral and national vulnerabilities.

Corruption: Corruption is also identified in the NRA’s top-tieategory of predicate crimes for
ML. Corruption-related proceeds are a significask myiven the systemic negative impact on
society. Compounding this risk is the lack of cption-related ML investigations, prosecutions,
and convictions. Based on statistics provided hylL8nka, there were 7706 reported cases of
bribery and corruption between 2008 and 2013. ©&¢h 336 were prosecuted, with only one
leading to an ML investigation.

7. The assessment team considers other predicate oftes identified in the NRA as important

ML risks, but not in the same categories as illicitproceeds from corruption and drug trafficking.
These other risks include fraud (cheating, crimimadach of trust, criminal misappropriation), rokyhe
credit and debit card fraud, human smuggling/tcaifig, extortion and counterfeiting of currencyaéd

and human trafficking are recurrent risks. Accogdio Sri Lanka’s crime statistics there were 39 668

11 344 cases of fraud investigations and prosawitiespectively between 2008 and 2012. On human

2 International Monetary Fund (IMF) estimate for ss@omestic product in USD, ‘current prices’
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trafficking, Sri Lanka is primarily a source countThere are about 1.1 million unskilled Sri Lankan
working abroad, some in conditions of forced labdure risk posed by human smuggling has declined in
recent years with successful cooperation betweehadka and Australia in deterring people smuggling
Credit card and debit card fraud is increasindnaseconomy grows and card usage increases, altliosgh
more limited to hotels and higher end retail ostlet

8. Terrorist financing associated with the Liberation Tigers of Tamil Eelam (LTTE) remains,
despite its military defeat in 2009.The LTTE international network is still actively suing the
objectives of the LTTE and certain elements of Tlzenil diaspora are providing support for possible
LTTE resurgence. However, according to Sri Lankatharities the funding base has declined by 80%
post 2009. Nevertheless, there have been three lifidilents over the last two years, the most regent
April 2014, which involved an attempted resurgentéhe LTTE in the Jaffna Peninsula. The National
Security Strategy covers comprehensively the isfuthe ongoing threat and risk associated with the
LTTE and other emerging threats. The non-sanitiggdion of the NRA also goes into further detadrth
the summary provided in the sanitised version. Ersally, competent authorities demonstrate a regél|

of understanding of the ongoing terrorist threatd aF risks, and remain vigilant against any pdssib
LTTE resurgence, or other activities that may cantrnal conflict. The NRA, National Security Strgy
and officials met during the onsite indicate ttra banking sector had been used to facilitate dimanof
terrorist activities. NGOs and MVTS hawalas haw®ddeen used to channel funding for terrorism.

9. There is a nexus between LTTE TF and ML. The LTTd&S Wnown to engage in criminal activities,
including human trafficking, people smuggling amoha trafficking to support its activities. Thereeaso
publicly available reports of LTTE affiliates basederseas being investigated and prosecuted for ML.
Likewise, as noted in the National Security Strgtes a result of the rise of terrorism and thd erar Sri
Lanka experienced previously, and the responséregtifitom the state, a considerable amount of amas
ammunition inadvertently fell into the hands ofhainals.

10. The cross-border connection is not limited to theifiancing of LTTE, as Sri Lanka’'s ML/TF
risks also involve transnational illicit flows becaise of Sri Lanka’s geographic locationSri Lanka is a
major transhipment port and accounts for 70% ofhips sailing to and from South Asia. Many of the
world’s most important sea-lanes are located iseclproximity to Sri Lanka. This structural featinas
exposed Sri Lanka to drug trafficking, human tfiing and people smuggling. Authorities considet th
the proceeds of drug trafficking are mostly lauedeback to their source jurisdictions and for human
smuggling, to end destinations or transit point$ aot just within Sri Lanka.

11. Overall, Sri Lanka is not considered an end destirtéon for proceeds of crime.Sri Lanka is not
an important regional financial centre and thelaiar years have deterred private sector flows thto
country, although that is changing in the hotet@elsecause of increased tourism.

12. It is more likely that proceeds of crime are expaded to foreign jurisdictions from Sri Lanka,

a reverse of the situation with TF, where funds arémported into Sri Lanka. There have been reported
cases of proceeds of corruption being launderedamerseas bank deposits or property offshore Jamd
enforcement investigations have indicated that dnogey is laundered offshore.

13. The NRA reasonably considers the non-bank financialsector and certain designated
non-financial businesses and professions (DNFBPS higher risks.In addition to the usual higher risks
associated with the banking and securities seaseed on international typologies, casinos, realtest
agents and dealers in precious stones pose higgler in Sri Lanka because of the absence of any
meaningful prudential and AML supervision, althoutjtere is some basic prudential supervision for
precious stones. While the casino sector is cuyréintited to five small operations, and no junketrs,
there is potential for further expansion. The comuiad real estate sector is experiencing significan
growth because of the booming economy, and Sri &aslone of the world’s major producers of precious
stones.
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14. Informal money or value transfer service (MVTS) providers pose significant vulnerabilities
and TF risks. The NRA appears correct in identifying the infativVTS sector as the highest risk sector.
Based on the NRA the alternative remittance semtoounts for 15% to 43% of all private remittances.
Most remittances, either formal or informal, comeni Sri Lankans living or working in the Middle Eas
region. Informal remittances are commonplace inL8nka, particularly to facilitate Sri Lankans winr
overseas in sending money home. Although the LT&E éxploited this channel for TF, most funds
remitted from abroad are for legitimates purposesh as overseas workers remitting funds to their
relatives in Sri Lanka.

1.2 Materiality

15. Sri Lanka was engaged in a civil war between the gernment and the LTTE for nearly 30
years until the conflict ended in May 2009Some laws or statutes enacted before or duringitflevar
are still used. These include legislation such hes Rrevention of Terrorism Act and Public Security
Ordinance (PSO) No. 25 of 1947 (as amended). Givertlimate in which they were previously enacted
or amended, they give greater powers of searcbstamnd detention, including detention withoutrgha
and reverse burden of proof on the accused.

16. Sri Lanka is an emerging economy reaping the peaatividends from the end of the civil war

in 2009 Per capita income growth has been averaging @4esince that time. It is attracting increasing
foreign investment and tourism because of the stabturity environment. The commercial real estate
sector is growing rapidly because of broader econarowth, international and domestic investment,
including the government making significant investits in infrastructure. Overall, China and Indie e
two largest bilateral partners, both with signifit&rade with and investments in Sri Lanka. Srikahas
other close bilateral relationships with jurisdicts in the Indian Ocean and South Asia, and is mbae

of the South Asian Association for Regional Coopera(SAARC), which is an economic and geopolitical
organisation of eight jurisdictions that are priityalocated in South Asia.

17. The banking sector accounts for 92% of all financibsector deposits There are 33 licensed
banks, of which six are systemically important freamdomestic perspective. Two state-owned banks
account for half of the sector’s assets. Thereldaroreign banks; they have a relatively small stadrthe
banking sector’'s deposits. The financial sectochanging as Sri Lanka is undergoing a process of
consolidation of the banking sector and non-bankimancial sector.

18. The DNFBP sector includes five casinos and a vibraigems industry. The casinos are relatively
small operations and there are no apparent jungetations. However, DNFBPs are not currently
supervised for AML/CFT, although there are basistamer due diligence (CDD) and suspicious
transactions reporting (STR) requirements in th@kcial Transactions Reporting Act (FTRA). The NRA
has also identified ML/TF risks arising from unrégad DNFBPs.

19. The size of the informal economy is significantAccording to a World Bank assessment in 2010,
the overall informal economy is estimated at 44%DBiP.

20. Sri Lanka has active policies in support of finahanclusion. According to the World Bank Global
Findex Database 20345ri Lanka has achieved a high level of finanirialusion compared to other South
Asian countries. Approximately 80 percent of ad(S years old and above) in Sri Lanka have formal
accounts with financial institutions (FIs), whichthe highest in South Asia. A wide range of Fiavjate
services such as loans, savings, pawning, leasiddi@ance, and remittance and money transferitiasil

to vulnerable groups.

21. Commercial banks have introduced several measurgaradvide financial services to migrant
workers. Migrant remittances are the highest fareggchange earner in Sri Lanka, but 45 % of total

3 Sourcenhttp://datatopics.worldbank.org/financialinclusicouintry/sri-lanka
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remittances of migrant workers are sent througbrmél channels. To try and capture such transfers,
commercial banks have introduced innovative praguctbring these remittance flows into the formal
financial sector.

22. There are strict controls on the cross-border movemnt of currency and goldas prescribed
principally in the Foreign Exchange Control Act In addition to the declaration threshold of USDODO

for foreign currency or equivalent, cross-bordewveroent of gold, jewellery and gemstones must aéso b
declared on arrival or departure. Failure to dectam lead to forfeiture of legally acquired valeadssets.
There have been recent surges in gold importsSnthanka. This may be because of attempts to aehie
arbitrage profits from importing gold and then estpuy to India.

1.3 Structural Elements

23. The building blocks for a legal framework required for a sound AML/CFT system are
generally in place in Sri Lanka but resources and skills required are incomplete ah pose ongoing
obstacles to effective implementationThere are also challenges to implementation ofukeof law, as

in most other developing economies. Further enlraroés are required to the legal and regulatory
framework to bring Sri Lanka into greater compliamdgth the international FATF standards.

24. There are issues associated with the resourcing tife judicial system The system is somewhat
overloaded although there are efforts to addreiss @riminal court proceedings can take five toheig
years to conclude. The system is hindered somelmhautmoded technology and the previous decades’
dedication to combating the LTTE; however, the giadisystem is generally capable and resilient.

25. The governing institutions of Sri Lanka are well etablished. Most institutions such as the
central bank, supervisors, police and the justiggesn function as expected but at varying levels of
effectiveness in terms of AML/CFT. The governmeas lmade a commitment to AML/CFT through the
establishment of the FIU and the national AML/CFbiclination body, the Advisory Board to the FIU.

26. The professions of law and accountancy are well deloped Legal professionals in Sri Lanka are
regulated by the Supreme Court. The Bar Associaifd®ri Lanka acts as the self-regulatory body (PRB
for the profession. Notaries are governed by theafiles Ordinance, which is administered by the
Registrar General's Department (RGD). Several gsimal bodies offer professional accounting
qualifications and serve as SRBs for their respectnembers such as the Institute of Chartered
Accountants of Sri Lanka (ICASL), Chartered Ingdtuof Management Accountants of the United
Kingdom (CIMA), Association of Chartered Certifiédeccountants (ACCA), Association of Accounting
Technicians of Sri Lanka (AAT) and Certified Managmt Accountants of Sri Lanka (CMA).

1.4 Other Contextual Factors

27. Sri Lanka’s anti-corruption body, the Commission to Investigate Allegations of Bribery or
Corruption (CIABC), seems mostly focused on low-leal bribery crimes and is lacking in effective
intra-government connexions when undertaking its wik. CIABC is cognisant of the problem of
corruption and noted that the Chair is appointedhieyPresident. However, the anti-corruption fraow
itself is limited by its exclusive legal purview pliblic servants and by the effectiveness of teparsible
institutions. There are policies and processestwiece transparency, including the provision ofuahn
reports and staff inductions on behaviour and sthihe effectiveness of such measures has not been
independently evaluated.

28. The results of international perception indicatstgsh as the World Justice Project’'s Rule of Law
Index and Transparency International’s Corrupti@ncBption Index are not consistent, with the former
placing Sri Lanka 39out of 99 jurisdictions in 2013, and the latteagihg it 9F' of 177 jurisdictions.
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15 Scoping of Higher-Risk Issues

29. During the onsite visit, and in consultation witietSri Lankan authorities, the assessment team
gave increased focus to the following areas idewtiin the scoping note. The areas detailed aremigt
issues related to higher ML/TF risks, but also ptepects of the AML/CFT regime in Sri Lanka basad
information provided to, or gathered by the tearfoteeor during the onsite:

» Predicate offences particularly drug trafficking and corruption were examined in detail to
assess Sri Lankan institutions’ understanding of ta ML and TF risks from such illicit
activities and measures undertaken to mitigate suchisks. This included measures undertaken
by law enforcement and preventive measures, ther lmicluding more detailed investigations of
enhanced CDD, cash transactions, beneficial owigergincerns and politically exposed persons
(PEPs).

* TF issues,ncluding theuse of other criminal justice provisions to disrlijpt activities, domestic
coordination and implementation of UNSCR 1373 dasiigpns.

» Risk-based approach by supervisors and the finandiasector, not only in relation to higher
risks but also to lower-risk areas.

* ML investigations and convictions in particular, focus on why there has only beee &L
conviction to date.

» Unregulated sectorsand the ML/TF risks posed, in particular casinod alternative remittance
providers.

» Staffing and resourcing issuesamong key competent authorities and the Supremet Qb

Sri Lanka, given the obstacles posed by inadeqgest@urces to effective implementation in the
criminal justice system.
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2.

NATIONAL AML/CFT POLICIES AND COORDINATION

Key Findings

Sri Lanka has an understanding of most of its Mtedks. However, the demonstrated levels
understanding of ML risks are not high across athpetent authorities or reporting entities, with
DNFBPs exhibiting the lowest level of understandiagd there is some underestimation of ML ri
by some authorities and financial institutions.

Sri Lanka has an acute understanding of TF rislkpesth by years of war between the Sri Lan
Government and the Liberation Tigers of Tamil Ee@MTE) until 2009. Although the terrorist thre
has greatly diminished, the TF risk neverthelessaras as shown by LTTE-related incidents si
2009, with the most recent one in April 2014. Ties been documented in the non-sanitised ve

of the NRA, National Security Strategy and confichiy TF-related agencies met during the onsite.

Overall, the NRA conclusions reasonably reflect ISmka’s main ML/TF risks. However, its se
assessment on national vulnerabilities is overlgitp@, assumptions for some sectoral vulnerab
assessments are not sound, and assessment gidegahs and arrangements is lacking. Neverthe
the overall conclusions on ML and TF risks are oeable.

Generally, the views on threats and on ML/TF riskgressed by officials and private seg
representatives to the assessment team are cansifite the findings in the NRA.

Sri Lanka’s National Security Strategy focuses auointering terrorism, including TF, and oth
security threats such as drug trafficking and husranggling. This strategy does not cover AML
corruption.

There is no articulated national AML strategy, ®ecurity Strategy does not cover AML, and |
enforcement or supervisory authorities did not mevthe assessment team with any evidenc
sector-specific AML strategies.

There is sound coordination via the Office of thedf of National Intelligence on terrorism, incladi
CFT, and there are ongoing activities to identifig anitigate TF risks.

AML activities are not well coordinated. While tkeelis some coordination of AML activities at t
weekly meetings chaired by the Chief of Nationatliigence, this does not cover ML risks associd
with corruption and predicate offences as theynateconsidered national security concerns. The
Advisory Board coordination role has been limitexl dpecific outputs such as amendments
legislations, NRA and preparations for the mutuzdleations. Moreover, there is a fundamer
concern that the authorities are not giving sudfitipriority to combatting ML.
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There has been little interagency coordination mfifpration financing.

2.1 Background and Context

(@)
30.

Overview of AML/CFT Strategy

Sri Lanka does not have an articulated national AMLstrategy, nor did authorities, either law

enforcement or supervisory, provide the assessmermiéam with any evidence of sector-specific
strategies related to AML. The FIU, which is based within the Central BanlSafLanka, did provide its
strategy as part of the Central Bank of Sri Lank#fategy.
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31. There is a National Security Strategy that focusescountering terrorism, including TF, and
predicate crimes that are considered national #gcthreats such as drug trafficking and human
smuggling. The strategy does not extend to ML.

32. The national risk assessment (NRA) includes adistecommendations that, once adopted, will
provide the basis for an AML/CFT strategy. Neveldhs, despite the absence of these measures &d Lan
was able to mobilise resources and amend AML/CWE lan more than one occasion in the last few years
to bring its AML/CFT regime further into complianegth the FATF standards.

(b) The Institutional Framework

33. The following are the primary ministries, agenca®l authorities responsible for formulating and
implementing the government’s AML/CFT policies:

» Attorney General's Department (AGD): Administrativéocated in the Ministry of Justice. AGD
conducts prosecutions and provides advice to laferemment and other related agencies on
investigations and briefs. ML prosecutions are cmbeld by the AGD on indictment before the
High Court.

* Central Bank of Sri Lanka (CBSL): The Central Banélds responsibility for much of the
financial supervision. It also houses the finangi&lligence unit. At the time of the onsite vjsit
the CBSL, under Ministry of Finance, was broadiyctured as follows:

o Department of Banking Supervision, responsibletieradministration of the Banking Act
1988, relating to licensing and the supervision coinmercial banks and licensed
specialised banks.

o Financial Intelligence Unit (FIU), provided for gection 15 of the Financial Transactions
Reporting Act No. 6 of 2006 (FTRA), which empow#re FIU to receive reports, conduct
analysis and disseminate to either the relevantlafarcement or supervisory authority.

o Department of Supervision of Non-Bank Financialtitaions is responsible for the
administration of the provisions of the Finance @amies Act, which imposes
responsibilities relating to licensing and the su#on of all deposit taking companies
other than institutions licensed as commercial baaid licensed specialised banks.

o0 Exchange Control Department, whilst primarily resgible for management of the foreign
exchange function in Sri Lanka on behalf of the egament also supervises
moneychangers.

 Commission to Investigate Allegations of BriberyGQuwrruption (CIABC): Investigate allegations
of bribery or corruption of public servants anddicect AGD on offences under the Bribery Act
and the Declaration of Assets and Liabilities L&l®, 1 of 1975.

» Department of Cooperative Development, within thanistry of Food Security, has regulatory
oversight of rural banks and thrift and credit cex@ive societies.

» Department of Immigration and Emigration: Reguldtesentry and exit of persons, and provides
citizenship services. For AML/CFT the departmenbrdinates with other agencies on the
identification of people as they cross Sri Lankarders.

» Department of Inland Revenue: Collect taxes, artedrd@nd detects tax evasion and tax avoidance,
through the Inland Revenue Act 2006 and subsecamendments. Inland Revenue is currently
the only department with oversight of casinos.

* Insurance Board of Sri Lanka: Regulates and supesvihe insurance industry through the
Insurance Industry Act 2000.
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33

Ministry of External Affairs: Also called the Miriy of Foreign Affairs oversees Sri Lanka's
foreign policy, foreign missions and consular segsi For AML/CFT, MEA is the primary agency
responsible for Sri Lanka's engagement with intéomal instruments including those of the UN
Security Council.

Ministry of Finance and Planning: Is responsible formulation of national economic and
financial policies and strategies of the countryEMalso has to approve any foreign funding
entering the country. At the time of the onsitétyis had responsibility for the central bank.

o0 The External Resources Department: has to approyefaeign funding entering the
country.

0 Sri Lanka Customs: Implements the provisions of Guwestoms Ordinance as well as
several other fiscal and social protection statlidsas the power to confiscate goods and
order further forfeiture or penalty in the eventloé contravention of the provisions of the
law.

Ministry of Justice: Oversees the Attorney-Generddepartment, and the court structure. MOJ
attends to implementation of policies, plans arajmmmes in respect of justice and law reforms.
The Secretary to the Minister for Justice is thetreé authority for mutual assistance matters.

Non-Government Organisations Secretariat (NGO $amta): Located within the Ministry of
Defence, the NGO Secretariat has primary overs@hthe not-for-profit sector, including
registration, outreach and supervision.

Office of the Chief of National Intelligence (Minig of Defence): Oversees coordination of
Sri Lanka’s counter-terrorism efforts and otherioval security threats, with some role in
investigations, and is the competent authoritydbISCR 1267 obligations.

Registrar of Companies/Registrar General Departnieegistration of legal persons pursuant to
the Companies Act, legal arrangements pursuanheoTrust Ordinance No. 9 of 1917, and
notaries pursuant to the Notaries Ordinance.

Secretary to the Minister for Defence: Appointed tye Minister for External Affairs, in
consultation with the Minister for Defence, is tb@mpetent authority appointed by the minister
for UNSCR 1373 obligations.

Securities and Exchange Commission: Establishe@rultinistry of Finance the SEC regulates
the activities of the capital market in Sri LanHdhe SEC has the power to provide directions,
carry out inspections, and to cancel licences efstctor.

Sri Lanka Police

o Criminal Investigation Division (CID): Has two finaial investigation units and, in
addition to other criminal investigations, is respible for predicate crime and money
laundering investigations.

0 Terrorist Investigation Division (TID): Is respobi for investigating terrorist activities,
including the financing of terrorism.

o Narcotics Bureau: Investigates drugs and relatiedes, occasional referral of information
to CID or TID as appropriate.

0 Interpol Bureau: Maintains official contact on bkhaf domestic law enforcement
agencies with other law enforcement agencies, tjirdts Interpol connections, in foreign
member countries in criminal investigations.
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o Human Trafficking/People Smuggling Division: Respitate for investigating human
trafficking and people smuggling cases, occasiogf@rral of information to CID or TID
as appropriate.

34. The primary national coordination body is the Adwvis Board to the FIU, made up of senior
officials from a selection of the above agencies @escribed in the technical compliance annex utider
analysis of Recommendation 2.

(c) Coordination and Cooperation Arrangements

35. The Governor of the CBSL chairs the FIU AdvisoryaBh which consists of 17 competent
authorities. Meetings are called when needed bunakdy on a quarterly basis. The focus recently has
been on the national risk assessment, prepardtorike APG evaluation and general awareness events
There is no evidence of discussion of strategieation and priority setting, except in the contekthe
recommendations contained in the NRA.

36. The Chief of National Intelligence chairs meetirays a weekly basis with participants from all
agencies that have a role in national securityuthng from the police, military and intelligencersices.
The focus has been on monitoring and investigdtimancing from abroad in support of the attempted r
emergence of the LTTE, and designations under UN$&R. Since the demise of the LTTE, meetings
have also focused on other emerging national dgctimieats, including from organised crime, human
trafficking and people smuggling. These meetinggeharovided a platform for the sharing of financial
intelligence on ML activities associated with thesininal activities, but to a significantly lessextent
than TF. Outside of these two arrangements, feveyool operational arrangements are in place tpsup

or reflect the actual and potential cooperatiornt #rasts. The noted exception is the close working
relationship between the FIU, AGD and CID.

(d) Country’s assessment of Risk

37.  Sri Lanka should be commended for completing its fst NRA. Prior to the NRA, there had not
been any national ML or sectoral risk assessmentany comprehensive review undertaken of its AML
regime by Sri Lankan authorities.

38. Sri Lankan authorities conducted the NRA as a seléssessment using th&lational Money
Laundering and Terrorist Financing Risk Assessmefibol, developed and provided by the World
Bank. The World Bank’s role was limited to delivery thie tool, providing guidance on technical aspects
of it and review/feedback to assist with the acturese of it. The FIU took the lead role in cooading

the NRA under the ambit of the FIU Advisory Boa#dound 80 representatives from key government and
private sector stakeholders participated in thegss. The NRA process was carried out over ninghmon
from February to October 2014Authorities intend to update the NRA but have detided on any
specific schedule for this to occur.

39. The Ministry of Defence made publicly available in2014 the National Security Strategy
focused on national security, including terrorism ad TF. This strategy essentially consolidates and
documents authorities’ understanding developed theelyears of national security threats and rigke
strategy focuses primarily on terrorism, includitggfinancing, but also examines maritime secussues
(including organised trafficking of persons, hunsnuggling and drug trafficking) and organised ctime
The strategy includes an analysis of security treailnerabilities and risks, both foreign and éstrc,
including terrorism and TF. Similar to the NRA, laottities intend to update the strategy but haveyrot
decided on a schedule to do so. The document ctivess areas:

» SriLanka’s overall national security context

* The primary threats to Sri Lanka’'s national segurit
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* The strategies being formulated in response teettiesats

40. SriLanka has assessed its TF risks primarily throgh the National Security Strategy, and to a
lesser extent the NRA; overall the conclusions ofdbh documents are reasonablelhe NRA is focused
more on ML threats and risks, although the analgEisectoral and national vulnerabilities is reletvior
both ML and TF. In the NRA, the non-sanitised vemsprovides significantly more information and
analysis of both ML and TF threats and risks thanganitised version. There is also more compréhens
assessment of national and sectoral vulnerabiliidhe NRA than in the security strategy paperictvh
focuses on known TF vulnerabilities, including tindormal money or value transfer services (MVTS)
sector and non-government organisations (NGOs).v€lsely, the security strategy analyses in more
detail potential terrorist threats and TF riskanttize NRA. Nevertheless, the conclusions on TFatisrand
risks are similar in both documents. More impotgrthe key recommendation contained in the Nationa
Security Strategy has already been adopted anemapited, while the recommendations contained in the
NRA were still awaiting formal approval at the timokthe onsite.

41. The assessment team’s findings on the NRA arelddtai the following sections on technical
compliance and effectiveness.

2.2 Technical Compliance (R.1, R.2, R.33)
42. See the technical compliance annex for the fultaiswe on these Recommendations.

* Recommendation 1 — Assessing Risks and applyingsleBased Approach is rated partially
compliant

* Recommendation 2 — National Cooperation and Coatidin is rated partially compliant
* Recommendation 33 — Statistics is rated partiaiygliant
2.3 Effectiveness: Immediate Outcome 1 (Risk, PolicydaBoordination)

43. Sri Lanka exhibits some characteristics of an efféiwve system, particularly in authorities’
understanding of TF and having strategies and cooidated activities to mitigate LTTE terrorist and
TF activities. Nevertheless, major improvements areneeded to develop national AML policies
informed by the national risk assessment, includinggnhanced AML coordination and proliferation
financing (PF) coordination. These policies should address major ML risks @aged with corruption
and drug trafficking, and continued implementatafrthe national security strategy and coordinaton
TF.

(@  Jurisdiction’s understanding of its ML/TF kis

44.  Sri Lanka has an acute understanding of TF risks siped by years of war between the Sri
Lankan Government and the LTTE until its conclusionin 2009 Sri Lanka’s understanding of TF risks

is documented in the National Security Strategy BIRA, and was demonstrated during meetings with
government officials. All sources noted the peareddnds from the end of the war in 2009, and that
while public safety has improved, the threat remaas demonstrated by attempted resurgences of the
LTTE post 2009, most recently in April 2014. Acciogl to Sri Lankan authorities and press reports,
individuals were arrested for distributing LTTE paganda. An investigation was conducted which
discovered a LTTE network supported financiallylbyTE supporters offshore with funds remitted using
hawala. There were numerous arrests and confissatibarms caches, vehicles and other instruments.

45. The National Security Strategy and NRA conclusion®n TF are reasonable, noting that the
LTTE threat remains and that there are other emergng global threats.Both documents assess the TF
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risk as mainly relating to the movement and us&ndéls within Sri Lanka from funds raised abroad and
funnelled into Sri Lanka in support of potential TH activities. This offshore threat is evidenced by
numerous publicly available cases of LTTE TF-reldtevestigations and convictions in other jurisidios
over the last few years. There are also reportedscaf other disruptive measures taken against LTTE
activities aside from TF.

46. Using intelligence gathered through the years Smkan authorities have developed a good
understanding of the potential geographic locatisere LTTE resurgence or fund raising may be
supported, both within Sri Lanka and outside of Banka. Funds come from three sources: front
organisations conducting legitimate businesseditfghdven criminal activities such as human smuiigg)
and donations. The channels with which such fundsldvbe transmitted back to Sri Lanka, if raised
externally, include through the banking sectorptinfal MVTS providers and NGOs. Authorities have
observed that a significant number of TF offencageha foreign connection in view of the involvemeft
the Sri Lankan diaspora. Sri Lanka is also mompther TF risks, including that of ISIL, but catess
such risks limited at this stage.

47. Overall, Sri Lanka has an understanding of most ofts ML threats and risks as demonstrated

in the NRA and in meetings with officials during the onsite.The NRA conclusions are informed by
quantitative data and qualitative information. Tgreup of some 80 experts, public and private sector
utilised reported crime statistics, estimated actdal confiscated proceeds, as well as a numberpotk
variables, statistics, interviews, surveys, andeaesh. This was then underpinned by qualitative
information and operational knowledge of seniorpesk officials. The NRA identifies the ML major
threats and risks as arising from drug traffickifiggud (cheating, criminal breach of trust, crintina
misappropriation), robbery, credit and debit cardsaud, bribery and corruption, human
smuggling/trafficking, extortion and counterfeitinf currency. Given statistical and qualitativeigadors
provided in the NRA, ML risks associated with diwgfficking stood out from all other predicate cem
The majority of officials and private sector remeatives met during the onsite concurred with drug
trafficking being the major predicate crime for ML.

48. However, the levels of understanding of ML risks a@ not universal across all competent
authorities and reporting entities. Key competent authorities such as the FIU, CIB &lD in the police,
and the AGD demonstrate a sound understanding oftivikats and risks. Law enforcement authorities
have a clear understanding of ML risks, includingse identified in the NRA. Other competent autiesi
underestimate the ML risks, or did not connectrtnederstanding of the threats posed by corrupih
drug trafficking with the risks arising from vulrahilities in their sectors. There are even lowegele of
understanding from authorities and entities thatehaot been directly involved in the implementatadn
AML measures, including those in the DNFBP sectdithough self-regulatory bodies in the legal and
accountancy professions have a reasonably sounérsiadding, despite the lack of AML/CFT
implementation. Within the financial sector, thé&elso some underestimation of ML risks among some
financial institutions (FIs), particularly non-bang Fls.

49. There are some issues with authorities’ understandg of the inherent risk posed by the
designated non-financial businesses and professiofi83NFBPs) in Sri Lanka. Given contextual factors

in Sri Lanka, the NRA reasonably concludes thatdhsinos, real estate and precious stones seater ha
higher levels of vulnerability than lawyers, acctamts and company service providers. There is no
prudential supervision of casinos, the real estatdor is growing and Sri Lanka is one of the largem
producers in the world. Conversely, Sri Lanka i¢ kmown for formation of offshore companies or
arrangements. However, the internal logic to aravéhese conclusions is neither entirely consisten
clear — in determining the final vulnerability ragi all DNFBP sectors are assigned the same ldvel o
structural or inherent vulnerability as a startpaint, before other factors are considered.

50. Sri Lanka has a sound understanding of the risk asgiated with the informal MVTS sector,
which is assessed in the NRA as the highest-riskcéer because of its undocumented nature and
associated cases of LTTE financing and MLThese conclusions are consistent with international
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typologies. However, the MVTS sector is not prirfyaused for criminal purposes; its main purposis
provide for Sri Lankan workers residing overseasetuit legally acquired and legitimately-earneddsin
back to their families in Sri Lanka. Nevertheledsspite this understanding, no substantive actsnbeen
taken against abuse by criminals and terrorisisfofmal MVTS providers.

51. Certain aspects of the assessment on national vutaeilities are overly positive. Authorities do

not fully appreciate the ML or TF risks resultingrh deficiencies in laws and regulations, institol
capacity and resources. For example, suspicionsdcsions report data analysis is rated quite highl
combatting ML/TF, which is contrary to the conctuss in 10.6. In other areas conclusions are more
consistent with the assessment team’s findings. édew the NRA does contain recommendations to
overcome these deficiencies. Overall, the reasenabk of the NRA’'s conclusions of national
vulnerabilities could have been enhanced if anidetor external reviewer provided a critique of gelf-
assessment to moderate the overly positive comeigsh certain areas.

52.  While authorities demonstrate a sound understandingof offshore TF, they have a more
limited understanding of the outward flow of fundsabroad for ML. Neither the NRA, nor officials met,
articulated clearly the end destination pointsrafcpeds of corruption. The NRA demonstrates Srkaan
clearer understanding of illicit flows from drugafficking, noting that most of the illicit proceedsvert
back to their primary source countries in SouthaAsi

53. There has not been a comprehensive assessment oé ttisks posed by legal persons and
arrangements The NRA contains a brief summary of existing $tafive requirements of legal persons
and arrangements but does not examine the varaussfof legal persons or arrangements to analyse
which are more vulnerable and at risk, unlike trethndology used in the NRA for financial instituts
(FIs) and DNFBPs. Understanding of the ML/TF vuaiglities and potential misuse of legal persons and
arrangements is significantly lacking with the Rgir-General of Companies, the key agency resplensi
for the Companies Act and Trust Ordinance undeckvlggal persons and arrangements are registared, b
is more developed among justice/security agenciek as the CID, TID and in the Office of the Chiéf
National Intelligence. Understanding among superyiswuthorities is mixed.

54.  All relevant competent authorities and officialswtridouted to the NRA and their understanding, as
articulated at face-to-face meetings, is broadlpscdent with the findings in the NRA, with a few
exceptions, notably among some DNFBP licensing aitibs. While the latter could be because the
persons met may not have been involved in the Nfoherally there is consistency in officials’ wriite
and oral views of ML/TF risks provided to the assesnt team, particularly on the major predicatmes

for ML and ongoing LTTE concerns. However, givea tbsence of AML/CFT supervisory authorities for
DNFBPs, understanding of ML/TF risks by governmeofficials working in those sectors is
underdeveloped.

(b) National AML/CFT policies and activities tddress the ML/TF risks

55.  Sri Lanka’s National Security Strategy outlines a oordinated response to terrorism and the

TF threats and risks. The strategy details the threats, and notes &bk of coordination among the
intelligence services as the most serious handloagesponse, all intelligence services, including TID

and CID of the police have been brought under th&fCof National Intelligence, who in turn reports
directly to the Secretary of Defence. The stratelgges not cover ML. During the onsite, relevant
authorities advised that weekly meetings are heletrey agencies are required to share intelligence,
including financial information. These activitieagaeiterated in the recommendations of the NRA.

56. Activities to combat TF are more consistent witlolging policies on and understanding of risk of
TF. Previous activities amongst agencies had fatosecountering LTTE activities in the critical poet

of 2006 to 2009. During this time, in combating therE authorities used a range of functions avédab
them, primarily via the Prevention of Terrorism A&TA) No. 48 of 1979 (as amended), that included
administrative means of preventing TF. Post 200fyiéies focus more on deterring the re-emergevice
the LTTE, including preventing funds from abroadesimg Sri Lanka in support of potential LTTE
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activities, such as those of April 2014. Eviden@sgrovided to the team to this effect. Ongoingvaiets
include monitoring of individuals formerly connedtto the LTTE, NGOs operating in the former conflic
areas, businesses that might act as conduits derpteof external funds, and other measures pexthitt
under the PTA and other legislation. Since 200Bl.&nka has had greater scope to focus on otheymnaaht
security concerns, including drug trafficking anebple smuggling that include some information steari
on financial intelligence. The latter has focuseatenon predicate offences rather than ML, althoMgh
investigation activities have been discussed duhegveekly meetings.

57. There is no articulated national AML policy or strategy. Reflecting the absence of an
overarching strategy informed by ML risks, the pelidepartment has not focused its activities oy dru
trafficking or corruption.

58. Sri Lanka’s recent NRA contains recommendations fordealing with identified ML risks,
which is a positive step, but these are not yet deloped into a national strategy or agreed to as an
action plan. The recommendations contained in the NRA to addiésstified deficiencies are still
awaiting formal approval by the FIU Advisory Boaithe recommendations include additional resources
for AML/CFT. The FIU Advisory Board will meet to dertake a more detailed review of the actions
recommended in the NRA. Once approved, authorple® to disseminate the findings to financial
institutions and DNFBPs.

59. As noted in section 2.1 (a) above, with the excepof the FIU, Sri Lanka has not provided the
assessment team with any evidence of sector-spestifitegies related to AML. The FIU provided their
authority’s strategy as part of the Central BanlSofLanka'’s strategy. The strategy includes targat is
neither risk-based, nor focused on key ML risksitidied such as drug trafficking and corruption.

(c) Exemptions, enhanced and simplified measures

60. Sri Lanka is yet to adopt a risk-based approach forexemption from requirements and the
application of enhanced or simplified preventive masures is not based on the NRA or other risk
assessmentsThe recommendations contained in the NRA, whittluide implementation of a risk-based
approach, are waiting formal approval by the FlUviadry Board. In the absence of any applied
risk-based approach, there is no specific exemmii@xtension of preventive measures based on aisits
their materiality. As covered under c.1.6 in theht@cal compliance annex, specific AML/CFT obligauis

and supervision exclude certain institutions (rinahks, cooperative societies) and not all elemafntise
relevant FATF Recommendations are required to Ipéeimented by FIs and DNFBPs. The basis for these
exemptions is not based on any proven low risk bf IW%. The NRA has assessed cooperative societies as
low risk, although the DNFBP sector at large isesdamedium-high. Furthermore, there has been no
implementation of the findings or recommendatioostained in the NRA. For areas of higher risk, the
NRA has also identified issues arising from sed¢tanal national vulnerabilities and threats, inchgifrom

the informal sector. The NRA has identified a néedgrogress financial inclusion concerns, including
allowing for reduced CDD for certain products, ax@mption for certain categories of cooperatives.

61. Sri Lanka has used the NRA process to comprehenslyesurvey and evaluate available
financial inclusion products. Sri Lanka used theWorld Bank’s Financial Inclusion Product Risk
Assessment To@FIRAT) to undertake a comprehensive evaluatiothefML and TF vulnerabilities and
risks arising from both existing and emerging ficiah inclusion products. Supervisors evaluated the
survey results from financial institutions regaglistated financial inclusion products. The supergis
identified a need to develop a more specific reagmaframework and guidance for the providers of
financial inclusion products since some productgehaulnerabilities that institutions would be pretdd
from applying simplified CDD measures to, such lassé with a high volume of transactions or with
high-value transaction limits.

(d)  Objectives and activities of competent autesi
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62. Sri Lanka has a clear policy objective in deterringthe re-emergence of the LTTE through TF

or other activities, and has implemented multi-faceed actions to this end There is now a
multi-stakeholder approach that is coordinatedjndgcated previously, by the Office of the Chief of
National Intelligence in the Ministry of Defenceuthorities indicated that activities are multi-fgexk and
not limited to the investigative activities of t@dD and TID in the police. Sri Lanka has a compredine
network of intelligence services based throughtwt ¢ountry that feeds into discussions at meetings
coordinated by the Office of Chief of National Iigence. There has been a focus on disruptingromm f
abroad in support of potential resurgence of th@HE Twhich includes intelligence on LTTE funding in
April 2014, and other earlier incidents, and thewrdinated actions including arresting local ofeest
and confiscating their assets. The meetings haeelmen used to identify targets for designatiordeu
United Nations Security Council Resolution (UNSCARY 3, which subsequently led to the designations in
March 2014, and the TID and AGD are continuingeagalop evidence to prosecute the TF offence.

63. There is no articulated AML objective(s) to guide he activities of the competent authorities
and SRBs.Authorities have not yet coordinated efforts toquee a national AML strategy, although the
recent completed NRA with its proposed actions,eoadopted, could form the basis of a national actio
plan. The consequence of having no national AMatsegy is the lack of any AML action plans, incluglin
objectives, among key competent authorities. Umitlently, this was exacerbated by the absence of an
NRA. While competent authorities’ activities havieeenpted to address ML, they have not necessarily
focused on key risks identified in the NRA. Despitgmerous requests by the assessment team for Sri
Lanka to provide AML strategies, both at the naticand individual agency level, only the FIU prosibla
document showing a strategy in place, althoughai wot targeted at key risks. Nevertheless, atig®ri
have been able to implement various elements redjwof an AML/CFT regime, including: amending
AML/CFT laws to meet the requirements of the FATHcerning the criminalisation of ML, issuing new
regulations on preventive measures, and more fgceatmpletion of an NRA.

64. SRBs have not undertaken any significant independ¢mctions in the absence of a government
strategy. While they are aware of the ML/TF risks, incluglicorruption, drugs trafficking and the LTTE,
they are waiting for clearer guidance and diredifnrom the government. The legal profession did not
pose any fundamental objections to customer digedite (CDD) or STR requirements, but neither has i
initiated any actions in the absence of regulagmfprcement.

(e) Cooperation and coordination

65. Domestic cooperation amongst agencies that workcambating terrorism and TF is well
coordinated. As mentioned, the Chief of Nationaélligence oversees all relevant agencies. A wagrkin
group meets weekly to discuss terrorism and TRathrdoth LTTE and non-LTTE, amongst other national
security issues. The group consists of the TID, ,C8ate Intelligence Service, and the Defence
Intelligence agencies of Directorate of Militarytétligence, Directorate of Naval Intelligence, afnl
Intelligence. The FIU and Customs also attend thasetings as required.

Extract from National Security Strategy

“The foregoing threat assessment makes clear tieait i@ the present post-war situation; nationalisgc
remains very much a justified concern for the gowsent of Sri Lanka. In addressing the challenges
discussed above and in developing a comprehensitienal security strategy, it is important for the

government to take a holistic view and incorporatay of its elements into a single policy framework

In the past, the lack of strength and coordinaéiomongst these various intelligence services wasiaus
handicap. It is essential that they work togetheaen a unified command structure in order to improv

coordination and enhance capabilities. Towards &md, the present government has brought these
intelligence services under the Chief of Natiomdklligence, who reports directly to the Secretaryhe
Ministry of Defence. This has streamlined coordmmaind improved cooperation amongst the intelliggn

39 Anti-money laundering and counter-terrorisafining measures in Sri Lanka - 2015



agencies.”

66. The focus of Chief of National Intelligence chair@deetings has been on monitoring and
investigating financing from abroad in support &fetattempted re-emergence of the LTTE, and
designations under UNSCR 1373. Since the demigbeoL TTE, meetings have also focused on other
emerging national security threats, including framganised crime, human trafficking and people
smuggling.

67. The Advisory Board to the FIU can be an effective mchanism for AML/CFT coordination,
but to date it has not been used to set strategidL. or CFT directions. It is currently more reactive or
administrative in nature, including previously resging to the FATF's International Cooperation Rewi
Group milestone requirements, undertaking the NR#d greparing for the mutual evaluations.
The completion of the NRA shows the ability foresffive coordination among competent authoritiesgisi
this mechanism, and between the former and praettor bodies, including SRBs. However, to dabta#
not produced any policy or strategy for combatinig &1 TF.

68. There is a lack of coordination between the FIU Adgory Board and the Office of the Chief of
National Intelligence. The mandates of the two overlap, notably in TE,there does not appear to be any
formal mechanism for coordination. Largely, the easet of operational agencies participates in both,
although the FIU is not a regular weekly participah the meetings chaired by the Chief of National
Intelligence.

69. Formal domestic mechanisms to support national codination of policy and operational
imperatives on ML are not comprehensiveThere are some instances of memorandums of uaddisy,
staff placements and interagency agreements, bytdhe not the norm. While interagency cooperation
generally occurs unhindered, it is mostly basedoparational connections born of necessity, and not
formal or structured. That said, the arrangemenidace between the FIU, CID, TID and the AGD have
supported efforts to counter ML activities as destated by the ‘secondment’ of AGD staff to the FIU
and CID. This arrangement has facilitated closérination sharing and cooperation at an operational
level, and to build trust between key operatiorffitials. However, there is no systematic coordiomat
between the FIU as the primary AML/CFT supervisod grudential supervisors, as the latter include
AML/CFT supervision at a higher level in their smygsory programmes.

70. The authorities, particularly supervisory authoriti es, have worked closely with the three main
financial sector industry associations and the releant professional associations in assessing seciora
vulnerabilities, as part of the NRA process.This includes the banking, securities, insurandbero
financial institutions and DNFBPs. However, giveere has been no implementation of AML/CFT in the
DNFBPs, input has been limited in that area, aliiothe relevant SRBs for the legal and accountancy
professions contributed to the process. The amalgeintified deficiencies and actions to addressdh
gaps, but has not yet been approved.

71. Coordination on proliferation financing criterion i s at an early stage Authorities advise that
law enforcement agencies, in particular the Statelligence Service, have commenced preliminary
cooperation including with the FIU on this mattedahat they are working toward implementation.sThi
has been limited to some meetings; no substantogress has been achieved as yet.

() Communicating ML/TF risks

72. As indicated, the recommendations contained in thERA are still awaiting formal approval by

the FIU Advisory Board, and once approved, authoriies plan to disseminate the findings to financial
institutions and DNFBPs Nevertheless, the three main industry associationthe banking, securities
and insurance sectors, had been heavily involvetiendevelopment of the NRA and have acquired an
enhanced understanding of ML/TF risks through tH@ANprocess. This was confirmed with industry
representatives, who demonstrated a sound undeirsgaof the risk environment in Sri Lanka.
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73.  While the results of the NRA have not been dissenaited, the FIU has conducted a number of
awareness raising programs over the last few yeat® enhance understanding of ML/TF threats,
vulnerabilities and risks. These awareness programmes are focused on géfiefBiF risks posed by
criminals and terrorists, and on AML/CFT obligatsoihe programme activities have been conducted on
a regular and systematic basis, with an averag8 avents attracting 1500 participants each yemesi
2008. This has contributed to broader appreciaifddL/TF risks by various constituents of the ficéad
sector, however the DNFBP sector, which is notemity subject to AML/CFT supervision, do not have
that same level of appreciation. In general, ther@ need for continued outreach to reporting iestitin
particular to raise awareness on the ML risks ifiedtin the NRA.

74. The National Security Strategy has not been distribted to financial institutions or DNFBPs.
Since the national security strategy examines émeorism threat more broadly than LTTE, such a
document would be useful for any risk assessmeaéntizken by reporting entities.

Overall conclusion on Immediate Outcome 1

75. Sri Lanka is achieving Immediate Outcome 1 to sextent. Sri Lanka has assessed its ML and TF
risks. The NRA is generally reasonable, although gblf-assessment on national vulnerability appears
overly optimistic, some assumptions on DNFBP vudbéity are questionable, and a proper assessnfient o
legal persons and arrangements is lacking. Allveele competent authorities and officials contriloute

the NRA and their understanding, as articulatethe¢-to-face meetings, are broadly consistent thigh
findings in the NRA. Officials have more of an azwinderstanding of TF risks shaped by years of war
between the Sri Lankan Government and the LTTE sdrmhg grounds for its ongoing strategy for that
area. There is also a sound understanding of ther it threats such as drug trafficking and coriopt

and of major sectoral vulnerabilities. The levelisioderstanding of ML risks are not universal asralt
competent authorities. There is a sound undersignaimong the FIU, AGD, and the CID, but mixed
among other competent authorities and reportingientAuthorities do not fully appreciate the ML BF
risks resulting from deficiencies in laws and regions, capacity and resources. While the restilthen
NRA have not been disseminated to Fls and DNFBfsFFtU and Central Bank of Sri Lanka supervisory
departments have implemented regular awarenessg@sgrammes on AML/CFT that have focused on
general ML risks and requirements under the FTRA@DD circulars.

76. The Advisory Board to the FIU undertakes AML/CFToodination. The completion of the NRA
shows the ability for effective coordination amomgmpetent authorities using this mechanism
and between the former and private sector bodiekjding SRBs. However, to date it has not beed tse
set strategic priorities or develop a national ARIET action plan, which is reflected in the lackawiy
promulgated national AML policy or any policy infoed by the NRA to guide activities of the competent
authorities and SRB3.he NRA’s recommendations, which can provide forational AML/CFT strategy,
had still not been adopted at the end of the anbigyertheless, key agencies such as the FIU, golic
Office of the Chief of National Intelligence and @&l Bank supervisory departments are attempting t
implement measures to address ML, in addition to. Tihe Chief of National Intelligence
undertakes coordination for TF, working with a clgavernment policy and imprimatur, and overseeing
disciplined inter-agency direction. Interagency rctimation on proliferation financing is at an eashage.
Overall, the deficiencies in risk-based strate@pedML and lack of a systematic coordination meagkan
for PF have limited Sri Lanka’s effectiveness im@s$sing problems in both areas.

77. Overall, the team assessed that Sri Lanka’s uradetistg and activities to address TF are tangibly
different to its understanding and activities tali@$s ML. The outcomes under 10.1 on ML have had an
adverse impact on the rating, while on TF they Haag a positive impact. They are therefore impadrtan

considerations in the assessment team'’s weighfitigeorelative importance of TF and ML in arriviag

the overall rating for 10.1.

78. Sri Lanka is rated moderate level of effectivenessn Immediate Outcome 1.
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2.4 Recommendations on National AML/CFT Policies and @dination

79. Sri Lanka isecommendedto undertake the following prioritised actions:

* Adopt a national AML/CFT strategy informed by ttisks identified in the NRA, and competent
authorities should develop their own action plarstwategy to implement the national AML/CFT
strategy.

* Use the findings in the NRA, including any futuwedates, to apply enhanced measures for
higher-risk situations, or to justify exemptions simplified measures for low or lower-risk
situations, particularly given the commendable wurkevaluating existing financial inclusion
products.

 Undertake a more thorough assessment of natiendderability and of legal persons
and arrangements in any future update of the NR# eonsider subjecting the update to
independent and external critique before finalising

» Institutionalize an ongoing interagency processippdate its risk assessment and enhance it over
time, and the results are used to inform its AMLIGHrategy.

* Increase coordination and collaboration betwienFIU Advisory Board and the Office of the
Chief of National Intelligence.

» Undertake enhanced information sharing on ML/iBks through formalising intelligence sharing
arrangements between FIU and police, and reguliwéoymation among supervisors, particularly
in the CBSL.

» Distribute the sanitised version or the key iingd of the NRA and National Security Strategy to
all competent authorities and the private sectwluding industry associations, SRBs, financial
institutions and DNFBPs, and undertake continuedireach programmes using the
findings contained in the NRA.

» Formalise coordination mechanisms for PF and tlevelop a strategy to implement requirements
on targeted financial sanctions for PF.

* Introduce more systematic and coordinated didlecf AML/CFT statistics to assist with future
updates to its NRA, and in allocating limited AMIFT resources.
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3.

LEGAL SYSTEM AND OPERATIONAL ISSUES

Key Findings

Significant progress has been made in addressimgetthnical deficiencies identified in the 20
mutual evaluation report of Sri Lanka. Deficienciasthe ML offence have been rectified throuy
amendments to the Prevention of Money Laundering M@. 5 of 2006 (PMLA), although ther
remain gaps in the list of predicate offences. Atittes have been designated for ML and
investigations.

06

gh
e
TF

Sri Lanka’s use of financial intelligence and oth@iormation for ML/TF and associated predicate

offence investigations does not extend to the fatige of potentially relevant information. The

financial intelligence unit (FIU) uses limited alaile and obtainable police information in
operational analysis of suspicious transactionneg@TRs), which has had a negative impact o
quality of intelligence products disseminated t® piolice.

There are insufficient resources devoted to opmratiand strategic analysis and there is a baakig
STR analysis of up to three to four months.

its
the

g

For TF, there is a more systematic and structucedss and use of information. As mentioned in 10.1,

the Office of the Chief of National Intelligenceardinates intelligence sharing on a weekly badie

T

Terrorist Investigation Division (TID), which is member of this group, can access information at

these meetings, in addition to the usual sourced bg the Criminal Investigation Division (CID). &h

information shared at such meetings has been phatig useful in the TF investigations of an NGO

with fund raising branches located globally, inpes to which three indictments have been f
under the Convention of the Suppression of Terr&iisancing Act (CSTFA). Results arising from 7
efforts are more prominent in the confiscation odpgerty associated with the Liberation Tigers
Tamil Eelam (LTTE) and affiliated entities.

Sri Lanka possesses the foundation for an effe@iMik system, but to date there has been lim
demonstration of effectiveness with only one ML \dotion. The low prosecution and conviction ra
for ML are mostly explainable by the jurisdictiordser-emphasis on investigating and prosecuting
predicate offence. This has resulted in a low l@fe&ffectiveness in conducting ML investigatioSsi
Lankan authorities prefer to investigate and protethe predicate offence, as it is a quicker B®
and less challenging given existing skills and veses; the same reasoning applies to cases ingo
foreign nationals.

Aside from the efforts of the CID and TID (mainlgrfTF) and Sri Lanka Customs, as facilitated
their respective asset forfeiture legislation, Bainka does not demonstrate characteristics 0
effective system for confiscating proceeds and rumséntalities of crime. The low rates

investigation and prosecution of ML offences tratesIto even lower confiscations of crimir
proceeds and results in criminals substantiallginéig their profits of crime.

Sri Lanka should promulgate clear national and eggmlicy directives and guidelines on followir
the money trail and confiscating the proceeds whe&r To support implementation, Sri Lanka sho
allocate additional resources to the FIU and ClCemable both agencies to better implement
analytical and financial investigations mandatespeetively. Further training should be provided
law enforcement to develop their forensic and faiannvestigations capabilities.

3.1 Background and Context

(@)
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Legal System and Offences
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80. Significant progress has been made in addressmdetthnical deficiencies identified in the 2006
mutual evaluation report of Sri Lanka. Deficienciesthe ML offence have been rectified through
amendments to the Prevention of Money LaunderingMa 5 of 2006 (PMLA), although there remain
gaps in the list of predicate offences. The FIU has been established under the Financial Tramsecti
Reporting Act No.6 of 2006 (FTRA) and operatingasatmously within the Central Bank of Sri Lanka.

81. The main legislation containing ML and confiscatiprovisions are the PMLA, the Code of
Criminal Procedure Act, the Exchange Control Actl @he FTRA. Subsections 13(1) and (1A) of the
PMLA permit confiscation of laundered property, ggeds or instrumentalities used in ML or propefty o
corresponding value owned, possessed or undeptiietof the person convicted of the ML offence.

82. The two Financial Investigation Units in the CIDthe Sri Lanka police have been designated for
ML and TF investigations, and the TID designated ¢~ investigations, although the National
Intelligence section of the Ministry of Defence aother intelligence services also have a role in
countering terrorist activities. The role of theDdh TF investigations is limited primarily to STRshile
the TID can commence investigations based on aitn@rces. The Attorney-General’'s Department (AGD)
remains responsible for prosecuting ML and TF wihr prosecutors assigned to advise CID on its
investigations.
3.2 Technical Compliance (R.3, R.4, R.29-32)
83.  See the technical compliance annex for the fultaisve on these Recommendations.
Money Laundering and Confiscation:

* Recommendation 3 — Money laundering offence igirktegely compliant

* Recommendation 4 — Confiscation and provisionalguess is rated partially compliant
Operational and Law Enforcement

* Recommendation 29 — Financial intelligence unitsiied partially compliant

* Recommendation 30 — Responsibilities of law enfmeet and investigative authorities is rated
compliant

« Recommendation 31 — Powers of law enforcement awestigative authorities is rated largely
compliant

* Recommendation 32 — Cash Couriers is rated pgrtathpliant
3.3 Effectiveness: Immediate Outcome 6 (Financial inigence)
€) Types of reports received and requested

Table 3.1: Suspicious Transaction Reports (STRs) bmitted

Year 2009 2010 2011 2012 2013 2014
Licensed Banks 78 77 76 126 267 451
Licensed Finance Companies - 7 9 9 4 -
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Insurance Companies - 1 4 6 - 1
Stockbroker Firms - 2 2 3 1 -

LEAs 29 156 20 54 88 246
Exchange Control Department 0 0 0 1 0 1
NBFI (supervisor) 0 0 1 1 0 0

General Public 4 3 3 3 6 19
TOTAL 111 246 185 203 366 718

Table 3.2: CTRs and EFTs submitted

Year 2009 2010 2011 2012 2013
CTRs 1,616,018 2,606,107 2,827,034 3,418,851 3)B87,
EFTs 304,786 491,512 670,063 791,570 1,483,445
Total 1,920,804 3,097,614 3,497,097 4,210,4p1 44830

Reports Received

84. The FIU receives STRs, cash transaction reports ((Rs), and electronic funds transfer (EFT)
information reported from financial institutions. Statistics on STRs submitted are provided in T8kle
and on CTRs and EFT information at Table 3.2. Riraninstitutions have submitted STRs based on
suspicion of ML/TF, while CTRs and EFT reporting dased on a set threshold of LKR 1 million (USD
7 60d) or more.

85. However, several factors negatively affect the FI ability and capacity to produce
good intelligence products: the rather low quantityand, in some cases, quality of the STRs received,
and the non-uniformity of reporting. There has been no reporting from DNFBPs and kewels of
reporting from the non-banking financial sector.discussed in 10.4 on preventive measures, everninwit
the banking sector, reporting has not been unifdamen the risks identified by the assessment team
and in Sri Lanka’'s NRA, this is a significant gaarticularly in relation to casinos, the real estsdetor
and precious gemstones. While information contaiime&TRs submitted generally includes relevant
and accurate information, which has enabled the EUanalyse the key characteristics of STRs
submitted to date, potentially relevant informatitom outside of the banking sector is not being
provided to competent authorities, at least thraigghreporting mechanism.

86. The FIU also receives information from Sri Lanka Cwstoms (‘Customs’), which files STRs
regarding any customs offences that are suspectedo tbe ML/TF related. Despite the
signed memorandum of understanding (MOU) betwean FHJ and Customs, there are no other
mechanisms or systems in place providing for r@utin spontaneous sharing of information by Customs
with the FIU for intelligence purposes, other tilarough STRs. At the time of onsite visit there Ihagn

1 424 declarations made by passengers in 2014 dar@emce with the provisions under the FTRA.
However, Customs only shared those declaratiorisatbee related to ML/TF activities. The provisioh o
all declaration information to the FIU would progidvider cross-border financial intelligence to stssi
authorities to identify potential cross-border ME/&ctivities.

4 Approximate figures based on LKR 1 equalling USDO@®L, as at the end of the onsite visit, 12 Decenitiy 4,
www.oanda.com
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87. Customs also, as noted under R.32, do not receiveports on bearer negotiable instruments
(BNIs) and all categories of cross-border reportsyhich further limit the potential scope of financid
intelligence available from cross-border movementsihile there is a requirement for foreign currency
to be declared above a set threshold, the defniioforeign currency does not cover the full ramge
BNIs. Financial intelligence from cross-border deations is essentially limited to foreign cashrency
declarations.

88. Financial intelligence from supervisors is negligite. Regulators including Exchange Control
Department and Department of Supervision of NonkBeimancial Institution report STRs to FIU when
they identify suspected ML/TF transactions duriogesvision. However, the number of STRs reported by
regulators is small with only four from 2009 to 20T his is not surprising given the findings unt@r3

on the effectiveness of AML/CFT supervision.

Reports Requested

89. The Financial Investigation Units in the Police CID TID, Customs and regulators have
filed STRs to the FIU for different purposes Under section 15(1)(a) of the FTRA and sectiaof the
PMLA, law enforcement agencies (LEAS) and regukatmn file STRs to the FIU when there is suspicion
of an act constituting an unlawful activity and peaty that has been derived or realised from aawioll
activity. However, LEAS, such as the police Finahtmvestigation Units and the TID have filed STasa
practical means in seeking assistance from thet&labtain relevant financial information from fir@al
institutions to facilitate their investigations. Axlicated in Table 3.1 above, there is increasisg of this
STR mechanism by other competent authorities toagignformation from the FIU.

90. For LEASs, these STR submissions act as an alteeptocess to court orders and assist in making
financial information available to the LEAs moreiddy. In addition, based on the STR, the FIU can
provide the police Financial Investigation Unitstiwan analysis of financial information to augmére
investigation capability of the LEAs. It does féeite LEAs to identify criminal assets and finamcia
transactions, as indicated in the case examplevbélBAs commented during the onsite that the anglys
of financial information provided by the FIU is digke and of high standard in facilitating their
investigations, but not to a level or volume tlmpact substantially on the effectiveness of 108 d@nd 9.

On 14 January 2012, the CID initiated investigationseveral individuals who was the associates of
drug dealer Mr X and his wife Mrs X. Having raiddte premises of a packing centre, the tenant of
premises — Ms M was arrested with books of accoohtdrugs trafficking activities relating to M
and Mrs X seized. Further investigation revealeat Ms M had frequently deposited cash to Mrs KX's
bank account. Immediate assistance of FIU was sdtmh CID to ascertain the fund flow and trace the
financial transactions of the individuals concernd@ the credit of FIU, Mr and Mrs X were
subsequently arrested and charged under the PiavarftMoney Laundering Act, Dangerous Drugs
and Emigration Laws. Assets, valuables and casirmfnd LKR 1.7 billion (USD 12.9 millidh were
suspended. The case is still pending in court.

=

(b) Use of financial intelligence and other relevarfoimation

91. The CID utilises different information sources of fnancial intelligence to assist in ML, TF
and predicate crime investigations including inteligence obtained from weekly
meetings coordinated by the Chief of National Intdigence.The CID uses information provided from
other predicate crime investigation units withie tholice for intelligence on potential ML investiigas
associated with drug trafficking, human traffickiagd in other areas. The weekly meeting is mainly
focused on intelligence sharing on terrorism, irrtipalar LTTE, but intelligence concerning other
organised crime activities such as drugs traffigkand human trafficking is also shared. While the
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intelligence sharing in the weekly coordination tmge has demonstrated its usefulness in TF
investigations, it has so far been of limited useML investigations. It has been useful for some
predicate crime investigations, notably on humanggting from Sri Lanka to Australia. Notwithstandin
the higher-level coordination and information shgrithere are no operational groups or task forces
formed within the police to access information aregular basis, particularly in high threat/riskas such

as drug trafficking and corruption. Information shg, therefore, between predicate crime investigat
units is generally ad hoc. While there have beenesad hoc information exchanges on drug trafficking
between the CID and the narcotics bureau, therddms limited use and access of information helthby
anti-corruption agency.

92. The CID is not able to access tax information foL Nhvestigations. The police do access
information held by the Registrar of Companies atiter government agencies, as required, during thei
investigations. However, no statistics have beeniged to the assessment team on how often infasmat
has been accessed and used. In the absence ef fnfibrmation, it is hard to conclude such infotima

is used to investigate ML, TF or predicate offences

93. For TF, there is a more systematic and structured ecess and use of information As
mentioned in 10.1 and above, the Office of the Cloie National Intelligence coordinates intelligence
sharing, both financial and non-financial, on a klgebasis. The TID, which is a member of this
group, can access information at these meetingaddition to the usual sources mentioned for tha. Cl
The financial intelligence shared has been usafidentifying LTTE assets for confiscation, movemneh
funds from abroad and internally, and in specificiiivestigation cases (see 10.8 and 10.9).

94. The information shared at such meetings has beeticyarly useful in the interdiction of
attempted resurgence of LTTE activities in Aprill2Q which involved financial support provided b th
LTTE network overseas operating from Europe. Shargdlligence demonstrated that funds were
transferred from abroad using hawala and subseguestd to procure safe houses, vehicles and other
resources. It has also been useful in the ongoiniifestigations of the Tamil Rehabilitation Orgsation
(TRO), which is an NGO with fund raising branchesdted globally. The investigations started in 2006
based on a number of leads, including STRs suliniiyea commercial bank. However, as noted under
10.9, the case remains pending in Court.

95. The designated Financial Investigation Units in theSri Lanka Police CID do not have a legal
basis to request information held by the FIUbecause there is no provision in the FTRA and theris

no MOU between the police and FIU The electronic LankaFIN system stores finanaigélligence,
including STR, CTR and EFT information. Under tHERA, there is no provision that allows the Finahcia
Investigation Units in the CID, or any other polidepartment, to request financial intelligence fritva
FIU. Information, however, may be shared once anUM@ finalised, but no MOU has been
signed between the FIU and the police. This lackn@drmation gateway has hampered the efficiency
and effectiveness of the FIU’s ability to contribid ML, TF and predicate crime investigations.

96. The police Financial Investigation Units have datdat financial intelligence can still be
obtained from the FIU, through the submission ofS3iR, despite the absence of an MOU. Evidence of
this was provided to the team during the onsitee ©hthe given examples is the submission of ML
information from Dehiwala Police Station to the dibrespect of Mr X who was found to have significa
deposits to his bank accounts, which was incommeateswith his personal background. The CID then
filed an STR to the FIU and requested additionfdrimation on Mr X's bank accounts. As a result, the
FIU provided details of Mr X’s banking and financteansaction details to the CID for their further
investigation on possible ML activities. Subsequawmestigations by the CID revealed that Mr X haeip
involved in the drugs trading activities. Duringettonsite meeting, the CID and FIU advised the
assessment team that this arrangement has worlkéamewithout any difficulties. Nevertheless, this
arrangement cannot be regarded as a formal protacdlother legal provisions or an MOU should be in
place to ensure financial information is obtain@eatly and swiftly by the CID from the FIU instead
resorting indirectly to the STR channel.
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97. The FIU does not systematically access or use pd@ienformation (CID, narcotics etc.) on
known criminals or terrorists in its analysis. As stated above, there is no MOU signed betwkertU
and police on the sharing of intelligence. It wasfoemed during the onsite meeting that the FIUsdpet
have available information on known criminals, eels input from the police during the STR analysis
process. It is not part of the FIU's analysis pohge. In the absence of police information, inahgdbut
not limited to criminal records, the quality andeetiveness of STR analysis is seriously affectidue
implications for ML investigations are discussedl@nlO.7, whereby ML investigations arising frone th
CID (containing the known criminal and police infaation) are more fruitful than those from the STRs
(which may not contain information on known crimand police information).

98. The FIU can and does access other relevant informan for the purpose of STR analysisThe
whole STR analysis process in the FIU can be divioieo two stages: namely pre-analysis and full
analysis. During the pre-analysis stage, the FlUches the subject of the STR with the LankaFIN
database of CTRs, EFTs and STRs. If necessany-Itheconducts open source research by means of
Google or World Check in the full analysis stadeadditional information is required for furtheraysis,

the FIU seeks information from the reporting ingtdns and other government agencies such as 8kiaLa
Customs, Immigration/Emigration, person registrat@and the NGO Secretariat. Overall, the STR aislys
is undertaken primarily using STR, CTR and EFT tinfation stored in LankaFIN.

99. The FIU has suspended financial transactions for geriod of 7 days based on STRs
received pursuant to its powers under s.15(2) of ¢h FTRA. Authorities undertake certain actions
in circumstance warranting the suspension of baokunts. The STR will be disseminated immediately t
the CID or TID for possible ML or TF investigatignand consultations commenced with the Attorney
General's Department (AGD) on processes, includpagsible next steps to extend the freeze
beyond 7 days. Within the FIU, the STR Review Cotteri decides on whether to freeze or not. The
Director of FIU is vested with power of suspensiamder section 15(2) of FTRA. In urgent case, the
Director of FIU will freeze the transaction forthtviand the decision will be endorsed in the nexRST
Review Committee. Should further extension of sosfmn period is required; an ex-parte
application could be made to High Court of ColomAdde following is the funds suspended for
transactions between 2008 and 2012:

Table 3.3: Transactions suspended following to th8TRs reported.

2008 2009 2010 2011 2012

Funds SuspendedLKR 471 Mn LKR 42 Mn | LKR 181.7 Mn LKR 107.5 Mn LKR,800 Mn

100. The freezing power allows the FIU to put on holhsactions until cases are referred to LEAs for
ML or TF investigations. The following is the totabmber of accounts and cash have been frozen in
respect of the identified predicate offences:

Table 3.4: Accounts frozen based on STRs from 20212

No. of Accounts Balance of Accounts Type of Predicate Crime
47 LKR 52.6 Mn Drug Trafficking
67 LKR 30.8 Mn & USD 149,013 Fraud/Customs Violation
3 LKR 17 Mn Human Trafficking

101. Example given by the FIU is the freezing of a baadcount in connection with a human
smuggling case in 2012. A customer of a commetzdak was reported in the newspaper to have been

5 USD figure provided by Sri Lanka
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arrested by Colombo Fraud Bureau of the Sri Lankdic® for organising human trafficking.

Simultaneously, the commercial bank and Colomboudrr8ureau respectively filed STRs against
the customer to the FIU. By virtue of the powertedsunder section 15(2) of the FTRA, the FIU
suspended the account transactions pending fduitier investigation of Colombo Fraud Bureau.

102. While the FIU does undertake suspension of accountthere does not appear to be any real
tracing of criminal assets.The Financial Investigation Units of the CID and fAD both indicated a lack
of higher-level forensic accounting or financiav@stigation expertise to undertake comprehensaenyg

of criminal assets or terrorist funds. As indicatedO.7 and 10.8, freezing and confiscation acti@me
limited to assets readily identifiable (e.g., usadthe commission of an offence) such as property
owned or controlled by criminals or terrorists wregrested or convicted. However, the Office of biadil
Intelligence provided example of a comprehensiaeitlg of TF involving the financial support of
overseas LTTE network operating in Europe, whicloived attempted resurgence since April 2014 in the
Jaffna area in Sri Lanka.

(c) FIU analysis and dissemination

103. STR analysis is done manually by analyst§he LankaFIN system functions mainly as a datbas
of reports received from financial institutions gf-land other agencies rather than as an analytiohl
STR findings are discussed in the STR Review Coteminormally held at two to three month intervals,
unless required for urgent cases. The STR Reviemriitiee is chaired by the Director of the FIU
and assisted by the staff from AGD. The Committeeidkes on the possible next steps with STRs that ha
been analysed, including dissemination, ‘no furtgon’ or putting an account under surveillar@een

the Review Committee includes the AGD and CID, bk on the quality and potential utility on any
STR is provided even before dissemination. Thivigies for a more efficient process, and ultimaitlg
aiming to improve the quality of STRs disseminatddwever, the issues noted concerning the analysis
process and FIU resourcing and capacity will cargito undermine the FIU's product, despite other
measures aimed to improve quality. Following is theeakdown of the results of STR analysis
and dissemination.

Table 3.5: Breakdown of STR analysis and dissemitian

2010 2011 2012 2013 2014 (as at

onsite)

No. of STR received 246 185 203 366 640

No. of STR undergone full 177 143 178 214 176

analysis

Disseminated to LEAs 31 60 48 55 151

Prior to Review Committee 0 29 12 35 135

Meeting

After Review Committee 31 31 36 20 16

Meeting

Disseminated to Regulator: 13 5 8 18 6

Prior to Review Committee 7 5 5 5 3

Meeting

After Review Committee 6 0 3 13 3

Meeting

Total Dissemination 44 (17.9%) 65 (35.1%) 56 (27.6%) 73 (19.9%) 157 (24.5%)

(Dissemination rate)

No Further Action/Keep 133 78 122 141 19

account under surveillance
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Table 3.6: Breakdown of STR dissemination to LEA/Ielligence Services

2010 2011 2012 2013 2014 (as at onsite
examination)

Dissemination to: 31 60 48 55 151

CID (STR reported by 14 (8/6) 44 (12/32) 27 (15/12) 35 (25/10 95 (23/71

Reporting Institutions/STR

reported by others including

Customs, Police etc.)

Egmont 0 2 8 7 4

Special Task Force 0 1 1 5 0

State Intelligence Service 0 0 4 3 18

Police Narcotics Bureau 0 0 3 3 3

CIABC 0 0 1 1 0

Other Police 0 0 0 1 0

TID 17 13 4 0 31

Table 3.7: Breakdown of the use of STRs for ML or F investigations

2010 2011 2012 2013 2014 (as at onsite

examination)

ML investigations 14 47 44 55 120

TF investigations 17 13 4 0 31

Total 31 60 48 55 151

104. Due to a lack of dedicated intelligence staffing mources at the FIU, there is a backlog of
about three to four months of STRs requiring analys. The three Assistant Directors of Intelligence
Management Division of the FIU are responsibletfer STR analysis. Their work experience in the FIU
ranges from four to seven years. They have alivedesome relevant on-the-job training to carry thatr
tasks. On average, it takes over two and a halftimsaio process a single STR, although multiple SaiRes
processed simultaneously. This overly long time #oralysis, and subsequent backlog of STRs,
is caused in part by the three assistant direti@ving to put on hold their analysis functions wiliegre is

a need to conduct onsite examinations of repoeimgies. Further, the skill sets required for lingence
staff are fundamentally different from supervisatgff, and the lack of dedicated analytical staftter
hinders the quality of the FIU’s products. Furthere) the potential utility of financial intelligeadeld by
the FIU is mitigated by its delayed dissemination

105. During the past five years, the STR disseminationate from the FIU to other agencies has
been reasonably high, in the range of 18% to 35% @l STRs received. The majority of the cases are
referred to LEAs such as the CID and TID.Between 2010 and 2014, 215 STRs were referrdbt@ID

for investigations but only 157 were investigated ML/TF (refer to Table 3.8 of 10. 7). For the Gl
2014, over 50% of the disseminations pertains $parses to STRs (requests for information on fiignc
institutions) initiated originally by LEAs via th8TR channel (refer to Table 3.6). Overall, ML or TF
investigations resulting from STRs are reasonaklehay represent 73% of the STRs disseminated.
However, while 31 STRs have been referred to thi® Tere is only one case that has led to an oggoin
TF investigation — which originated from an STRereéd by FIU in May 2014. This low conversion rate
may reflect TID’s mandate to initiate TF investigas on non-STR financial intelligence, while thidC
focuses on STR referrals. Among the 157 investigatby CID on both TF and ML, only five cases have
been submitted to AGD for advice with one case penttial. The low rate of STR disseminations lewadi

to prosecution and conviction is a concern. Norletise the FIU is supporting to a certain extent the
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operational needs of competent authorities inclydimison with FIs for financial information
and provision of financial analysis reports to @® and TID.

106. While no separate statistics on STRs leading talipage crime investigations, prosecutions
and convictions were provided to the assessment, tbased on discussions during the onsite and cases
provided, STRs have led to predicate crime invasibigs, notably on drug trafficking, human traffiug,
people smuggling, currency control and customsatimhs.

107. During the onsite, the CID and TID commended the RU for its expertise in the facilitation of
obtaining financial intelligence and serving as th@rimary focal point between the police and Fls in
obtaining relevant financial information. The FIU maintains a good liaison channel betwibenbanks
and LEAs to facilitate ML/TF investigations. Duriige onsite, the CID and TID advised that they have
sought the assistance of the FIU to obtain furthtarmation from the banks in almost 90% of cases
arising from STRs disseminated. The CID and TIDisely that banking information obtained via the FIU
is only used as intelligence, not as evidence ppett of prosecution. They have found it usefuk tie

FIU includes in its intelligence report a fund-flamalysis on transactions, together with their eation

to the reported subjects.

108. The FIU is not using financial intelligence or othe available information to undertake
strategic analysis, including in identifying emergng ML/TF trends and threats. The limited FIU
staffing resources has negatively affected bothatjpmal and strategic analysis. However, therelteesn
some preliminary work on ML/TF typologies, as evided in the FIU's 2013 annual report, which
includes consideration of relevant areas suchwas wafficking, trade-based ML and payment carddra

(d) Cooperation and exchange of information

109. There is generally sound operational cooperation aomg the FIU, CID, TID and, AGD, but
the lack of formal arrangements has limited informdion sharing. Despite the existence of only one
MOU, which is between Customs and the FIU, the éempetent authorities are working to cooperate
and exchange information. However, this is not daseany formal protocol or procedure. The absefce
an MOU between the FIU and the police, which inekidhe CID, TID and Narcotics Bureau, has
resulted in a lack of comprehensive and timelylab# and obtainable information from the policette
FIU. The same is potentially true for intelligenfitem other government agencies, as there is nodorm
arrangement between the FIU and the Office of thief®f National Intelligence, the NGO Secretaimat
the Ministry of Defence, or other intelligence sees as they are potentially good sources of fir@nc
intelligence on TF, and on ML. In the absence afrfal protocol, the FIU relies on trust and mutual
understanding in sharing financial intelligenceclinling forensic financial analysis of banking
information, to the police upon request. This haslpéd mitigate the problem, but a more
structured approach is needed to improve the @ffawss of information exchange.

Overall conclusion on Immediate Outcome 6:

110. Sri Lanka's wuse of financial intelligence and other information for ML
and associated predicate offence investigations doeot extend to the full range of potentially
relevant financial intelligence. The FIU receives STRs, CTRs and EFTs from Fls ahdroagencies,
which it uses to develop intelligence. It is a doloundation for financial intelligence building tbu
development of a more comprehensive product is comiged because financial intelligence flow is
hampered by incomplete reporting from Fls and npomng from DNFBPs, and the FIU does not
systematically use all available and obtainabldécpoinformation (on known or suspected criminals in
Sri Lanka) in its operational analysis of STRstelies primarily on STRs submitted by LEAs for kuc
information. Both have had a negative impact ondtality of intelligence products disseminatedtie t
police, as demonstrated by the low prosecutionasaseng from STRs. Nevertheless, the FIU has playe
role in supporting investigations by the CID and WD, and both refer to the FIU as a centre ddificial
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expertise, and have called upon the FIU to provatensic accounting support. For TF specifically,
authorities access a wider range of informatioough the Chief of National Intelligence coordinatio
mechanism. Arguably for TF, the use of informatgathered from this mechanism is just as important a
financial intelligence gained from the FIU. Overathe lack of complex financial investigation
and forensic accounting expertise has hamperedtitiey of the designated ML/TF investigation units
maximise the use of available financial intelligenc

111. There are insufficient resources devoted to operainal and strategic analysis and a backlog of
STR analysis up to three to four months.The number of STRs received by the FIU has
increased exponentially from 246 in 2010, to 64Q004 (as at the onsite visit). The 75% increasgTd®
from 366 in 2013, to 640 in 2014, has reduced #te of full analysis from 58.5% in 2013, to 27.586 i
2014. The increased workload has maximised usheofd@sources available for STR analysis. The FIU’s
resources are insufficient to carry out its operal and strategic analysis functions effectively.
Furthermore, analytical resources and staff memaerge-directed to the FIU’s supervisory functam
necessary.

112. Sri Lanka has achievedaw level of effectiveneswith Immediate Outcome 6.
3.4 Effectiveness: Immediate Outcome 7 (ML investigatiand prosecution)

(a) Circumstances in which ML is being identified andestigated

113. The authorities conduct ML investigations but the esults are hampered by a lack of clear
policy direction and capacity. As indicated previously, there is no national AMalipy, internal police
directive, or guidance on ML investigations. WHitere is an operational willingness to investigdile
outcomes are constrained by capacity. The designdle investigation authorities, which are the two
Financial Investigation Units in the CID of the Skianka Police, lack the advanced financial
and forensic skills needed to undertake compleaninl investigations required for complex ML
investigations.

114. The two units were established in 2006 and 20l14edirely with 32 officers under
the command of a senior superintendent. The irgestis of the Financial Investigations Units have
received either basic financial or commercial crinagning, before or after joining the units. Ased, the
CID has requested and received assistance fronklthén conducting financial analysis of suspicious
bank accounts. While such interagency cooperaia@ommendable, it indicates that there is insfiti
staffing within the police units and, more impottgnthat ML investigators in the police units amet
adequately trained to conduct complex financialyais including forensic accounting. Without aasle
policy direction, these capacity constraints renségmificant challenges to effective ML investiguats.

115. The Financial Investigation Units initiate their ML investigations from three different sources
namely: (i) STRs, (ii) referral from other predicate crime investigation units, and (iii) their own
intelligence The following are two tables of ML investigationsitiated from STRs (Table 3.8)
and parallel ML investigation initiated from predie crime investigations and internally within the
financial investigation units (Table 3.9) during thast five years:

Table 3.8: Number and progress of ML/TF Investigaibns originated from STRs

Year No. of | Total Under Pending with | Pending with | Closed Files
ML/TF Investigation | AGD Court
investigation

2010 16/4 20 11 4 1 4

2011 34/5 39 27 0 0 12

2012 26/4 30 28 1 0 1
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2013 25/0 25 25 0 0
2014 43/0 43 43 0 0 0
Total 157 134 5 1 17
Table 3.9: Number and progress of parallel ML inveigations originating from other
predicate crime investigation units and Financial hvestigation Units
Year No. of ML | Under Pending Pending with | Closed Files
investigation Investigation | with AGD Court
2010 1 0 0 0 1 case convicted only on
predicate offence
2011 1 0 0 0 1
2012 15 9 3 1 2 cases convicted only gn
predicate offence
2013 11 9 1 1 0
2014 24 24 0 0 0
Total 52 42 4 2 4

116. The CID relies primarily on STRs (including those JRs that originated from LEAS) to
initiate ML investigations; intelligence from its own agency is provided on an ad hoc basis and not
systematically developed. There have been 157 ML investigations based on STR
intelligence compared to 52 from others sourcefe(rables 3.8 and 3.9 above). Intelligence from-no
STR sources is less regular and systematic. Atig®iinformed the assessment team that, for example
the narcotics bureau might on occasion providevagie information on a predicate crime drug
investigation to the CID for potential ML investigan. However, there is no systematic sharing a@hsu
intelligence. This is true also for other predicatiene investigation departments in the police. {gofice
units share information with the CID for potentidl investigation is more indirect involving theifib of
STR report via the FIU.

117. However, the difference between the numbers providkin the tables above indicate that ML
investigations sourced from within the police are rarginally more successful than investigations
originating from STRs disseminated by the FIU Based on these statistics, in the past five years
five cases (3.18%) out of 157 ML investigationst thaginated from STRs have been submitted to AGD
for advice, resulting in one trial. During the sapeFiod, four cases (7.69%) out of 52 ML invesiigas
derived directly from CID have been submitted to A@r advice resulting in two trials. This is in
agreement with the finding of 10.6 that the curretdndard of STR analysis does not contribute
appreciably to successful investigations or prosecs. In total, the number of completed ML
investigations is low, just nine out of total 2G8ses, or 4.3%, which reflects on the investigatmpability

of the CID, and the intelligence upon which thedstigations have been based. However, the complexit
of the cases and the absence of sufficient ressucoeld likely be other reasons for the low rate
of completed investigations and prosecutions.

(b) Consistency with Sri Lanka’s threat and risk pefind national AML/CFT policies

118. The targeting, conduct and outcomes of ML investigions are not consistent with the major
proceeds-generating predicate crimes, particularhdrug trafficking and corruption. In addition, the
number of ML investigations is small compared to te potential number of ML offences
and associated illicit proceeds generated from thmain predicate offences identified in the NRA.
While the statistics on ML investigations as showntable 3.10 below would suggest a relationship
between ML investigations and the major predicataapre thorough review indicates otherwise. Bbth t
assessment team and Sri Lanka’s NRA have identdred trafficking as posing the greatest ML risk.
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Money laundering investigations on drug traffickimgreased significantly in 2014, however, the g®li
advised that about 95% of the reported drug trifiig cases are drugpnsumptiorncases. Therefore the
increased focus on drug trafficking does not inicany shift in focus on the illicit proceeds
generated from drug trafficking.

119. Furthermore, although the Commission to Investigdliegations of Bribery or Corruption (CIABC)
has completed investigations for 4206 cases ip#se five years and prosecuted over 500 casesoorly
case has been referred to the CID for investigatitmthe ML offence.

120. This is symptomatic of the absence of a nationdlLAstrategy to focus on the key risk areas.
There is closer correlation between human traffigkind people smuggling, and ML investigations.hBot
human trafficking and people smuggling are sigaifitccrimes facing Sri Lanka. While human traffiakin
similar to drug trafficking, is an ongoing challengSri Lanka has had successes in disrupting people

smuggling and associated ML, although only in tewhsML investigations (see table 3.10) but not
ML convictions.

Table 3.10: Breakdown of parallel ML investigationby predicate offence

Year No. of Drug Fraud Human Exchange | Corruption Payment
parallel ML Trafficking Trafficking/ Control Card Fraud
investigations People Violation &
Smuggling Customs
Offence
2010 | 1 0 0 0 0 0 1
2011 | 1 0 1 0 0 0 0
2012 | 15 1 4 6 0 0 4
2013 | 11 1 3 3 1 0 3
2014 | 24 17 5 0 1 1 0
Total | 52 19 13 9 2 1 8

(c) Different types of ML cases pursued

121. Sri Lanka has pursued both self- and third-party bestigations but the majority of the cases
are connected to predicate offences committed mvidini Lanka only. There have been no standalone ML
offences involving professional launderers becafsthe difficulties in prosecuting the autonomous M
offence, even though there is no requirement inRNBLA for ML offences having to be linked to the
predicate offences. Below in table 3.11 is the koieavn of ML investigations, originating from botA' Bs

and parallel investigations, by the type of ML oifes and location of predicate offences:

Table 3.11: Breakdown of ML investigations by theéypes and location of predicate offence

Year | Total no. of | Self- Third party | Self- Yet to be | Predicate Predicate
ML Laundering Laundering and Third- | identified Offence  in | Offence in
investigation Party Sri Lanka overseas

Laundering

2010 | 21 2 6 2 11 21 0

2011 | 40 4 4 2 30 40 0

2012 | 45 13 7 3 22 45 0

2013 | 36 13 3 0 20 36 0

2014 | 67 27 0 0 40 66 1

Total | 209 59 20 7 123 208 1
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122. In all cases, whether self-laundering or third ydandering, there have been no cases of ML
prosecutions of legal persons, and all are napgedons. There have been numerous investigatidagalf
persons including companies and NPOs. Under the AMiny person, including a legal person,
who commits the offence of ML as defined under isect3(1) of the PMLA can be
prosecuted and punished as provided in the saméorsecGiven the issues of capacity, it
would be challenging for authorities to prosecetgal persons, given the challenges to date in putisg
natural persons.

(d) Extent to which sanctions are applied and are éffecproportionate and dissuasive:

123. There has only been one ML convictionOut of the 209 ML investigations conducted betwee
2010 and 2014, the CID submitted only nine casabdAGD for advice, with three cases pending High
Court trial. The only conviction originated from &TR report, which led to a case that started ©920
and concluded in 2013 (details refer to paragrapB).1Authorities advised that three other cases
proceeded to trial for ML in 2010 and 2012 but Mionuictions were not achieved, although
predicate crime convictions were obtained. The ¢owviction rate reflects further on the lack of exjse

in this area — from investigations in evidence gsdttg through to prosecutions and the judiciary.

124. The assessment team met various stakeholders irithinal justice system to understand the low
prosecution and conviction rates for ML. The auities acknowledge that the two main impedimentsaare
lack of a national AML policy and capacity. In tleavironment, the authorities consider that thesyitiof
predicate offence alone is sufficient to show trevigy of the illegal act without adding the ML efice to

the indictment. Authorities stated that they wootshsider framing charges under the PMLA, however if
the accused pleaded guilty or was found guiltytfar predicate offence, proceedings on the ML charge
were terminated. More importantly, the investigataf ML offences often requires more expertise and
longer time to complete the financial investigatidrhe difficulties in conducting ML investigations
in comparison with predicate offence investigatioesder the authorities reluctant to proceed with M
prosecutions, in particular if the case also ineshforeign nationals. Although there is no poliay i
place concerning the ML charge, the AGD has redilike importance of asset recovery in respectef th
proceeds generating crime such as drugs traffickiigle giving advice on the drugs-related ML often

the AGD would also advise the application of fregzorders to avoid the dissipation of the proceeds
of crime.

125. The accused for the only ML conviction was punishveith one-year rigorous imprisonment
and order to pay sum of LKR 7 million (USD 53 2p4n addition to the punishment of the predicate
offences. The punishment does not reflect the tyafithe ML offence and deviates from the applleab
penalty of ‘imprisonment for a period of not leban five years and not exceeding twenty years'theuy

as the accused pleaded guilty to the charges thetigéness of the judiciary cannot be tested hoaigh it

is not uncommon for a trial in Sri Lanka to be dmawut over a long period because of the
overloaded court system.

126. Following are the details of the only ML convictioase in Sri Lanka:

Customer ‘A’is the Secretary of a Death Donati@he3ne opened a savings account in the Bank ‘B’ on
26 August 2009. At the time of account opening,t@uer A stated that his average monthly income was
less than LKR 100 000 (USD 730After the account was opened, Customer A deposit cheque in
value of LKR 7 million (USD 53 294 to his savings account. Subsequently, the furete wansferred to
another bank as several fixed deposit savings ateoBank B then filed an STR because a large
turnover of funds in the account was inconsisteittt the known customer patterns of transacting.

Subsequent investigations revealed that Customem Agollusion with the President of the Death
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Donation Scheme, drew the above cheque from theb@esncontribution fund and deposited it in his

personal account. Based on the STR, the fundsia¢hount of Customer A were suspended by the FIU,
initially for a period of 7 days, which was latettended by the High Court. The case was referradeo
CID for investigation.

On the completion of investigation, Attorney Gethddapartment filed indictments against Customer A
for the following charges.

Provision 456 Penal Code on forgery of a valuabteigty or will
Provision 459 Penal Code on using as genuine adailgcument
Provision 386 Penal Code on dishonest misappraogmiaf property
Section 3 (1) (a) of the Prevention of Money LauirdpAct

pODE

The accused pleaded guilty for all four chargeswids sentenced to one-year rigorous imprisonment fo
the ML charge and ordered to pay a sum of LKR 7ionil(USD 53 294), in addition to two years
rigorous imprisonment each for the other charges.

(e) Extent to which other criminal justice measures applied where conviction is not possible

127. As noted, the authorities have also attempted $ougt criminals from benefitting from illicit
proceeds by prosecuting the predicate offenceL&tka has not provided evidence to demonstrate its
effectiveness in using such an approach. In ang,asgch measures are applied regardless whetlser it
possible or not to achieve a ML conviction.

Overall conclusion on Immediate Outcome 7:

128. Sri Lanka possesses the foundation for an effectivdML system, but to date there has been
limited demonstration of effectiveness with only o@ ML conviction. The ML offence in the PMLA is
technically sound, although with some missing et offences, and there are two designated ML
investigation teams within the police. The low mostion and conviction rates for ML are mostly
explainable by the lack of prioritising AML invegétions through a national AML policy,
and capacity constraints. Sri Lankan authoritied it more expedient to prosecute the predicafienck,

as it is quicker and less challenging given exgsthkills and resources; the same reasoning appliesses
involving foreign nationals. As such, ML investigats relate predominantly to local predicate offes)c
precluding offences committed overseas. Furtherp®reLanka authorities view the punishment of the
predicate offence as sufficient deterrence andtisanevithout the need to consider the additional ML
offence.

129. Sri Lanka has achievedaw level of effectivenessvith Immediate Outcome 7.
3.5 Effectiveness: Immediate Outcome 8 (Confiscation)

a) Confiscation as a policy objective

130. Sri Lanka does not have any articulated national oragency-level policy objectives for
pursuing the proceeds of crime,reflecting the lack of an articulated national AMitrategy. As
mentioned under 10.1, the NRA includes recommeratzitins and once adopted will form the basis of a
national strategy or action plan, including on ésrdtion.

131. Law enforcement agencies such as the Police Nara#iBureau (PNB) and CIABC do not have
confiscation policies/strategies in place to counteML. This is despite the fact that Sri Lanka
acknowledges significant ML threats from narcotmwféences and from bribery and corruption. The
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National Drug Control Board (NDCB) identifies andwés national policies on drug-related issues and
coordinates this amongst relevant agencies su¢cheaBNB and Customs. The NDCB confirmed that it
does not collect or review any data or statistms ML relating to proceeds of drugs offences or use
confiscation as a tool to deprive offenders of itleentive to commit drug crimes or ML related tagir
crimes. The NDCB indicated that it has no immedféas to put this on the agenda. There has nat bee
any confiscation under the PMLA for drug offencgsnilarly, there is no evidence of any policy oljee

on the part of the CIABC to pursue confiscationcdfninal proceeds, instrumentalities or property of
equivalent value for ML relating to corruption amdbery offences. CIABC officials state that they aot
accustomed to considering ML or confiscation of ggeds of ML in its investigations. There is no
indication that CIABC has any plans to focus on Rie or confiscation of proceeds of ML aspect of
corruption and bribery offences in the future.

b) Confiscation of proceeds from domestic and forgigedicates, and proceeds moved to other
countries

132. Generally, Sri Lanka has a sound legal framework fotracing, freezing, and conviction-based
confiscation, for proceeds of crime under the PMLA other than the technical deficiencies identified
the technical compliance annex under RecommendaBi@nd 4.

133. Statistics provided by the Sri Lankan authorities $iow that between 2008 and 2013, only seven
ML indictments were filed, resulting in one ML-related confiscation under the PMLA.Consequently,
the amount confiscated under the PMLA remains lowkR 7 million (USD 53 29%). As the regime for
ML confiscation is primarily conviction-based, tteek of prosecutions and convictions for ML undee t
PMLA severely limits the ability to use confiscatias a means to deprive criminals of their proceéds
crime.

134. The sole ML conviction is in relation to the fralelt use of funds belonging to a trust. The
offender pleaded guilty to charges of forgery amshahest misappropriation of property as well as a
charge of ML under the PMLA. The bank into whicle thaudulently obtained sum was deposited had
filed an STR based on transactions inconsisterit thi¢ known customer pattern. The FIU suspended the
account and referred the matter to CID for invedians. Upon conviction in 2013, the Court ordettesl
offender to pay the State LKR 7 million (USD 53 99deing the value of the funds laundered.

135. Difficulties cited by the Sri Lankan authorities in pursuing assets include the complicated
nature of confiscation proceedings compounded by élack of technical expertiseThe confiscation
proceedings under the PMLA involve the identifioatiof realisable property and potentially numerous
Court applications for freezing and forfeiture aland dealing with claimants’ applications. Ingtanal
problems such as delays in the court process a@ lib challenging to pursue the money launderimd) a
consequently the confiscation aspects of theircaBetween 2008 and 2013, only nine police officers
have participated in training on asset tracing asskt forfeiture. The lack of training opportursti@nd
insufficient staffing resources limit their abilitp pursue asset forfeiture investigation. For gxamthe
CID does not have access to a forensic accountamissist with its investigations, which would be
invaluable for complex ML investigations especiallgere not emanating from the FIU.

136. The AGD has cited legislation other than the PMLA,being section 425 of the Criminal
Procedure Code, where upon conviction forfeiture ofseized proceeds of crime from predicate
offences is also possible but does not appear to jpgrsued. There are no statistics to demonstrate when
and how often this provision has been successtigbd in forfeiting proceeds of crime, as opposed to
routine disposal of items that are not proceedsiofe. As such, it is not possible to gauge thentiura of
assets confiscated by the Sri Lankan authoritiezrder ascertain whether the confiscation framework
relation to ML is an effective one. Statistics tiglg to this provision are not comprehensively neimed
and monitored by the Sri Lankan authorities, furthéicating that confiscation is not pursued gmbcy
objective.
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137. The Sri Lankan authorities did provide some casarges where, although the ML charge was not
pursued, proceeds of crime were confiscated upawiction of the predicate offence. Based on the
examples provided, there have been two cases ingobeven foreigners prosecuted for payment card
fraud that resulted in LKR 3 835 000 (USD 29 900 local and foreign currency being confiscated.

138. In confiscating proceeds of ML relating to narcstaffences, the PMLA would be employed and a
confiscation exercise embarked by CID promptednibgrnal police referral by the PNB. This is doneaon
case-by-case basis in situations where a suspeotvad in a narcotics offence is found to have
unexplained wealth. Since 2006, the PNB has refe2fecases to CID but none of these has resultad in
confiscation under the PMLA. Other laws, such ast@us Ordinance, Excise Ordinance, and the Forest
Ordinance, provide for the confiscation of instrumtadities, but not of proceeds.

139. For predicate crimes alone, Sri Lanka has suspemaeds and properties for cases pending
investigations. In the following tables, Table 3ih2ludes properties suspended for drug traffickinges,
which constitutes the total property amounts fot2@nd 2014, and LKR 185 million (USD 1.4 millfpn
of the LKR 245 million (USD 1.9 milliof) in 2012.

Table 3.12: Funds suspended for cases pending intigation

2010 2011 2012 2013 2014
(end March)

Funds (LKR Mn) 11.47 - 6.15 3.00 -

Property (LKR Mn) - - 245.0( 27.5D 1580.00

140. Sri Lanka has also suspended funds pursuant to 8Resved by the FIU. However, only a fraction
of the amount frozen has been confiscated.

Table 3.13: Funds suspended following STRs received

Year 2008 2009 2010 2011 2012 2013 2014
No. of STRs receive 89 111 246 185 203 366

No. of prosecutions (indictments file - - 2 1 4 -

Funds frozen/suspended (LK 471 Mn. | 42 Mn. | 181.7 Mn107.5 Mn.|1,800 Mn. - 63 Mn
Assets confiscated/forfeited (LK - - - - 2.9 Mn. 7 Mn

141. However, the lack of focus on ML and asset confistan is particularly stark in relation to
bribery and corruption. Although CIABC has completed investigations for @2fases in the past five
years and prosecuted over 500 cases, only onehaadeeen referred to the CID for investigation itht®
ML offence.

142. Section 26 of the Bribery Act allows for the forfeture of the value of the gratification received

so that the recipient of the bribe is prevented frm benefiting from the gratification. However, no
statistics were provided to show how often the fgion is invoked or the value of assets related to
proceeds of bribery/corruption that have been soated under the provision. Statistics of instamdesre
proceeds of bribery and corruption were confiscqiedsuant to section 26 of the Bribery Act are not
comprehensively being maintained or monitored by 81 Lankan authorities, further indicating that
confiscation is not pursued as a policy objectiy¢hze CIABC.

143. For ML, the Sri Lankan authorities do not have anyexamples of asset forfeiture pursuant to
or arising out of international assistanceThis appears to be not just a result of the Srkharauthorities
not pursuing asset forfeiture as a policy objectivat also due to deficiencies in the mutual legal
assistance regime, in particular, being restrigtedts ability to provide assistance for freezingda
confiscation assistance to a limited number of giked/specified countries rather than on the bakis
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reciprocity. The Sri Lankan authorities have alst pursued any confiscation relating to proceeds of
crime in Sri Lanka that relate to foreign predicafiences.

144. However, as CID and AGD gain greater awareness anexpertise in the area, there is some
indication that greater emphasis is being focused no pursuing parallel ML investigation and
consequently this may lead to more prosecution andonfiscations of proceeds of crimeThis is
reflected in the recent statistics relating to Mivastigations that show that CID has identifieceaesal
cases involving drug trafficking, fraud and smuggli where parallel ML investigations are being
conducted and assets are being identified for iingeor have been frozen, with a view to confismati
(refer to table 3.10 above, ‘Breakdown of pardifiél investigation by predicate offence’).

c) Confiscation of falsely or undeclared cross-bord@nsportation of currency/bearer-negotiable
instruments

145. Sri Lanka Customs confiscates cash and other goodkat have moved across Sri Lankan
borders without proper declarations under the Custeons Ordinance.Cases that reveal further offences
are referred to CID to investigate further, andeha@ppears to be robust enforcement of forfeitdirdhe
falsely declared and undeclared goods. Statistimgged by Customs show that in 2014 alone, maaa th
LKR 85 million (USD 647 00f) of undeclared currency and over LKR 5 billion @388 millior) in
undeclared precious metal were forfeited. Mosthefse relate to the illegal import and export ofdgol
Gold, jewellery and gems are restricted items andtrbe declared. The following statistics in Takl®4,
provided by the Sri Lankan authorities, show chosder confiscation figures for 2010 to 2013. While
figures reflect the value to the amount recoveiedioes not reveal how much of the value refers to
confiscated cash assets.

Table 3.14 on cross-border confiscations

2010 2011 2012 2013
Total No. of Cases 6120 4220 5899 7252
Pending Cases 4389 1650 1889 3997
Finalized Cases 406 1528 1962 1454
Amount Recovered (LKR) 126.0 Mn. 188.8 Mn. 193.4 Mn. 21.6 Mn.

146. As noted in the technical compliance annex, in Renendation 4, various legislations provide for
the ability of authorities to manage confiscatedetss however, there was no indication of any forma
structures to effectively facilitate thiglthough the Sri Lankan authorities have identified ML/TF
risks, confiscation results fail to reflect the ML risk assessment.For example, the Sri Lankan
authorities have identified fraud as a predicafermfe generating over LKR 3 billion (USD 22.8 nuitif)

in proceeds of crime. However, between 2008 an@ 20dly 11 out of 39 000 cases relating to fraudewe
investigated for ML, and there is no clear indioatias to the extent to which confiscation procegslin
were pursued for these. The data and statisticsai@otics as well as bribery and corruption casggest
the same.

d) Extent to which confiscation results reflect ML/T$ks and national policy and priorities

147. The low confiscation statistics under the PMLA is aesult of the authorities’ lack of focus on
parallel ML prosecution. Although the Sri Lankan authorities have identifldL/TF risks, confiscation
results fail to reflect the ML risk assessment. &mmple, the Sri Lankan authorities have idemtifraud
as a predicate offence generating over LKR 3 ilfidSD 22.8 milliofl) in proceeds of crime. However,
between 2008 and 2012, only 11 out of 39 000 ceddating to fraud were investigated for ML, andrthe
is no indication that for any of these cases coafien proceedings were pursued. The data andtitati
for narcotics as well as bribery and corruptioresasdicate the same trend.
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148. On the other hand, the confiscation of cash and necash assets under the PTA to counter the
risks relating to terrorism in Sri Lanka is clearly a reflection of the commitment of the Sri Lankan
authorities to prioritise asset confiscation in theimplementation of its national CFT policies and
priorities.

149. The CSTFA provides for freezing and confiscatiohibis rarely used to freeze or confiscate assets
(there are three indictments pending in the Highur€against the Tamil Rehabilitation Organisation
(TRO) in which LKR 89 million (USD 677 0GP and two properties worth LKR 70 million (USD 532
944" has been frozen). Instead use has been made &firtancial Transaction Reporting Act paragraph
15(2)(c) in association with section 425 of the €odl Criminal Procedure, the Public Security Ordte
(PSO) No. 25 of 1947 (as amended) and the PrevewtiolTerrorism Act (PTA) No. 48 of 1979 (as
amended). It appears that the last is currentliseti because it permits confiscation/seizure iedépntly

of conviction on terrorism charges, and the compteagithorities and judiciary are now familiar witie
required processes. Emergency regulations undd¢ioses of the PSO (Gazette 1583/12 of 7 January
2009) that permitted this action lapsed in 2011 wack replaced by equivalent provisions under 92311
the PTA (Gazette 1721/02 of 29 August 2011).

150. Whilst there has been a scarcity of cases undeC8iEFA on TF, freezing and confiscation of
property under the PSO and subsequently the PTAdeas significant since 2007 (with the exception of
2010 when there were no cases — see table 3.1%)belo

Table 3.15: Sri Lanka Police Terrorism Investigation Division Summary of confiscated
property (PSO and PTA)

Land, building, Vehicles Machines & Money Total per year

printing press others
2007 12,209,500 12,209,500
2008 10 000 4,447,700 4,457,700
2009 96,700 000 28,034 00D 35,952,7p3 5,127,p79 165,814,682
2010 0
2011 40 000 000 26,150 00D 9,550 000 39,880,654 115,580,654
2012 312,100 000 10,650 000 16,123,225 78,949,322 417,822,547
2013 28,760 000 160 000 100 000 22,775,127 51,795,127
2014 30 000 000, 12,450 00D 7,950 000 25,677,p81 76,077,581
Total per 507,560 000 77,454 000 86,333,128 172,410)663 843,757,791
property type (USD 6.4 milliorf)

Overall conclusion on Immediate Outcome 8

151. Overall, despite some confiscation by the TID amd @nainly for TF) and Sri Lanka Customs, Sri
Lanka does not demonstrate the characteristics nofeffective system for confiscating proceeds
and instrumentalities of crime. The low rate ofastigation and prosecution of ML offences, couplditi

a lack of pursuit of proceeds of crime through prag investigations, results in low levels cordison

of criminal proceeds and in criminals substantiadtaining their profits of crime.

152. Sri Lanka has achievedaw level of effectivenessvith Immediate Outcome 8.

3.6 Recommendations on legal system and operationaléss

Recommendations:

153. Sri Lanka issecommendedto undertake the following prioritised actions:
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Financial Intelligence (10.6)

The FTRA should be amended to allow CID or policehaive a legal basis to request all relevant
information held by the FIU to facilitate ML andgalicate offence investigations.

The FIU should enhance its operational analysicemores to ensure that essential and critical
information, beyond what is provided in STRs/CTHSIE, is included in the initial analysis stage.

A written information exchange instrument should dstablished so that the FIU can, and should,
access available and obtainable information from fiblice to augment the standard of operational
analysis.

The FIU should use cross-border declaration inftionafrom Customs to enhance operational
analysis.

Comprehensive strategic analysis should be condugyeusing available financial intelligence to
identify emerging ML/TF trends and threats and feraed with relevant stakeholders.

The current FIU electronic database should be ulggkao allow an interface with different databases,
such as police and customs information, and totfom@s an analytical tool.

Staff resources should be increased to allow thd fl cope with the increasing workloads
and upgrade the IT system.

ML investigations and prosecutions (10.7)

There should be a clear national AML policy andigeidirective to focus efforts on combating ML,
informed by the NRA. ML prosecutions should be emaged and facilitated instead of relying on the
prosecution of predicate crimes as deterrence.

More training and resources should be provided te tCID to enhance their ML
investigation capabilities, and staff should beru#ged with appropriate financial investigation liski
particularly in anti-corruption, counter drug tiaking and other areas identified as top-tier riskthe
NRA.

Better coordination should be made between the @I other police and non-police units, to
facilitate parallel ML investigations, particulamy drug trafficking and corruption.

More training and resources should be provided e Prosecutors to enhance their abilities
and confidences in the prosecution of ML offence.

Confiscation (10.8)

61

Promulgate and implement policies and strategiethatnational and operational levels to pursue
confiscation, including repatriation, sharing aadtitution, of criminal proceedmstrumentalities, and
property of equivalent value, in particular for asedentified to by high risk such as drug trafiinck
corruption and fraud.

Develop and increase authorities’ technical expeftid pursue asset recovery.

Aside from CID and TID, other law enforcement agescuch as PNB and CIABC should also be
sensitised to the benefits of pursing asset fanfeitn order to be able to support CID and TIDfe&$
to deprive criminals of their proceeds.

The relevant authorities should maintain and morstatistics relating to confiscation of proceeds o
crime under all asset forfeiture legislation totéetassess the effectiveness of asset forfeitfioet®in
Sri Lanka and to identify the areas where confisocat not being effectively pursued.
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4.

TERRORIST FINANCING AND FINANCING OF PROLIFERATION

Key Findings

Sri Lanka’s counter-terrorism regime reflects highel governmental commitment as well

as

multi-pronged and well-coordinated efforts, withckear and high national-level policy focus pn

deterring terrorist activities especially througbnfiscating the assets of terrorists. This has &

effective in countering the Liberation Tigers ofmiih Eelam’s (LTTE) operations in Sri Lanka.

een

However, it has been less effective in prosecutifigases with foreign elements given the challenges

with international cooperation to obtain evidenggtosecute terrorist financiers. The Public Ségy
Ordinance (PSO) and Prevention of Terrorism ActAPave provided an efficient avenue for 1
authorities to pursue terrorists and their assedisitais evident from the statistics that this averas|
been broadly and effectively used. Notwithstandthgre have been only three TF convictions ur]
the PTA as well as three indictments for the Trewée under the Convention on the Suppressiq
Terrorist Financing Act (CSTFA), with no convict®get.

ri
he

der
n of

High-level governmental coordination has ensured thtelligence sharing, investigation and other
action is taken against re-emerging terrorist arfel threats. This reflects the dedication and

professionalism of the Criminal Investigations Bigh (CID) and the Terrorist Investigation Divisi
(TID), which work effectively with the FIU and othegovernment authorities. Sri Lanka h

DN
as

implemented targeted financial sanctions on UNS@B&71such as UN Regulation No. 2, gazetta| of

the Taliban and Al-Qaida Lists, and 14 subsequemr@ments to December 2014. To date therg
been no positive matches against the Lists. Thimmsistent with the relatively lower TF risk pitef
for Al-Qaida and the Taliban in Sri Lanka.

For UNSCR 1373, Sri Lanka has designated entitidspgrsons, principally those associated with
LTTE. There are some issues with the implementatibfireezing without delay’ to date, but U
Regulations No.1 allow for freezing to be implenashtorthwith upon designation and ex parte. M

significantly, all those designated are based ireiojurisdictions and the authorities have appredc¢

those jurisdictions for support but with very ligtt positive outcomes to date. Eight domestic h
accounts have been frozen based on matches atigrstsignated lists.

However, the lack of implementation of customer dlilggence (CDD) beneficial ownership a
preventive measures undermines the implementafitargeted financial sanctions for United Natig

Security Council Resolutions (UNSCRs) 1373 and 1ZB@mpounding this challenge for UNSC

1373, is that until the amendments were made toRdiulations No.1 on 11 December 2014,
previous freezing requirements did not cover pessmrentities acting on behalf of, or at the diact
of, designated persons or entities.

Sri Lanka has taken effective measures under tl@ &8l the PTA to confiscate assets relate
terrorism. In the seven year period from 2007-2&t4Lanka has confiscated LKR 507.6 milli
(USD 3.86 milliorf) in land and buildings; LKR 77.5 million (USD 59m00") in vehicles; LKR
86.3 million (USD 657 00% in equipment; and LKR 172.4 million (USD 1.3 rioh®) in money. A
total of LKR 843.8 million (USD 6.4 milliof) of LTTE assets was confiscated.

Sri Lanka displays awareness of the risk of norfiprrganisations (NPOs) being used for T

although no outreach or other targeted activiteagelbeen conducted on TF to protect the sectdiisr
regard. Officials advised of plans for such outheabut details were not provided. T
Non-Government Organisations (NGOs) Secretariatceses oversight of the sector and inasmuc
they receive information from those organisatioegking registration, they are able to cond
adequate background checks. However, the sectetmnmt able to effectively monitor and supp
the sector.

has

the
N
ore
h
ank

nd
ns
R
the

d to

No material steps have been taken to implementréhairements for targeted financial sancti
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concerning UNSCRs 1718 and 1737 (and successolutiess) aimed at the Democratic Peoplg’s
Republic of Korea (DPRK) and Iran respectively. Kagyencies are aware of Sri Lanka’s obligation
under those UNSCRs. There is also some awarenessgamthe more sophisticated finangial
institutions.

4.1 Background and Context

154. Significant progress has been made in addressmdetthnical deficiencies identified in the 2006
mutual evaluation report of Sri Lanka. Sri Lanka loeveloped a strong legal framework for countering
TF that is provided by the CSTFA No. 25 of 2005 éasended) and that criminalises TF in accordance
with the FATF standards. There is also other relelegislation such as the Prevention of TerrorAch
(PTA) No. 48 of 1979 (as amended) and the Publicuty Ordinance (PSO) No. 25 of 1947 (as
amended). UN Regulations Nos. 1 and 2 provide #msbfor designation and freezing without delay
mechanisms for UNSCR 1373 and 1267 respectively.

155. Due to the civil war with the LTTE, authorities leamnostly relied on the expeditious provisions in
the PSO and the PTA, and the wide ranging poweyisedis to military and law enforcement authoritites,
pursue and seize property of terrorists and tHbiiates.

156. SriLanka’'s policies in promoting transparency,egrity, and public confidence in NPOs are
provided for in the Voluntary Social Service Orgations (VSSO) Act 1980 (as amended), VSSO
Regulations No. 1101/4 of 1999, and circular issbhgdthe President in 1999. Implementation of the
requirements is overseen by the National SecréfaridNGOs in the Ministry for Defence.

157. Sri Lanka has taken no material steps towards congplvith the requirements of the UNSCRs on
proliferation financing, which is a new Recommetaanot required during the 2006 assessment.

4.2 Technical Compliance (R.5-8)
158. See the technical compliance annex for the fullaiae on these Recommendations.
 Recommendation 5 — Terrorist financing offenceated compliant

» Recommendation 6 — Targeted financial sanctioretadlto terrorism and terrorist financing is
rated largely compliant

 Recommendation 7 — Targeted financial sanctiorseelto proliferation is rated non-compliant

» Recommendation 8 — Non-profit organisations iscg@rtially compliant
4.3 Effectiveness: Immediate Outcome 9 (TF investigatiand prosecution)

(a) Prosecution/conviction for TF activity consistenthaSri Lanka’s risk profile
159. As indicated under 10.1, Sri Lanka has an acute unerstanding of its risks relating to
terrorism and TF, particularly the TF threats relat ing to the possible re-emergence of the LTTE, but
also other TF threats Two key documents, the National Security Strat@gg the non-sanitised version
of the NRA, identify Sri Lanka’s TF risk largely neference to the movement and use of funds wihin
Lanka, funnelled in from funds raised abroad inpgup of potential LTTE activities. Authorities

confirmed to the team during the onsite this undeding of Sri Lanka’s risk, includingt discussions
with the Chief of National Intelligence.
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160. There is a clear and high-level focus on nationalglicy to deter terrorist activities, especially
through confiscating the assets of terroristsThe focus of Sri Lanka’s security and law enfoneat

agencies in relation to TF has traditionally besmthreat from LTTE activities but Sri Lankan authes

are also cognisant of possible TF threats arisiagnfsuch non-LTTE activities as are prevalent imeot
parts of the world.

161. Sri Lanka has a legal framework for the investigatbn of terrorist financing that can impose
effective sanctions, which is the CSTFAThe CSTFA is consistent with Sri Lanka’s obligas under the
International Convention for the Suppression of En@ancing of Terrorism, and was enacted to disable
and punish terrorist financiers and to trace, feesmzd confiscate their assets.

162. To date, there has been no conviction under theF8lecause Sri Lankan authorities have found
it more expedient to pursue prosecutions and @ttions under the PTA, and in limited cases, enmenge
provisions of the PSO. Authorities indicated tHayt are more familiar with the PTA, and that theTEA
initially had significant technical deficienciegjqgr to the two amendments in 2011 and 2013 respdygt
The PTA remains the preferred legislative tool lseaauthorities remain less familiar with the CSTFA
which is more challenging to implement. The PTA,thwits non-conviction based, administrative
mechanisms, is particularly useful in instancesreffaecess to evidence is challenging, such as vthere
evidence or the offender lies abroad and therechaflenges in obtaining international cooperation t
obtain the evidence or the offender.

163. The Sri Lankan authorities have observed that a sigificant number of TF offences have a
foreign connection in view of the involvement of te Sri Lankan diaspora However, as noted under
10.2, both technical and structural deficienciesthe mutual legal assistance regime limit Sri Laska
ability to obtain assistance and evidence to supgad pursue TF prosecutions and confiscations with
significant foreign elements. While the Sri Lankauthorities like the Central Bank of Sri Lanka (QBS
and Ministry of Defence have indicated requestsaigsistance could be affected by foreign jurisoingi

not having designated the LTTE, none of the autiesrishowed any examples of mutual legal assistance
requests, extradition requests or such that had kmected by foreign countries on the basis ofstiatus

of the LTTE.

164. There have been efforts by the Sri Lankan authoritts to obtain evidence through
international cooperation resulting in a handful of successful case3he Sri Lankan authorities cited a
case involving a European citizen based in an Rsieific jurisdiction who was arrested in Sri Larfka

his involvement in TF offences relating to the LT THvidence against the offender was sought thr@ugh
mutual legal assistance request to the Asia/Pajifisdiction and the offender since convicted in S
Lanka under the PTA. Another mutual legal assigamguest, to a European country, resulted in five
LTTE operators being convicted in that jurisdicti@everal other mutual legal assistance and extadi
requests and requests for international assisteglaéing to the participation and financing of LTTE
activities remain in progress and reflect the TI@isgoing counter-terrorist financing engagement on
several fronts. The Sri Lankan authorities alsedcgeveral cases where mutual legal assistancestsqu
were made but assistance is yet to be forthcominigas been rejected. In one case relating to Té, th
foreign authority did not pursue the matter asdiveas no prospect of conviction.

(b) TF identification and investigation

165. There are two designated agencies for TF. Botitbeand the CID in the Sri Lanka Police have a
role in TF investigations and work closely togethis assist in TF investigations, the Attorney Galig
Department (AGD) has assigned four senior prosesutowork with the FIU and CID on TF (and ML)
cases. TID investigates both terrorism and TF a#errelating to the LTTE, while CID only investigat
TF offences that arise from STRs and informatioovjated by national security agencies. The TID is an
offshoot of the CID that was established to ingzge LTTE terrorist and TF activities.
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166. While the division appears to be due to past eveiter than of a functional nature, CID’s focus

on using STRs to uncover TF activity has resulted4 TF investigations. The STRs related to 28%ban

accounts and other transactions. Four of theses aasee referred to the AGD. Of these, one hasded t
three indictments under the CSTFA for TF and isdp@min court. In addition, in May 2014, TID recetv

a referral from the Sri Lankan FIU relating to a 3spect with foreign bank accounts. TID sought and
received further information domestically from tRHJ with respect to the accounts and the Sri Lankan
authorities are now considering seeking furthedence from foreign authorities.

167. TID investigates both TF and other terrorism caseselated to the LTTE, and has identified 59
cases for potential TF-related investigations since006. TID provided the assessors with a list
containing a description of confiscated items (timaudes cash assets as well as vehicles, land and
equipment for use of LTTE activities). The inveatigns resulted in three TF convictions under thé P
that all attracted prison sentences. The Sri Laskehorities provided the following details of thesses:

Table 4.1: Convictions of TF Cases under the PTA

Offence Sentence

Case 1: KR | Providing weapons to the LTTE 10 years imprisonment

Case 2: VB | Providing vehicles to the LTTE 5 years imprisonment

Case 3: GJ | Attempting to procure communication equipment| 1 month imprisonment on 15
the LTTE counts to run concurrently

168. The most significant case arising out of CID's andl'iD’s coordinated investigations is the
TRO case, which disrupted LTTE fund raising flowing into Sri Lanka from abroad. The TRO is a
large transnational NGO established in 2002 ttaéestits purpose as being rehabilitation, resettférand
reconstruction for Tamil refugees. Investigatioegealed that the TRO in Sri Lanka, under the gafse
charitable organisation, directed funds to the LTHA¥E systematically setting up bank accounts in Sri
Lanka to channel in funds on the pretext of impletimg development projects. The TRO headquarters in
Sri Lanka, now closed, operated branch officesuihout Sri Lanka. The TRO is known to have, or have
had, a presence in 17 countries worldwide, namelgiBm, Denmark, Finland, France, Germany, lItaly,
the Netherlands, Norway, Sweden, Switzerland, Séditita, the UK, the US, Australia, Canada, New
Zealand and Malaysia. STR information used by Cid ather evidence uncovered by TID in 2006
resulted in 9 arrests out of which arose 3 indictimeLKR 90 million (USD 685 20 in 177 bank
accounts in 6 local banks were restrained and gulesgly confiscated under the PSO. This investgati
remains ongoing as TRO affiliated organisationsséiteoperating offshore.

169. More broadly, Sri Lankan authorities have been stigating LTTE fundraising activities pre- and
post-2009. Based on evidence provided to the téam, these investigations Sri Lanka has developed a
comprehensive schematic of LTTE financing in theargebefore and after the civil war. These
investigations extended beyond activities linkedspecific terrorist acts. Previously they were ainag
disrupting and defeating the LTTE as an entity, and/ at deterring its re-emergence post 2009. The
international financing network and operatives h#esn identified, including how funds have been
channelled through major international financiahtces, cash couriers, hawalas and NPOs. The past
fundraising activities of the LTTE have also beemwfied, including front organisations managing
legitimate businesses, criminal activities, anddfamsing events from LTTE supporters based overseas
These investigations note that while LTTE financimgivities have been significantly reduced in the
post-2009 environment, they nevertheless stillioolt largely overseas.

170. TID’s investigations in tracing assets relating tderrorist financing include investigating legal
arrangements to uncover beneficial ownership and ks of companies to terrorists and terrorist
financiers where these companies are used to movenfls. TID is able to and has shared relevant
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beneficial ownership information obtained throughinvestigations with other domestic law enforceme
agencies (noting the limitations on beneficial ovgh@ as detailed in 10.5). TID has also sharedhsuc
information with foreign authorities through mutulglgal assistance mechanisms as well as through
intelligence sharing. TID cited two cases wherehsméormation was shared with foreign authoritieatt
contributed to one accused being indicted for ble in facilitating the transfer of funds for th& TE
using his company, and another accused being dexvior TF offences in their respective jurisdiato
(refer 10.2).

(c) TF investigation integrated with and supporting ioatl counter-terrorism strategies and
investigations

171. There are frequent and regular meetings amongstraleant security and law enforcement
agencies, led by the Chief of National Intelligentte assess current terrorism and TF threats, shkscu
significant investigations, develop strategies ahdre intelligence and information. Terrorism tieiade
also studied, in particular the threat relatindhte LTTE. This enables Sri Lanka to prioritise riegtional
counter-terrorism strategies and build strong tagency coordination for counter terrorism effartsSri
Lanka. The Sri Lankan authorities noted that infation provided at such meetings has revealed @ritic
information such as attempts by the LTTE to regraspmng its foreign network. The meetings are then
used to discuss and coordinate strategies to aosubth threats. For example, the Sri Lankan autesri
received intelligence that funds were flowing framEuropean country into Sri Lanka for TF purposes,
legally through NGOs but diverted for military posge. This intelligence was shared and discussedeat
of these meetings and resulted in investigatior@uding a request by Sri Lanka for legal assistanam
that European country.

172. Aside from its investigative functions in relatiom the PTA, TID also coordinates UNSCR 1373
investigations and intelligence gathering, and selvithat the regular meetings are useful to coateliand
disseminate information to support the 1373 lisiva$§ as for outreach efforts with foreign countamg in
relation to the list. The FIU has also used thermftion to freeze bank accounts and assets where
appropriate.

(d) Effective, proportionate, and dissuasive sanctions

173. TID cited three cases where convictions were obthionder the PTA for offenceelating to
terrorism and TF activities. The prison sentenogsoised are reflected in Table 4.1 above.

174. Authorities advised the assessment team duringmisée visit that the PTA is less complicated,
more efficient, and more familiar than the reldipweew CSTFA. The PTA criminalises both terrorisnda
TF activities. However, authorities did not assgrprovide evidence to the assessment team that3é€s
were prosecuted under the PTA beyond the threes gaswided. This small number of cases is not
proportionate to the terrorism activity that hagweed in Sri Lanka in the past, particularly givie
statistics provided that show significant confismatf property and assets using the PTA as wetlass
revealing TF funds flowing into Sri Lanka from abth As such, it is not clear that the PTA is baisgd
widely for prosecution of TF offenders. However,dome degree the low conviction rate for TF is a
reflection of how the PTA is utilised as a relalyvefficient non-conviction based and administrativ
confiscation mechanism made to deter terroristEndctivities by depriving them of their assetsisTis
compared to the more onerous process required ®yCBTFA, whereby the TF offence must be
prosecuted through the judicial system.

175. Under the PTA, where it can be shown that fundsdhabeing used for, or are intended to be used
for, the purpose of a prescribed organisation sscthe LTTE, these funds can be forfeited. TID A@dD
have advised that as of December 2014, the PTAbkas invoked to confiscate LKR 843 757 793
(USD 6.4 milliorf) (provided in Table 3.15 in 108 above), which wéand to have been used or intended
to be used for the purpose of the LTTE.
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176. The effectiveness of the CSTFA is not optimal siagthorities do not readily use it. However, TID
has advised that it is investigating a TF case ithiat looking to indict under the CSTFA, and Clash
indicted three cases under the CSTFA. TID has adsised that although the CSTFA takes longer to and
requires more resources to prosecute and confiscaets, they are shifting their focus to emplay th
CSTFA for future TF investigations. By doing thilse Sri Lankan authorities hope to move away froen t
temporary legislation and employ more permanens laith respect to these offences.

(e) Other criminal justice and other measures to di$fTp activities

177. As explained in detail above, Sri Lankan authoritis regularly apply measures to restrain and
confiscate assets under the PTA as the preferred ited to disrupt TF and terrorist activities
relating to the LTTE. Cases under the PTA are heard by two special £t¢octted in Colombo and
Anuradhapura. These cases are fast-tracked andithost suffer from the delays faced under the lusua
court system. The PTA also contains 10 distincerfes under sections 2 and 3 of the legislation.
Forfeiture of “all property movable and immovablef the offender is available upon conviction. In
addition, the PTA provides for confiscation of @ssand property used or intended to be used for the
LTTE without conviction. Thus, the legislation isde enough to cover a broad range of terroristitiets

and property, beyond TF and proceeds, instrumersofits of crime, in order to disrupt terroriitiaity.

Overall conclusion on Immediate Outcome 9:

178. Sri Lanka's counter-terrorism regime reflects highel governmental commitment as well as
multi-pronged and well-coordinated efforts, whicstbeen effective in countering the LTTE’s operatio

in Sri Lanka before and post 2009. It has beendésstive in prosecution of terrorist financiefthaugh
has had successes in disrupting the financingf.itfeke PTA and the PSO have provided an efficient
avenue for the authorities to pursue terroriststhpd assets, and it is evident from the stasstiat this
avenue has been broadly and effectively used. fRignt sums of funds and assets (USD 6.4 mifjion
have been confiscated under the PTA and the PSiS.réthects the focus and dedication of the CID as
well as the TID, and coordination of the variousL®mkan authorities. Notwithstanding, there hasrbeo
conviction for the TF offence under the CSTFA antydhree indictments and three TF convictions unde
the PTA. There remains broad room for improvemsath as greater focus on prosecution by increasing
the use of the CSTFA through improving infrastauetand expertise. The team considered all thasess

in arriving at the rating and balanced the deficjemelating to the low number of prosecutions and
convictions (core issue 9.1) against the succesdfaits of the Sri Lankan authorities in relatianthe
remaining core issues, in particular core issu8sa@d 9.5 on sanctions and other disruptive measure
respectively.

179. Sri Lanka has achievedsabstantial level of effectivenes$or Immediate Outcome 9.
4.4 Effectiveness: Immediate Outcome 10 (TF preventmeasures and financial sanctions)
(@) Implementation: UNSCR 1267 and UNSCR 1373

180. Sri Lanka has appointed competent authoritiesUNISCR 1267, being the Chief of National
Intelligence, and UNSCR 1373, the Secretary toMin@stry of Defence and Urban Development. Both
are appointed by the Minister of External Affaifie offices of the competent authorities are sujgldoy
the Ministry of Defence, as approved by the Cabafiédlinisters of Sri Lanka, including the coordiimat
with relevant departments, such as the FIU.

181. Sri Lanka has implemented UNSCR 1267 (and its sucesor resolutions) with changes to the
UN Taliban and Al-Qaida Lists coming into effect donestically at the same time as the lists are
changed by the UN This is consistent with best practice as thegalbilon is automatic. Further, for public
information changes to UN Taliban and Al-Qaida &iste published in the Government Gazettee
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Taliban and Al-Qaida Lists were first published bh June 2013, and an amendment published on 16
August 2013, after UN Regulations No. 2 of 2012 wesle on 31 May 2012. Since June 2013, there have
been 14 amendments published by way of Gazetteoupet end of 2014. The gazettal is public and
accessible to all financial institutions (FIs) addsignated non-financial businesses and professions
(DNFBPs). Further, a directive was issued by themetent authority under sub-regulation 16(3) of UN
Regulations No. 2 on 13 October 2013. This directieals primarily with electronic communication of
updates of the Taliban and Al-Qaida Lists to refezxgovernment agencies and reporting entities.uzrc
02/13 of 29 October 2013 was issued by the FlUidenked banks and licensed finance companies.
Circular 02/13 states that freezing is effectivesagn as the UN Security Council announces the sarhe
designated persons and entities. This deals with reporting institutions are provided with timely
information about updates to the Taliban and Ald@diists. The FIU also provides monthly updates on
any amendments to the Taliban and Al-Qaida Lisfsemncial institutions.

182. Sri Lanka authorities have identified and documenbe funding network of the LTTE from 1987
to 2014, including the key actors based overseasy Thave identified three funding sources: front
organisations conducting legal businesses; profied criminal activities such as drugs and human
smuggling; and donations. Further, authorities hadantified the channels for remitting funds from
jurisdictions where they have been raised, inclgdinrough the banking sector in major international
financial centres, and then to the LTTE. The subsefidesignations under UNSCR 1373 (see below) are
based on evidence gathered from investigations aveubstantial period of time, including financial
investigations and intelligence sharing to lift tresl of secrecy surrounding LTTE financing.

183. For UNSCR 1373, on 21 March 2014 Sri Lanka designedl 16 entities and 424 natural persons
through Gazette No 1854/41, pursuant to regulatiod(2) of the UN Regulations No.1The designated
entities were identified by a working group chailgdthe Chief of National Intelligence that meetsekly

to consider this issue among others on counteortem, ensuring that designation involves coordidat
input from relevant law enforcement and nationaluséy agencies. The desighated names include the
LTTE and affiliated organisations based oversedm [Ist includes a substantial number of names of
natural persons residing overseas — none are nésié&ri Lanka — including those previously invedy
with the LTTE. From the perspective of addressimglLanka’s ongoing TF risk, the list is targeted at
persons providing ongoing financing support tolth@E.

184. While the designations were made pursuant to régolad(2) of UN Regulations No.1, this
regulation does not impose a freezing obligatibe;fteeze obligation is under regulation 5. Newaddss,

the freeze order is required to be gazetted “foittiivand ex parte upon designation under reguladi(®).
While UN Regulations No.1 allows for designatiorddreezing to be gazetted at the same time, thereby
avoiding any transposition delay, implementatiod dot occur simultaneously because the freeze order
was not issued until 22 May 2014 via Gazette N®b3135. Given the press coverage of the initial
designations issued in March 2014, there was aavinaf opportunity for designated persons and estiti

to move their funds. The mitigating factor for tigghe fact that all designated persons are bagedeas,
and, except in those few jurisdictions that haveigieated the LTTE, the affiliated organisations and
natural persons are operating legally and wouldhast been subject to targeted financial sanctioasy
event.

185. Furthermore, Fls (banks, securities and financenbases) were only advised on 24 June 2014 via a
directive (Circular No. 02/14) issued by the FIU itaplement UN Regulations No.1 and Gazette
Notifications No. 1854/41 dated 21 March 2014 armd N863/25 dated 22 May 2014. This was issued to
facilitate implementation as the freezing obligatcame into effect upon the gazettal of the freeder on

22 May 2014, as noted previously. The directivérutied Fls that in the case of a match of a cust@sh
with the particulars of the designated list, the Flust prevent designated persons from conductigg a
transactions and freeze all funds, other finarasakts, and economic resources without delay.

186. Despite these issues, the banking sector displaygdneral awareness of its obligations with
regard to targeted financial sanctions This is not true for other financial sectors adFBPs, which
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have not implemented any systematic screening ragstin the banking sector, for persons and entities
designated under UNSCR 1267, they have been incaigmbinto the banks’ monitoring systems. In many
cases, banks use externally provided software @gifans to screen records against the sanctidss fier
designations under UNSCR 1373, designated names &ldo been added to the banks’ monitoring
systems. There have been no positive matches agam$JNSCR 1267 Taliban and Al-Qaida lists but
eight individuals have had their bank accountsdmolzased on the UNSCR 1373 designations. Autheritie
advised of ongoing investigations but no detailsenprovided to the assessment team. While it is a
positive development that bank accounts have bexer, the other channel that has been used for TF,
that is, the informal remittance sector, remaingetable.

187. For UNSCR 1373, Sri Lanka has approached jurisdicons in which designated persons or
entities are located for them to consider designatg the persons and entities designated by Sri
Lanka. The designated list includes the LTTE and indigild, persons and entities associated with the
LTTE; the former of which some jurisdictions havieeady designated. These approaches have been
through formal diplomatic channels, principallydbgh contacting foreign diplomatic missions baged i
Sri Lanka. Authorities advised that some response received seeking further information, or pdiv
explanations of those other jurisdictions’ desigraprocesses. The lack of sufficient evidenceattisty

the requirements of other jurisdictions was memtas a hindrance to receiving fruitful respongds.
completion of the onsite, no jurisdiction has deaigd in response to Sri Lanka’s request. Sri Lanka
subsequently made amendments in Gazette ExtraoydMa 1892/37 of 11 December 2014 to UN
Regulation No.2, under regulation 4(B), that wilbyide comprehensive requirements for the competent
authority to include more information and particalan support of any request to a foreign State to
designate any natural or legal person, group dtyaesignated by the Minister under the regulatidri
Lanka views the 1373 designations as also havihgterrent effect within Sri Lanka.

188. More importantly, while banks have implemented snnmeg against the UNSCRs 1267 and 1373
lists, the lack of CDD beneficial ownership implentegion and significant gaps in the implementatién
preventive measures (refer 10.3 & 4) fundamentaltdermines the implementation of targeted financial
sanctions. As discussed under 10s 3 and 4, impl&tien in non-bank Fls has been limited, and tihas
been no implementation of preventive measures enONFBP sectors. Even for the banking sector, it
would be very challenging to delve further into astomer’s identity to check whether the ultimate
beneficial owner is a designated person/entity. @mmding this challenge is that until the amendmsent
were made to UN Regulations No.1 on 11 Decembe#d 2B& previous freezing requirements did not
cover persons or entities acting on behalf of taha direction of, designated persons or entities.

189. Sri Lanka has not proposed any designations tdJthéSanctions Committee in respect to UNSCR
1267 (and its successor resolutions) because ndtasentified thus far any natural person ortexgithat
could have been linked with Al-Qaida or the Talib&n Lanka has mechanisms in place for identifying
targets for designation based on the process esedtty for the UNSCR 1373 designations.

(b) Not-for-Profit Organisations

190. Sri Lanka has not implemented a uniformly strategicapproach to monitoring the NPO sector,
conducted meaningful outreach or exercised materiabversight in dealing with NPOs that are at risk
from the threat of terrorist abuse. Although Sri Lanka applies an intelligence-baseditosing system
to NPOs (see Recommendation 8 in the technical tange annex), it is undermined by regulatory
deficiencies in the legal framework, including iffstient empowerment for the authorities to compel
registration of NPOs or to apply sanctions for laEledministrative compliance.

191. The Non-Government Organisation Secretariat, whichis responsible for registering NGOs
and monitoring their activity, has a good level ofunderstanding of the risks associated with NPOs
and TF, in part as a result of NPOs such as the Tamil Rétagion Organisation (TRO) raising funds for
the LTTE. Sri Lanka acknowledged the risk posedN§yOs in its NRA and has identified certain
categories within the sector as posing higher bstause of their affiliations and operational lmoa in
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Sri Lanka. As identified at Recommendation 8 in @ Annex, Sri Lanka has not yet undertaken a
comprehensive review to understand the NPO sdaiduding of its risks. While Sri Lanka is espebjal
sensitised because of the conflict with the LTTtEhas not addressed this risk through any measured
substantive approach.

192. Sri Lanka’s understanding of the risk TF poses RON is reflected by the decision to move the
NGO Secretariat from within the Ministry for Soctécurity to within the Ministry of Defence, in 201
This decision was taken due to the case of the WMRlixh arose in 2006.

193. The oversight of NPOs, their registration and namyg, is assisted by the secretariat's placement
in the Ministry of Defence where it is able to haugstantial checks conducted on individuals thinoug
vetting by the office of the Chief of National Ifiigence (via the TID), including against UNSCR ¥26
and 1373 lists. Whilst it is not mandatory to régiswith the secretariat, banks will not open actsu
unless the NPO is registered, being an inciderffattearising from individual bank policy, not from
legislative requirements. Banks do not appear fbyaghis policy to NPOs registered as companiesiléVh
there is incentive to register and to lodge anmeglrns in order to gain and retain tax concessitre
nature of voluntary registration results in an imgbete understanding of the size of the sectorthadize
and dynamics of the sector's finances, both intewnal and domestic. Furthermore, those NPOs
registered as limited liability companies under @arporations Act, that are performing NPO actigti
through which there is significant money passing aot subject to those checks ordinarily being
performed on NPOs. Amendments are proposed to tbkintary Social Services Organizations
(Registration) Act No. 31 of 1980 to make registratcompulsory and extend the coverage of NGO
regulation.

194. The sector is aware of the administrative rolehef iGO Secretariat but not of its role in protegtin
the sector from abuse by terrorism financiers. Sheretariat advises that it has not undertaken any
outreach regarding TF but in light of the new THuieements in the draft amendments to the VSSO, it
will likely do so in the future. Practically, thexgoing military presence in the north and eastrof. &nka,
coupled with ongoing monitoring processes, provides high level of scrutiny of any new NPOs alid a
NPO activities as the authorities seek informat@mm who is working there and why, alert to any
association with LTTE or other terrorism activities

(c) Deprivation of assets and instrumentalities relatied F activities

195. Effectiveness of freezing and confiscating in tbatext of criminal investigations and prosecutions
of TF are considered at 10.8.

(d) Consistency with overall TF risk profile

196. Implementation of targeted financial sanctions folUNSCR 1373 is consistent with Sri Lanka’s

TF risk profile. The major TF risk is from funds raised abroad foteptial LTTE activities and as such
the UNSCR 1373 designations are targeted at ingivgdand organisations all based offshore that the
Sri Lankan authorities believe have known linkshe LTTE.

197. Sri Lanka’s sensitivity to the NPO sector, its @pito conduct thorough background checks of
those NGOs that register with the NGO Secretaaiad, its targeted approach in investigating TF are i
keeping with the overall TF risk profile. Howevehe deficiencies outlined above are at odds with th
risks identified by authorities, who in turn, irapke of policies to govern and protect NPOs and robee
comprehensive appreciation of the dynamics and rBinas of the sector, rely on military and other
intelligence to guard against TF in the NPO sector.

198. Deprivation of assets and instrumentalities reldatedierrorism cases demonstrates more outputs,
and these are in keeping with the risk profile.

Overall conclusion on Immediate Outcome 10:
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199. Sri Lankan authorities have taken tangible actitmsmplement targeted financial sanctions to
prevent terrorists from raising, moving and usingds. The freezing obligation under UN Regulations
No.2 occurs immediately upon designation by the &victions Committee and inclusion on the Taliban
and Al-Qaida Lists. Amongst FlIs, only the banksyehamplemented screening as required based on
commercially provided sanctions list screening paogs, and effectiveness is undermined by gaps in
implementation of CDD beneficial ownership obligais. Moreover, as discussed under 10s 3 and 4,
implementation in non-bank FIs has been limited) Hrere has been no implementation of preventive
measures in the DNFBP sectors. To date there has be positive matches against the Taliban and
Al-Qaida Lists, which is consistent with Sri Lankaklatively lower TF risk profile for Al-Qaida arbe
Taliban.

200. For UNSCR 1373, Sri Lanka has designated entitielspersons, principally those associated with
the LTTE. The lack of screening beyond the bankiagtor and poor implementation of CDD beneficial
ownership and preventive measures also undermtieeisnplementation of targeted financial sanctiars f
UNSCR 1373. More so, because until recent amendnmatle to UN Regulations No.2 on 11 December
2014, the freezing requirements had not coveresbperor entities acting on behalf of, or at theaion

of, designated persons or entities. Nevertheleght bank accounts have been frozen based on nsatche
against the designated lists. Sri Lanka displayaremess of the risk of NPOs being used for TFpatsh

no outreach or other targeted activities have lbeewducted on TF to protect the sector in this régéhe
NGO Secretariat exercises oversight of the settowever, the secretariat is not able to effectively
monitor and support the sector.

201. Sri Lanka has ow level of effectivenes$or Immediate Outcome 10.
4.5 Effectiveness: Immediate Outcome 11 (PF financiarstions)

(@) Implementation - UNSCRs combating of financingrolfiferation

202. There are no formal sanctions against the finanahdhe proliferation of weapons of mass
destruction. An advisory committee is to be esthigld under the United Nations Act No. 45 of 1968 to
undertake work in this area comprising the MinisifyExternal Affairs, AGD, Customs, Atomic Energy
Commission, Legal Draughtsman and Ministry of &estiThe FIU, with its familiarity with the
international standards has also advised the MEA&roLanka’s obligations in this regard. As noted i
10.2, there is generally good coordination amomglgvant Sri Lankan agencies but no coordinateidract
on proliferation financing (PF) sanctions has bizden yet.

(b) Designated persons and entities

203. Sri Lanka has not yet taken any steps to identifyunds or other assets of designated persons
and entities under UNSCRs 1718 and 1737 (and thoaeting on their behalf or at their direction) to
prevent such persons and entities from operating oexecuting financial transactions related to
proliferation .

(c) Understanding and compliance by financial institas and DNFBPs

204. The larger FIs in Sri Lanka demonstrated awarenésise international obligations regarding PF
and are utilising standard internal processes tmptp with these, in particular the international
institutions. The smaller domestic institutions @MFBPs did not have exposure to the requiremerds a
were less confident about the compliance requirésrfen targeted financial sanctions relating tafining

of proliferation.

(d) Monitoring the compliance of financial institutioaad DNFBPs

205. Sri Lanka is not monitoring compliance by Fls andABPs in regards to PF, as there is currently
no requirement to apply targeted financial sanstiorthis regard.
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Overall conclusion on Immediate Outcome 11

206. Key agencies are aware of Sri Lanka’s obligatiodeurthe relevant UNSCRs to implement those
requirements. There is also some awareness amtirggshore sophisticated FIs. However, no material
steps have been taken to implement the requirenfentsargeted financial sanctions concerning the
UNSCRs relating to the combating of financing dflieration.

207. Sri Lanka has ow level of effectivenes$or Immediate Outcome 11.

4.6 Recommendations on Terrorist Financing and Finanarof Proliferation

208. Sri Lanka issecommendedto undertake the following prioritised actions:

Authorities should use the CSTFA to prosecute ithentiers of terrorism.

Invest in technical expertise to be able to pursume TF prosecutions and asset confiscation
proceedings under the CSTFA.

Maintain data and statistics in relation to assettrained and confiscated that relate specifidaliyne
financing of terrorism.

Support effective implementation of targeted firiahsanctions for TF by:

— implementing all aspects of targeted financial §ane pursuant to UNSCR 1267 and 1373 as
required by Recommendation 6, and

— establishing effective supervision of FIs and DW¥SBor targeted financial sanctions.

Implement measures to address the requirementseocbri®@mendation 8, particularly build a solid

framework of preventive measures to apply to tidBE®s that account for a significant portion of the
financial resources under control of the sectod ansubstantial share of the sector’s international
activities, and deliver outreach to NPOs regardirgrisk and requirements for NPOs per the new
legislative amendments.

Take material steps to implement targeted finangsaictions concerning UNSCRs 1718 and 1737
relating to the combating of financing of prolifdca. These steps should include effective supenvis
and monitoring of compliance.
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5.

PREVENTIVE MEASURES

Key Findings

Since the last mutual evaluation report in 20064, l8mka has made progress in promulgating
enforceable rules under the Financial Transact®eporting Act (FTRA) to enhance the level |of

compliance across financial sector. Efforts madeumorities to increase the level of understanding
and awareness among financial institutions (Fls)adgo commendable. However, significant gaps still
exist in prescribed requirements on a number of &®as such as customer due diligence (CDD),
politically exposed persons (PEPSs), high-risk coast internal controls, correspondent bankingewir
transfer and money or value transfer service (M\VE®)ong others. These gaps inhibit the effective
implementation of preventive measures acrossrahftial sectors.

Based on onsite meetings, financial institutiorfals{) level of understanding of ML/TF risks and
obligations is variable across sectors and withiseator, across institutions. In general, while |Fis
exhibited some understanding of such risks andgatins, there is lack of a comprehensive r|sk-
based approach in understanding, addressing anth taktigating measures, which is a significant

gap. Capacity issues (both technical capability dwehan resources) also remain a challgnge
especially in the context of FIs having a large hanof branches and a widely dispersed geographical
reach and client base.

While there are some basic requirements in the FTé&tAdesignated non-financial businesses and
professions (DNFBPSs), there is neither implemeoatior supervision of any AML/CFT preventiye
measures, and this is a significant and fundameail There is no, or very minimal, understanding
and appreciation of ML/TF risks in the sector adlae lack of any kind of implementation efforts.
This should be a priority area for Sri Lanka, goiogvard.

5.1 Background and Context

(a) Financial Sector and Designated Non-Financial Besses and Professions (DNFBPs)

209. The financial sector in Sri Lanka consists of barksurance companies and intermediaries, stock
exchange, stockbrokers and dealers, and other @il as licensed finance companies, authorized
moneychangers, MVTS providers.

73

i. Banking Sector:The banking sector, regulated and supervised b #rgral Bank of Sri Lanka
(CBSL) comprises of licensed commercial banks (LCBsd licensed specialized banks (LSBS)
which accounted for 56.7 per cent of the finans&dtor’'s assets as at end 2013. The level of bankin
sector assets relative to GDP was 68.5 per ceat aad 2013. At the end of 2013, there were 33
licensed banks including 24 LCBs and 9 LSBs. Ofttitel LCBs, twelve were foreign bank branches.
Out of all banks, 21 were domestic banks comprising2 LCBs and nine LSBs as at end 2013. The
Sri Lankan banking sector remains concentrated femvamajor banks and the six largest local LCBs
are identified as being systemically important iy €BSL. Just over half of the assets of the bankin
sector are accounted by the two largest LCBs, whrehstate owned. Foreign representation of the
banking sector is relatively low in market shares i& the case with most other jurisdictions, the
banking sector is important from an ML/TF risk pegstive.

ii. Securities SectorThe securities sector is regulated by the Secsiritied Exchange Commission
of Sri Lanka (SEC). The Colombo Stock Exchange (CBEthe only licensed stock exchange
operating in the country. As at end of March 20there were 15 member firms and 15 trading
members (commonly referred to as ‘broker firms’eigiing in the CSE. In addition, 16 custodian
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banks providing custody services to clients wererajing on the CSE. As at end of March 2014, 293
companies covering 20 sectors with a market capatadn of approximately LKR 2500 billion
(USD 19 billiorf) were listed on CSE. The CSE’s market capitalimativas equivalent to 32.4% of
GDP according to the 2013 data. The number of aggranits trusts as at December 31, 2013 stands
at 62 with net asset value at LKR 54 billion (USDL4nillion®).

iii. Insurance Sector:The insurance industry is governed by the InsurdBeard of Sri Lanka
(IBSL) established under the Regulation of Insueatr@ustry Act No. 43 of 2000. There were 21
companies operating as insurers under the Act #isea¢nd of the year 2013. Total assets held by
insurance companies were only 3.5 per cent ofdted assets of financial sector in 2013. Total gros
written premium generated by companies amountedki@ 94.4 billion (USD 719 milliof) and
industry grew by 8.39 per cent in 2013 comparet #ie previous year.

iv. Other Financial Institutions: Other financial sector institutions comprise bo#igulated and

informal sector. Regulated sector comprises ofnBeel finance companies, specialized leasing
companies, authorized moneychangers, non-bank primi@alers, authorized money brokers, e-
money services providers, rural banks, thrift armdoperative societies, while informal sector
comprises informal MVTS providers, informal monenders, informal pawn brokers and informal
microfinance institutions. Regulated institutionee econsidered less vulnerable to ML/TF risks
compared to informal sector institutions. Withire thector, Sri Lanka considers informal MVTS as
having highest vulnerability in ML/TF framework Wihigh structural risks and low control measures.

210. A snapshot of relative size of the financial sectmstituents is as follows in Table 5.1.

Table 5.1: Financial sector — size by organisatiohgrouping

Financial Institution % of Total Assets % of Total Regulator/SRB AML/CFT
Deposits Supervisor
Licensed Banks 55.8 91.9 CBSL FIU and CBSL
Licensed Finance 4.9 6.2 CBSL FIU and CBSL
Companies
Primary Dealers 1.5 n/a CBSL FIU
Specialized Leasing 15 n/a CBSL FIU and CBSL
Companies
Rural Banks 0.9 1.8 DCD FIU and DCD
Thrift and Credit 0.0 0.2 DCD FIU and DCD
cooperative Societies
Insurance Comp. 3.3 n/a IBSL FIU and IBSL
Stockbrokers/Dealers 0.2 n/a
Unit Trusts 0.3 n/a
Mkt. Intermediaries 0.3 n/a SEC/CSE FIU and SEC
Credit Rating Agency. 0.0 n/a
Central Bank 154 n/a n/a n/a
Contractual Savings 15.9 n/a CBSL,
Institutions Department of FlU
Labour
100 100

211. DNFBPs that operate in Sri Lanka are casinos, estdte agents, dealers in precious metals and
stones, lawyers and notaries public, accountardstiarst and company service providers. The lack of

relevant statistics (such as on the size and nuwiiastitutions, intensity and value of cash tatons,

key products, services and clients served, numbdrvalue of predicate or ML/TF offences involving
DNFBPs) hampers meaningful assessment on the aléteand specific ML/TF risks posed by DNFBPs

within Sri Lanka’s financial system.
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i. Casinos: The Department of Inland Revenue confirms thatelae five casinos operating
in Colombo. These casinos pay the relevant taxélsetdepartment of Inland Revenue based on
self-declared profit submissions. The casinos oortito operate on an unlicensed basis, as the
Casino Business Regulations Act 2010 has not bemught into effect, neither has a competent
Ministry been appointed to administer the Act. Bre Lankan authorities are not able to provide
any reliable estimates on the turnover or volumdrafisactions of the gaming industry as the
casino operators are not subject to any form ofile¢gry reporting, but confirm that casinos are
frequented mainly by foreigners. The assessmemh teaited a casino during the onsite and
confirmed operations are relatively small scalee NRA considers casinos to be of higher risk to
ML given the high use of cash for purchase of ghliifigh exposure to high-risk clients, which are
identified as PEPs and tourists and absence oflatgns and implementation of AML/CFT
measures.

ii. Real estate agentsThere are no available estimates on the numberabfestate agents as
there is no authority or self-regulatory body (SR&ponsible for regulating the real estate sector.
The Registrar General's Department acts as thengape of land registries. Based on increasing
volume of transfer of ownership transactions thatragistered in 45 Land Registries across Sri
Lanka, the country's real estate sector is vibramd growing. In 2009, 748 086 deeds were
registered with the Land Registries, increasinguer 1.3 million deeds in 2011, while a total of
951 746 deeds were registered in 2013. The Sridmmakithorities assert that the sale and purchase
of land and property is negotiated by many pariresuding real estate agents and property
developers, through finance companies or througbctiinegotiations between buyer and seller.
The government has introduced measures to prahibdisale of land to foreigners effective from 1
January 2013 but it is unclear what mechanisms have been lesfietl to monitor and enforce this.
Similar to casinos, the NRA considers the real testector to be of higher risk to money
laundering given the absence of a prudential réguiend AML/CFT supervision, and incidents of
ML investigations relating to the real estate irtdus the last five years.

iii. Dealers in precious metals and stonesDealers in precious metals and stones are
regulated under the National Gem and Jewellery évitth Act no. 50 of 1993, with the National
Gem and Jewellery Authority (NGJA) serving as thauistry’s regulator. In 2013, 6 565 and 4 429
licences were issued by the NGJA for gem mining @®ih dealing respectively. The Sri Lanka
Gem and Jewellery Association was established ir? 20 act as the industry association for the
sector. The export value of gem, jewellery and diads is LKR 55 billion (USD 418.7 milligi,
representing 4.3% of exports and equivalent to@dport invoices as reported to the NGJA. The
NRA reports that most of the transactions withia dountry are cash-based and that majority of
the clients are foreigners, with no ML investigagoreported in relation to dealers in precious
metals and stones.

iv. Lawyers and Notaries The Sri Lankan authorities estimate the numbetaofyers at

12 000. Legal professionals in Sri Lanka are regdldy the Supreme Court, which determine the
eligibility criteria for issue, renewal (and revdicm) of practising certificates and imposes ruas
conduct through Gazettes. The Bar Association oL&nka acts as the SRB for the profession.
Notaries are governed by the Notaries Ordinancé&hl administered by the Registrar General's
Department (RGD). Notaries provide conveyancingises, with a total of 10 352 practising
notaries registered with the RGD in 2013. Of th&s888 are lawyers, while 364 notaries are not
lawyers. The NRA considers notaries to have lowosype to foreign and high-risk customers, but
does not elaborate on the basis for this asses$yagand professional judgment. There have been

5 http://www.reuters.com/article/2014/10/21/sri-ladland-foreigners-idUSL3NOSG5NB20141021

75 Anti-money laundering and counter-terrorisafining measures in Sri Lanka - 2015



cases of ML investigations reported in relatioritte legal profession and notaries in the last five
years.

V. Accountants There are a total of 10 254 professionally qiedifaccountants in Sri Lanka,
and the relevant professional bodies inform thatelare other non-professional members who are
degree holders, higher national diploma holders pawd qualified students who also serve as
accountants. It is unclear how many of these adeots fall within the scope of DNFBPs as
defined by FATF. There are several professionalidsodhat offer professional accounting
qualifications and serve as SRBs for their respectiembers — Institute of Chartered Accountants
of Sri Lanka (ICASL), Chartered Institute of Managent Accountants of the United Kingdom
(CIMA), Association of Chartered Certified Accounta (ACCA), Association of Accounting
Technicians of Sri Lanka (AAT) and Certified Managet Accountants of Sri Lanka (CMA).
ICASL members account for the highest percentagguefified accountants (45%), followed by
CIMA (29%) and CMA (23%). The members are goverhgdhe Acts, regulations, by-laws, and
code of ethics of their respective body. The SnkaaAccounting and Auditing Standards Act No.
15 1995 restricts the conduct of external auditspefcified businesses only to members of ICASL.
The authorities assert that most of the clientaaountants are low risk and comprise mainly of
local residents, but it is unclear whether thighis case on the ground as no AML/CFT supervisory
activities have been conducted to validate thisragsion.

Vi. Trust and company service providers (TCSPs)TCSPs are required to be registered
with the Registrar of Companies (ROC). As at 30 &olber 2014, there were a total of 4 485
TCSPs registered with the ROC, that is, 4 123 cowyscretaries and 362 auditors. The NRA
asserts that exposure to foreign clients is lowrtmutlata is available to validate this assumption,
rather, it was based on professional judgementrelThave been ML investigations involving
companies and business structures over the lasyéars.

(b) Preventive Measures

212. Sri Lanka's legal framework for preventive measusefaid down in the FTRA. The AML/CFT
measures applicable to Sri Lanka’s Fls are contiaiiméhe FTRA for thirteen categories of Fls desigual

by the FATF. Obligations under the FTRA are apjtlieao ‘institutions’, a term that includes persamsl
entities engaged in finance business and desigmetedinance businesses and professions. The FTRA
requirements include basic know-your-customer (KM@ CDD measures, record keeping, suspicious
transaction reporting (STR), including tipping @fhd safe harbour, and the requirement to appoint a
compliance officer.

213. Sector-specific rules as provided under the FTRyeHaeen issued for different constituents of the
financial sectors separately. Thus, detailed reguents and obligations are set out in KYC/CDD rules
issued to licensed banks and finance companieskistukers, insurance companies, and authorised
moneychangers (though these requirements do Hgtrfiglet the standards in a number of areas asuset o
in the technical compliance annex). These KYC/CDI@g are enforceable means because they have been
issued by competent authorities pursuant to theA MAth mandatory language and sanctions for non-
compliance as contained in the FTRA, and sanctiange been applied for violations. These Rules are:

 Know Your Customer (KYC) and Customer Due Diligen¢zDD) Rule No. 1 of 2011 and
Amendment in 2012 for Licensed Banks and Registdrathnce Companies (‘Financial
Institutions’)

* Rules on Know Your Customer (KYC) & Customer Dudidgince (CDD) for the Securities
Industry of 28 December, 2007

* Rules on KYC and CDD for the Insurance Industrt bfSeptember 2008
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* Rules of 31 January 2013 for all Authorized Mondafiging Companies

214. While the FTRA contains broad CDD requirementsprédeeping and reporting obligations and
internal control procedures for both FIs and DNFB®sdate no specific rules have been issued for th
DNFBP sector, which remains outside the implemertabf AML/CFT preventive measures and
supervision. Non-bank MVTS providers (such as tbst ®ffice and other permitted entities) that sexrse
inward remittance agents of foreign MVTS providé&sch as Western Union) are also not subject to
detailed CDD or other preventive obligations.

215. The FIU has drafted Financial Institutions (Customiee Diligence) Rules 2014, addressed to FIs.
These rules are expected to substantially impriwee technical compliance requirements relating to
customer identification, ongoing due diligence, amted and ongoing customer risk assessments,
measures for identifying and managing PEPs comsistéth the new FATF Standards, correspondent
banking, wire transfer rules and new technologypmgnothers, as applicable to such institutions.séhe
rules, however, are yet to be issued, as the mltaronsultation process is still ongoing as stdigd
authorities.

(c) Risk-based exemptions or extensions of prevengasumes
216. Sri Lanka is yet to adopt a risk-based approaclefemption or extension of preventive measures.
The recommendations contained in the NRA were atilaiting formal approval by the FIU Advisory
Board, including the proposed actions to addressdéntified deficiencies as on the date of ongité.
As covered under Recommendation 1 in the techwi@alpliance annex, specific AML/CFT obligations
exclude certain institutions (rural banks, coopeeasocieties) and not all elements of the relevakiF
Recommendations are required to be implemented$warid DNFBPs. The basis for these exemptions is
not based on proven low risk of ML/TF or their nré&ikty.
5.2 Technical Compliance (R.9-23)
217. See the technical compliance annex for the fultaiesse on these Recommendations.
* Recommendation 9 — Financial institution secrewysles rated largely compliant
Customer due diligence and record keeping
 Recommendation 10 — Customer due diligence is radeecompliant
 Recommendation 11 — Record-keeping is rated lampatypliant
Additional measures for specific customers andviixs
* Recommendation 12 — Politically exposed persoratéd non-compliant
 Recommendation 13 — Correspondent banking is raiaecompliant
* Recommendation 14 — Money or value transfer ses\viiceated non-compliant
» Recommendation 15 — New technologies is ratedgigrtompliant

 Recommendation 16 — Wire transfers is rated nonptiant

Reliance, controls and financial groups
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* Recommendation 17 — Reliance on third partiestesiraon-compliant

* Recommendation 18 — Internal controls and foreiganthes and subsidiaries is rated partially
compliant

 Recommendation 19 — Higher-risk countries is ra@a-compliant
Reporting of suspicious transactions

* Recommendation 20 — Reporting of suspicious tramsecis rated compliant

* Recommendation 21 — Tipping-off and confidentiaigyated compliant
Designated non-financial businesses and profesgiDN$-BPs)

* Recommendation 22 — DNFBPs Customer due diligencatéd non-compliant

* Recommendation 23 — DNFBPs Other measures is pat#idlly compliant

5.3 Effectiveness: Immediate Outcome 4 (Preventive Meas)

218. Since the adoption of the last MER in 2006, SriKaamas taken steps to implement the FTRA
(which came into effect during onsite visit of tlast assessment team) and the applicable rulesdissu
subsequently. However, the FTRA and the rules @idreadequate to require FIs and DNFBPs to fully
implement preventive measures effectively. Thig isesult of a combination of factors and challenges
including those resulting from inconsistent or latlenforceable obligations in a number of key araad

for constituents as further elaborated in subsequemagraphs. Sound and effective implementatitortsf

on the basis of ML/TF risks across sectors are afso preliminary stage, as the NRA has recentgnbe
completed and is yet to be formally approved athattime of the onsite and its recommendations are
therefore work in progress.

219. Furthermore, rules issued for FIs do not fully addrthe key technical requirements relating to
enhanced CDD, beneficial owners, PEPs, corresponggmking, wire transfer, internal controls and
procedures, and higher-risk jurisdictions amonghThis has had a cascading impact on implenientat
and effectiveness.

(&) Understanding ML/TF risks and AML/CFT obligationsdaapplying mitigating measures

220. Since its inception, the FIU has conducted a numbesf awareness raising programs and one-
on-one meetings with constituents across sectors &mhance their levels of understanding of the
AML/CFT requirements as contained in FTRA and secteal rules. The awareness raising is not based
on the results of any formal risk assessmentspitihe general risk of ML/TF occurring through driads

or terrorists abusing vulnerabilities in the finehcsector. This certainly has contributed to aalro
appreciation of ML/TF obligations by various constints of the financial sector and to building thei
capacity, though market participants underscoreel mieed of further guidance and engagement.
Understanding of broad ML/TF risks and measureslegéo mitigate them vary across sectors and within
a sector, across institutions. Financial institogi@s a whole did exhibit some understanding of T¥L/
risks, especially the risk posed by drug traffiskand the Liberation Tigers of Tamil Eelam (LTTEhd
mitigating measures (though varying across sectaesgn in the absence of the NRA results beingemad
available to Fls.

221. DNFBP Sector: The absence of comprehensive, enfoatde AML/CFT obligations for the
DNFBP sector and the absence of any implementatids a major concern.As mentioned, there are
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STR reporting, recording keeping, basic CDD andrimdl control requirements in the FTRA for DNFBPs.
However, despite the presence of such obligatiot®e 2006, there has been no implementation ofthos
requirements. No detailed AML/CFT rules have besued for any of the DNFBP sectors. Casinos and
real estate agents lack a market entry regulaihame not yet been subject to any AML/CFT supemis
and enforcement of requirements by the FIU. Dealergrecious stones and metals, lawyers, notaries,
accountants, and TCSPs, have not been subjectther eiffsite or onsite AML/CFT supervision or
enforcement by the FIU as the designated supervisare is a low level of awareness, understandiny
appreciation of ML/TF risks, even at a general lewgthin the DNFBP sector as a whole. The sectoa a
whole expressed an earnest need to initiate eff@rtsuilding capacity and awareness programs.

(b) Requirements on CDD and PEPs

222. Requirements stated under FTRA and rules do not fuy address the standards and hence it
results in major technical deficiencies,particularly in areas such as identification amdification of
beneficial ownership, of person purporting to amtthe customer, keeping CDD information up to date
and relevant, application of CDD on existing custosron the basis of materiality and risk, enharce®
measures across all sectors in case where ML/KB &g higher, risk profiling of clients, among ath
result in uneven implementation and is often suljgthe discretion and level of understanding afket
participants. This has had a cascading impact fectefe implementation of CDD measures across s&cto

223. Lack of consistency and uniform application is andter area of concern as requirements vary
across sectors. Rules containing detailed CDD elents have not been issued to all sectofen issues
such as beneficial owner definition, measures tntifly customers that are legal persons or legal
arrangements, timing of verification, simplified ODneasures among others). Therefore, the signtfican
technical deficiencies coupled with inconsistentiuisements across sectors have led to regulatory
uncertainty and challenges as regards expectdtiomsmarket participants.

224. FlIs interviewed by the assessment team demonstrateiémentation of basic CDD using the
documents prescribed by the FTRA and rules, ancedomplementation of beneficial ownership checks,
irrespective of the lack of specific enforceablgquieements. Such implementation varies across isecto
and within sectors, across institutions, dependipgn the level of sophistication and internal narms
Onsite inspection reports made available to theszssent team confirmed the implementation of basic
CDD practices, although there have been certaiticidaties especially relating to enhanced CDD,
beneficial ownership, full CDD documentation etcrass financial sector.

225. Banks met during the onsite displayed a more stiphisd approach to CDD. Within the banking
sector, foreign banks and domestic private banksnaplementing measures beyond mandated obligations
with international banks implementing higher, hosugervisor and group requirements. Foreign market
share in the banking sector, however, is relatil@ly Two state-owned banks account for over hathe
assets of the banking sector. These two bankshalg® the most branches throughout Sri Lanka. Based

a comparative review of onsite inspection repamplementation of preventive measures in non-bask F

is generally lower than required under the FTRA @D directives.

226. Both authorities and Fls reported that rejectiotadiness with customers due to incompleteness of
CDD happens in accordance with the risk appetitd e risk tolerance of the particular institution,
though it is unclear if such decision is informeg dpecific ML/TF risks in the absence of consistent
understanding across institutions. Generally, agtapening or conduct of business with customer is
refused if the institutions are not satisfied vtk data provided by them.

227. Significant technical compliance shortcomings undee effectiveness of implementation of
requirements relating to PEPs. Even without excsenf essential requirements across sectors, Fls
generally consider PEPs as significantly high-osktomers from their perspective. While there isegal
understanding and appreciation of PEPs and coméspgp risks, implementation of requirements rekatin
to PEPs is uneven across sectors. The generah@sdin CDD are also applicable to PEPs. At a broade
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level, written AML/CFT policy documents of most tife FIs contain reference to PEPS, risks posed by
them and requirement to involve senior managemergstablishing business relationship with PEPs.
However, implementation efforts to proactively itBnPEPs, fully understand, address and mitigesesr
posed by such business relationships and to corehltanced CDD were not found to be adequate
commensurate to the risks. Lack of guidance andficktion from authorities on PEPs is also an
inhibiting factor for effective implementation.

228. Overall, authorities seem to be aware of theseessand in response the draft Financial Institutions
(Customer Due Diligence) Rules, 2014 have been dtated by FIU. These rules are expected to
substantially improve, at least, the technical ciienpe requirements relating to customer identifirg
ongoing due diligence, enhanced and ongoing custoisie assessments, measures for identifying and
managing PEPs consistent with the new FATF Staisddrde draft rules in their existing form provide
further direction on the risk-based approach thabibe followed by FIs. The rules intend to pribsecr
obligations for Fls regarding implementation ofeimtal policies and controls for determination of a
customer as PEP, approval of senior managemerstéblsh or continue business relations, identgyin
source of funds and wealth and conduct of enhanngding monitoring of business relationships. These
rules, however, are yet to be issued, as the isteonsultation is ongoing.

(c) Record Keeping

229. Generally, the FIs seem to have strong record kggmiactices in Sri Lanka. CDD, transactions and
other records are kept by FIs for a period londgemtthat required under the standards. The onsite
examinations conducted by the FIU did not reveal significant compliance failures and generallys FI
seem to have strong systems, processes and preseduyslace to comply with record keeping obligasio
Many of the larger institutions also have automatgstems to keep CDD information in electronic fatm
for easy retrieval. In case of the DNFBP sectothiabsence of any specific enforceable obligatemd
supervision, no indicators exist to demonstrateatffe implementation of record keeping measures.

(d) Correspondent banking

230. As set out in the technical compliance annex, igarit technical deficiencies exist on the issue of
correspondent banking. These relate to the absaheey explicit requirements for banks and finance
companies to understand the AML/CFT responsilgitté each Fl, or to obtain approval from senior
management before establishing new corresponddatioreships. Requirements relating to 'payable-
through accounts' are also missing and rules depetifically prohibit dealing with shell banks. W¢h
Fls seem to exercise some diligence in establistuicty relationships, the effectiveness of impleatzor

is, inhibited due to lack of specific enforceabldigations. Interviews with private sector and istty
associations indicated that even without cleargalibns, to some extent implementation is achieasd,
foreign banks tend to follow their own global ripkactices. Secondly, establishment of correspondent
banking relationships by domestic banks with iriéional banks results into AML/CFT assessment by
such global banks, which even without domesticgathions, seeks to enhance the level of implememtati
to some extent. That said, such indirect effortsefthancing the level of compliance do not fullyleets
implementation challenges.

(e) New technologies

231. Sectoral rules have identified certain scenaritectmnic cards, preloading of credit cards, ingern
banking and online sale of insurance policies)viiich banks, finance companies and insurers should
apply enhanced measures. While different sectostitoants seem to put processes and structures
(including approval through senior level commitdeas place before the launch of a new product, no
specific ML/TF risk assessment is carried out Irsath cases. This is reflective of the absencgpetific
obligations to assess the ML/TF risks associatétd mew products, technologies, delivery channets an
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practices across the financial sector. The dradisraddressed to FIs prescribe more detailed emeints,
though as stated earlier these are yet to be issued

() Wire transfers rules

232. While KYC/CDD rules impose very limited obligationte incorporate information pertaining to
originator, in the absence of a specific requiretmigris unclear to what extent Fls verify it focauracy.
Other technical deficiencies identified with redpetwire transfer rules such as, inclusion of by
information in cross-border wire transfer, verifica of information pertaining to customer whererthis

a suspicion of ML/TF, among others have also hadszading effect on effectiveness of implementation
Financial institutions tend to follow their own lnsss practices and policies in accordance witin tven
risk management systems and procedures. Intervieitys private sector indicated that the business
practices, procedures and risk monitoring mechasishrglobal entities with which domestic banks/non-
bank MVTS providers have a tie up, indirectly letm enhanced compliance at the ground level
domestically. However, this does not seem to fufiget the implementation requirements owing to
absence of direct obligations.

(g) Targeted financial sanctions relating to TF

233. Competent authorities and Fls (notably banks) are gnerally aware of their obligations with
regard to targeted financial sanctions.Systems and procedures are in place for promutreftec
dissemination of UNSCR 1267 Taliban and Al-Qaidstd.ito authorities and Fls, and there seems to be a
comparatively better understanding and appreciatbrobligations amongst the banking sector, as
compared to other FIs and DNFBPs. However, theve baen problems with implementation of UNSCR
1373 as the designations and freezing via the gawetre done separately with a gap of a few morats,
not forthwith and ex parte as required under UNWRa@gns No.1. Despite these challenges, repretbemta
from the banking sector met during the onsite amtlisf positive matches and freezing actions taken
against recent 1373 designations (LTTE-relatedgmsraind entities) but no matches against the 1867 |
Given the gaps in CDD implementation among all @isd no implementation by DNFBPSs), particularly
on beneficial ownership, it is not clear how wdl Bre identifying customers that may be actindpehalf

or under the direction of those on the UNSCRs 126F 1373 designated lists. Onsite inspection report
have not delved into this level of implementatidnasgeted financial sanctions.

(h) Higher-risk countries identified by the FATF

234. The absence of any clear requirements or guidanceykauthorities is an inhibiting factor with
regard to steps to be taken by FIs while dealing @i such situations.Financial institutions, especially
the foreign ones having their own risk managemgstesms and policies have some procedures to carry
out such risk assessments while on-boarding clientextending business relationships. However, the
same cannot be said to be a practice across board.

(i) Suspicious Transaction Reporting Obligations arpifig Off

235. Overall, FIs are generally aware of their obligatims to file suspicious transactions reports with
the FIU. The FIU has also made significant efforts to geteerecessary awareness and build capacity
with the financial sector to make STR filings, whimdicates an increasing trend, at least in thekibg
sector as a whole. However, there is under-regpdiross sectors that affect the quantity and tyuadi
information acquired through reporting obligatioifiere has been no reporting from DNFBPs and very
low levels of reporting from the non-banking finaleector. Given the risks identified by the asssnt
team and in Sri Lanka’'s own NRA, this is a sigrfit gap, particularly in relation to casinos, tkalr
estate sector and precious gemstones dealers. Wifdkenation contained in STRs submitted generally
includes relevant and accurate information, poddigtrelevant information from outside of the bami
sector is not being provided to competent auttesitat least through this reporting mechanism.
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236. The following table, 5.2, reflects the STRs fiknghade by different constituents of the financial
sector:

Table 5.2: STRs filed per financial sector

Year 2010 2011 2012 2013 2014
Licensed Banks 77 76 126 267 451
Licensed Finance Companies 7 9 9 4 -
Insurance Companies 1 4 6 - 1
Stockbroker Firms 2 2 3 1 -

237. Data captured in the above table can also be @ebint the following chart:
Chart of table 5.2: Total STRs received 2010 to 201

Total STRs

M Licensed Banks
M Licensed Finance
Companies

[ Insurance Companies

M Stock Broker Firms

238. There seems to be a greater appreciation of STigatioins in the banking sector vis-a-vis other
sectors, as reflected by the above chart. For ebeardpring 2010-14, banks have filed 950 STRs, evhil
STR number for finance companies, insurance corspaanid stockbroking firms stands at 29, 11 and 8,
respectively for the same period (with no STRsmtp014 from any other FIs). No other financialteec

or DNFBP institution has submitted an STR durirg} Byears. The relative greater share of bankkeas
predominant contributor to STR filing can be weliderstood and appreciated in the context of the
banking sector’'s share in the overall economicvagtof Sri Lanka. Nevertheless, it is also clesonf
discussions with market participants during theitenshat the absence of adequate and effective
transaction monitoring systems across institutior@y be contributing factors to less than the adequa
reporting from all segments. Likewise, with too huemphasis or reliance on personal relationships in
certain cases especially in the securities sedh@revcomfort seems to be drawn from the fact thents

are known to financial advisors personally. Thidéspite the fact that PEPs are considered asificigt
source of ML/TF risks by FIs and DNFBPs.

239. The inconsistency of reporting is further amplifieg an analysis of reporting within sectors. While
in the case of 25 commercial banks, 19 have ma t;me STR during the last five years (whichilk st
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comparatively low), out of 48 licensed finance camies, only three have made any STR filings during
last five years. The filings for insurance (3 ofi2@) and stockbrokers (3 out of 29) for the saregqu
also reflect an uneven level of reporting obligasiovithin sectors.

240. Authorities are making efforts to enhance the l@fewareness and understanding of obligations by
the Fls and a general need expressed across thewas for more guidance and typologies of genemati
of red flags for reporting STRs. Further efforte aeeded to improve the feedback and guidancesto Fl
across sectors and to individual institutions agargs their STR filing obligations and measures to
improve the quality of STRs made.

241. Reporting institutions generally seem to be awdird@ir obligations with regard to tipping off and
authorities have indicated no specific concerrnis tegard.

() Internal AML/CFT Controls

242. Authorities have put in place some requirementsh wigard to internal controls and foreign
branches and subsidiaries. However technical gapsin, which have had a cascading impact on
effectiveness of implementation. For example, tla@eeno explicit requirements to have independedit a
function to test the AML/CFT systems across finahsiector. Financial groups are not required toehav
group-wide programmes and measures against AML/@k there are no specific requirements for Fls
across financial sector to apply additional meastwemanage ML/TF risks in case host country dags n
permit implementation of home country AML/CFT me@su Banks and other FIs in certain cases exercise
their own discretion and judgement based on their assessment to deal with such issues but thabtan
be said to be full effective across all segmenthefmarket.

Overall Conclusions on Immediate Outcome 4

243. Since the last MER, Sri Lanka has taken a numbsteps to put in place preventive measures in
the financial sector, but significant gaps remaimniplementation primarily because of ongoing téchin
deficiencies in a number of key areas such as CBERs, correspondent banking and wire transfers,
internal controls and high-risk countries etc., amothers. Implementation is relatively more matiare
the banking sector than other parts of the findneégtor. There has been no implementation in the
DNFBP sector of even the basic preventive requirgsie the FTRA. The sector seems to be vibrant and
sizeable and hence lack of implementation effoais dnserious impact on overall level of compliance.

244. Furthermore, FIs’ level of understanding of ML/TiBks and obligations is variable across sectors
and within a sector, across institutions. In geheshile Fls exhibit some understanding of risksdan
obligations, there is lack of a comprehensive baked approach to understanding, addressing amgj tak
mitigating measures, which is a significant gap.

245. Authorities seem to be aware of these concerndane formulated draft CDD rules to help address
them. Apart from this, capacity issues (technicabw-how, human resources and systems) across
institutions are also a challenge and would needbé¢o further augmented to ensure effective
implementation. This will include a mechanism forplementation of risk-based approach, transaction-
monitoring systems, risk-profiling procedures etc.

246. Sri Lanka has achievedaw level of effectivenessith Immediate Outcome 4.
5.4 Recommendations on Preventive Measures

247. The following recommendations are made on preventieasures (10 4):

* Ensure that all the constituents of the DNFBP seftasinos, real estate agents, dealers in
precious stones and metals, lawyers, notaries,uataots and trust and company service
providers) are brought within the ambit of the AMIET regulatory framework in terms of the
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FATF standards. Undertake steps to ensure thaettier is aware of ML/TF risks, implements
effective AML/CFT obligations and takes a risk-bdisagpproach to mitigating these risks
effectively.

* Issue the necessary rules to FIs under the FTRAawtiew to address fully the existing gaps in
applicable obligations on preventive measures. EEnsonsistent understanding and application
of key requirements across financial sector onessuch as CDD, PEPs, beneficial ownership,
high-risk countries, wire transfers requirements et

* Ensure that all the constituents of the finanaggtasr (including non-bank MVTS providers and
authorized money changing companies) are subjedtlitset of obligations with regard to
preventive measures.

» Ensure issuance of necessary guidance to Flslobaised approach to be followed by them for
identifying, addressing and mitigating ML/TF ridleced by them.

* Improve the feedback and guidance to Fls acrogsrseand to individual institutions within a
sector as regards their STR filing obligations.
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6. SUPERVISION

Key Findings

e The FIU is significantly under-resourced in itserals the primary AML/CFT supervisor of financ
institutions (FlIs) and designated non-financialibesses and professions (DNFBPs). Conseque
the FIU has not implemented nor supervised therf€iaa Transactions Reporting Act's (FTRA’
AML/CFT requirements for DNFBPs.

e There is a distinct lack of clarity on the functoand accountabilities between the FIU and therg
prudential supervisory authorities, which also haveole in AML/CFT supervision of Fls und
their respective purview. No mechanisms for coatiam or collaboration between the FIU and

relevant supervisory authorities with respect toniwoing of FIs’ compliance to AML/CFT

requirements, be it on a on a risk-informed basistlverwise, has been established.

e There is no risk-based approach to AML/CFT supemisSupervision conducted by the FIU a
supervisory authorities on FIs is mainly rule-basedh no specific focus on products, clien
channels, or institutions that have been identifieghosing higher ML/TF risk.

e The formulation of the national risk assessmentANR 2014 was timely in addressing gaps
supervisors’ understanding of ML/TF threats andnethbilities in the financial sector b
significant gaps remain with respect to DNFBPs.t&at risk assessments in the NRA have
manifest into the application of a risk-based apploto supervision of FIs by the FIU
supervisory authorities.

e Supervisory authorities lack clear powers to préweiminals and their associates from holding
being the beneficial owner of, a significant or woling interest in some FIs and all DNFBPs.
addition, certain high-risk sectors are not subjextany fit-and-proper assessments of
responsible persons.

* None of the casinos in operation has been licenaddr the Casino Business Regulations Act 2
and no competent ministry has been appointed toraster the Act. Not all DNFBPs are subject
adequate fit-and-proper requirements in accordaitbeFATF Recommendations.

e The absence of detailed know your customer/custoduer diligence (KYC/CDD) rules an
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overarching framework for AML/CFT supervision ini anka.

e A range of remedial and enforcement actions areseg@ by the FIU but sanctions for breache
FTRA provisions do not appear to commensurate thighlevel of non-compliances observed an
focused primarily on breaches by the banking sedtbe sanctions imposed have not been
effective in improving the level of compliance teet AML/CFT requirements in FIs across
sectors, while no efforts have been taken to eaf6RA requirements on DNFBP sectors.

* The FIU should be commended on driving and fag¢ititathe conduct of AML/CFT awarene
activities for Fls and other supervisory authositidut significant gaps remain with respect
DNFBPs. No written guidance has been issued by tddo improve understanding on supervis
expectations and sectoral ML/TF risks.
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better allocating their scarce supervisory resautoereporting institutions, products, serviceg or
delivery channels that have been identified asngokigher ML/TF risks. This includes extending
supervisory coverage to higher-risk DNFBPs and tteeall DNFBPs. The lack of clarity in the
functions and accountabilities between the FIU atiter supervisory authorities should also|be
addressed for more optimal use of scarce supeyviespurces.

6.1 Background and Context

248. Sri Lanka's FlIs are regulated through sector-spet#gislations such as the Banking Act 1988,
Finance Business Act 2011, Securities and Exch&@wmamission of Sri Lanka Act 1987, Insurance
Industry Act 2000 and the Exchange Control Act 19%Be Central Bank of Sri Lanka (CBSL) is
responsible for the prudential supervision of lgesh banks, licensed finance companies, specialised
leasing companies and authorized moneychangersinSheance Board of Sri Lanka (IBSL) serves as the
prudential supervisor for insurers and insuranceerinediaries while the Securities and Exchange
Commission of Sri Lanka (SEC) is responsible f@ ginudential supervision of stockbrokers and chpita
market intermediaries.

249. Section 15(1)(e) of the FTRA empowers the FIU toction as the AML/CFT supervisor for all
reporting institutions in Sri Lanka. In relationttus, s.18(1) of the FTRA provides the FIU, or g&yson
authorised by the FIU, with the mandate to exanhe books, records and affairs of any reporting
institution to ensure compliance with the Act. Idddion, s.23 of the FTRA also requires relevant
supervisory authorities to regularly monitor coraplie to the Act by reporting institutions underirthe
respective purview and to report any non-compliaocde FIU. With respect to the financial sectmth

the FIU and the sectoral supervisory authoritiesdoat AML/CFT supervision, with the FIU serving as
the primary AML/CFT supervisor for Fls and DNFBRghile rural banks and cooperative societies are
broadly scoped in as designated Institutions utitePrevention of Money Laundering Act (PMLA) , and
are regulated by the Department of Cooperative Dpweent, they are outside the scope of specific
AML/CFT obligations and supervision by the FIU. TBepartment of Cooperative Development has
issued a Circular on know your customer/customer diligence (KYC/CDD) on 8 August 2014. Rural
banks and cooperative societies were instructednaplete a Client Identification Form using a twagp
template attached to the Circular, including a klistcfor requesting and recording basic informatin

the purpose of account opening, the source of fumqgsected volume of monthly deposits, occupatio,
documents used to verify identity and address ettient. However, the circular is not legally enciable,
and serves more as guidance.

250. While the FIU is empowered to function as the AME/NCsupervisor for DNFBPs, there has been

no progress in extending more prescriptive KYC/CRIes on the sector, beyond the provision in the
FTRA, since Sri Lanka’s mutual evaluation in 2006ere are licensing authorities or self-regulatory

bodies (SRBs) for dealers in precious metals andes{ the accounting profession, lawyers, notaries
public, and to some extent, trust, and companyicemproviders. Of concern, the casino and realtesta

sectors remain unregulated.

251. Table 6.1 below lists the relevant regulator and§Rand corresponding AML/CFT supervisory
authorities for FIs and DNFBPs in Sri Lanka:

Table 6.1 Institutions, regulators & AML/CFT supervisors for reporting institutions in

Sri Lanka
Sector No. of RIs Regulator/SRB Subject to AML/CFT
(2013) KYC/CDD Supervisor
Rules
Licensed Banks 33 Bank Supervision Yes FIU (and
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Sector No. of RIs Regulator/SRB Subject to AML/CFT
(2013) KYC/CDD Supervisor
Rules
Department (BSD), BSD)
CBSL
Licensed 48 Department of Yes FIU (and
Finance Supervision of Non- DNSBFI)
Companies Bank Financial
Specialized 10 Institutions (DNSBFI), No
Leasing CBSL
Companies
Non-Bank 7 Public Debt Department No FIU
Primary Dealers (PDD), CBSL
Authorized 68 Exchange Control Yes FIU (and
Moneychangers Department (ECD), ECD)
CBSL
Rural Banks 36 Department of No FIU (and
Cooperative DCD)
Development (DCD)
Thrift and 9,571 DCD No FIU (and
Credit DCD)
Cooperative
Societies
Insurance 21 IBSL Yes FIU (and
Company IBSL)
Stockbrokers/ 37 SEC/CSE Yes FIU (and
Dealers SEC)
Unit Trusts 15 SEC/CSE Yes FIU (and
SEC)
Market 74 SEC/CSE Yes FIU (and
Intermediaries SEC)
(includes Margin
Providers,
Investment
Managers,
Underwriters,
Clearing Houses
and Credit Rating
Agencies)
Contractual 174 CBSL, Department of No FIU
Savings Labour
Institutions
E-Money 2 Payment and Settlement Yes FIU
Service Department (PSD),
Providers CBSL
Casinos 5 None No FIU
Real Estate Not available None No FIU

" Contractual savings institutions sector, or theesapnuation funds sector, consists of the Employeessident Fund (EPF),
which is the largest systemically important supetetion fund in Sri Lanka, the Employees’ Trust #UE&ETF), the Public
Services Provident Fund (PSPF) and the 171 ApprBviedite Provident Funds (APPFs).
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Sector No. of RIs Regulator/SRB Subject to AML/CFT
(2013) KYC/CDD Supervisor
Rules
Agents
Dealers in 6,565 gem mining National Gem and No FIU
Precious Metals| 4,429 gem dealing Jewellery Authority
and Stones
Lawyers 12 000 (estimate) Supreme Court/Ba No FIU
Association of Sri Lanka
Notary Public 10,352 Registrar General’'s No FIU
Department
Accountants 14,254, of which:|  Various professional No FIU
- 4,608 (ICASL) accounting bodies —
- 000 (CIMA) ICASL, CIMA, ACCA,
- 2,330 (CMA) CMA, AAT( Association
- 316 (ACCA) of Accounting
— 4,000 (AAT) Technicians of Sri
Lanka)
Trust and 4,485 of which: Registrar of Companieg No FIU
Company — 362 auditors
Service - 4,123 company
Providers secretaries

252. The FIU is the primary AML/CFT supervisor for allsfand DNFBPs, and is authorized to designate
other authorities to oversee AML/CFT supervision tieeir respective sectors. The sectoral superyisor
(CBSL, SEC and IBSL) are also responsible for @nguthat FIs under their purview comply with the

FTRA and KYC/CDD rules. Table 6.2 below summari#&s supervisory resources available in the FIU
and other supervisory authorities for purpose ofiiteoing compliance with AML/CFT requirements:

Table 6.2: Summary of Supervisory Resources for AMICFT Supervision of FIs and DNFBPs

in Sri Lanka
Authority Sector Number of Supervisors
as at end-2013
Financial  Intelligence  Unit All FIs (and DNFBPs) 1 Deputy Director, 8 officers
CBSL from Intelligence Management

and Data Analysis Sections in
FIU

Bank Supervision Dept., CBSL

Licensed Banks

24 st&ftatutory Examination
24 staff — Continuous Supervisid

n

Dept. of Supervision of Non

Bank Fls, CBSL

- Licensed Finance Companies and

Specialised Leasing Companie

20 staff — Onsite
22 staff — Off-site

Exchange Control Dept., CBSL

Authorized Moneychasge

9 staff

Securities

and
Commission of Sri Lanka

Exchange

Stockbrokers, Unit Trusts,
Capital Market Intermediaries

10 staff
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Insurance Board of Sri Lanka Licensed insurersiasuarance 12 staff
intermediaries

6.2 Technical Compliance (R.26-28, R.34, R.35)
253. See the technical compliance annex for the fultaise on these Recommendations.

« Recommendation 26 — Regulation and supervisionir@ntial institutions is rated partially
compliant

 Recommendation 27 — Powers of supervisors is @angliant
 Recommendation 28 — Regulation and supervisionNFBPs is rated non-compliant
* Recommendation 34 — Guidance and feedback is patieicilly-compliant
 Recommendation 35 — Sanctions is rated partialypt@nt

6.3 Effectiveness: Immediate Outcome 3 (Supervision)
(&) Measures to prevent criminals and their associf@® entering the market

254. Supervisory authorities lack clear powers to prevencriminals from holding, or being the
beneficial owner of, a significant or controlling nterest in some Fls and all DNFBPsThese include
finance companies and specialised leasing compasuéisorized moneychangers, non-bank money value
transfer services (MVTS) providers and their agestsckbrokers, capital market intermediaries, Irura
banks, cooperative societies, casinos and reakesgents. This is a material concern as all teestors
have been assessed as higher risk in Sri Lanka’. IRR-and-proper requirements apply to sharehslder
with material shareholdings in banks and CBSL caetslohecks on the financial standing of sharehslder
of legal persons with material shareholdings inksarHowever, it is unclear how far CBSL goes to
identify and assess fithess-and-propriety of ultenbeneficial owners of banks in Sri Lanka as no
evidence was provided in support of this.

255. Compliance with fit-and-proper rules by directors and senior management of FIs is not
uniformly assessed by supervisory authorities, witltertain high-risk sectors not being subject to any
fit-and-proper assessmentsThe assessment of fithess-and-propriety appeabg t@asonably effective
with respect to banks, finance companies and insurat no requirements are in place for authorized
moneychangers, casinos and other DNFBPs. Desmt&BRA identifying informal MVTS providers as
having high ML/TF vulnerabilities, there appearso®no efforts or action plans in place to iden&fid
encourage the formalization or shutting down okéh#legal entities.

256. None of the casinos in operation has been licensedder the Casino Business Regulations Act
2010, and no competent Ministry has been appointetb administer the Act. No fit-and-proper
requirements have been imposed on owners and leppnsible persons of casinos, which continue to
operate with little regulation of any sort. The Rement of Inland Revenue informed that five casiace
registered and pay levies of LKR 100 million (USB17000d) per annum. The authorities do not appear to
maintain any formal records on the owners and dpeya@f casinos. The casinos submit self-assessment
of their annual takings to the Department of Inl&elenue for tax purposes. From the NRA and through
discussions with the authorities, there appeatseta significant gap in understanding of the natsize
and extent of operations of the five casinos tiparate in Colombo.
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257. While some DNFBP sectors are subject to fit-and-pger (F&P) rules to qualify as
professionals within their chosen profession, thesare not to the extent required by the FATF
standards. Furthermore, it is unclear how effectively theskesuare enforced by the licensing authorities
and SRBs. Agents, brokers and firms that operatbarreal estate sector are not regulated or sutgec
any F&P requirements. While dealers in preciousateeand stones are subject to licensing conditions
imposed by the National Gem and Jewellery Authptitgse do not extend to F&P considerations, and no
applications for gem dealerships have been rejented the last three years. The Registrars’ of meda
and trust and company service providers impose kesic F&P requirements in relation to minimum
professional qualifications and record of good béh&. These are submitted as self or statutory
declarations at the point of application. It is lgac what level of independent verification is coogd on
these declarations by the Registrars’ before spplications are approved. The Registrar of Compzaisie
empowered to list trust and company service pragidd CSPs), and can delist TCSPs that commit
professional negligence. However, no clarificatigm provided on what qualifies as ‘professional
negligence’ and no applications have been rejected the last three years for failure to meet anply

with fit and proper requirement3.hese deficiencies significantly reduce the barrier to entry by
criminals and their associates into key professionthat are central to the formation of legal entities,
creation and management of trusts and foundationsral facilitation of real estate transactions in Sri
Lanka.

258. With respect to the legal profession, Section 4thefJudicature Act, No. 2 of 1978 provides for the
Supreme Court to admit and enrol as Attorneys-at;Lpersons of good repute and of competent
knowledge and ability, in accordance with Part Wi the Rules of the Supreme Court, Gazette
Extraordinary no 535/7 of 1988. In addition to mawing the issuance of practising certificatesiitaisly
gualified individuals in Sri Lanka, the Supreme @also gazettes rules on conduct, such as theeBwpr
Court (Conduct of and Etiquette for Attorneys-AtwaRules 1988. The Bar Council’'s Disciplinary
Committee receives and investigates complaints oscanduct by its members, and submits
recommendations for the consideration and appr@apréetion by the Supreme Court. Disciplinary
measures for breach of the code of conduct by lesvyeclude reprimands, suspensions, fines or
disbarment, with the Supreme Court determiningpngod of disbarment on a case-to-case basis, lmased
the severity of misconduct. From 2010 to 2014 tal tof 91 cases of misconduct have been referrdideto
Supreme Court, although it is unclear what the neatdi offences were in relation to these casesjaibr
clear what disciplinary measures have been takerdafe, 69 cases are still pending decision by the
Supreme Court to determine whether the lawyersi@stion should be disbarred.

259. Similarly, the various professional accounting lesdin Sri Lanka have established a code of ethics
and professional conduct to which its members ameded to adhere and have set-up disciplinary
committees to receive and investigate complainthistonduct by their members. For example, sections
16 and 18 of the Act of Incorporation of the Ingtit of Chartered Accountants of Sri Lanka (ICASL)
specify provisions on disenrollment or revocatioh registration for professional misconduct by its
members. Over the last three years, ICASL confitlmaé none of its members have been removed from
professional practice, although two warning letteesre been issued due to professional misconduct.
Section 19(1) provides that any person aggrieved bdgcision of the council under sections 16 ombh§
appeal against that decision to the Supreme Court.

(b) Supervision for compliance with AML/CFT requirensesutd identification of ML/TF risks
260. There is no risk-based approach to AML/CFT supervign. Supervision conducted by the FIU

and supervisory authorities of FIs is mainly rubséd, with no specific focus on products, clients,
channels, or institutions that have been identifieghosing higher ML/TF risk.

261. The formulation of the NRA in 2014 was timely in adressing gaps in supervisors’
understanding of ML/TF threats and vulnerabilities to which the financial sector and institutions are
exposed. Nevertheless, significant gaps remain wittespect to DNFBPs.The licensing bodies and
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SRBs of DNFBPs do not appear to have been sufflgiemgaged in the NRA formulation process. This
was apparent from the lack of understanding of MLAiBK exposures and the outcome of the NRA by the
representatives of these organisations. In somescése assessment of ML/TF risk by the privatéosec
representatives contradicted the findings in thretiged NRA. For example, the NRA claims that TCSPs
have low exposure to foreign clients. However, Registrar of Companies has observed an increasing
trend in foreign ownership, shareholdings and dimstips in companies registered in Sri Lanka, laal
inferred a rise in foreign clientele for TCSPs lahge this observation. In any case, authoritiesewerable

to substantiate these observations with any daséatstics.

262. Sectoral risk assessments in the NRA have not resed in the application of a risk-based
approach to supervision of FIs across all sectorésrom 2008 to 2011, the FIU conducted 22 onsite
examinations of FIs, while 46 onsite examinatioresavconducted from 2012 to 2014, mainly to assess
compliance with KYC/CDD rules and the FTRA (see [Eab.3 below). The FIU is committed to
conducting at least ten onsite examinations ampualt 2015 to 2020. This arbitrary target is not
commensurate with, nor does it appear to relatdé&higher-risk sectors identified in the NRA. TB@nk
Supervision Department (BSD), CBSL conducts stayutxaminations of all 33 licensed banks annually
during which supervisors assess the existencetafial policies, procedures and controls in linghwie
KYC/CDD rules issued by the FIU. The DepartmentSofervision of Non-Bank Financial Institutions
(DSNBFI), CBSL conducts similar checks on the ficrcompanies under its supervisory purview. The
Exchange Control Department (ECD), CBSL conductsuah onsite examinations of moneychangers
under its purview but the scope and frequency pésusory activities conducted is not informed Iskr

No evidence was provided to suggest that a riskdapproach is applied by CBSL supervisors in any
sector under its purview. The SEC appears to cdnsinictly rule-based checks of compliance with
KYC/CDD rules during its routine onsite examinasoof stockbrokers, (unit trusts and fund managers),
and its overall supervisory approach is not infatng risks. The Insurance Board of Sri Lanka (IBSL)
conducts onsite examinations on a selected basdiotifsite inspections on a quarterly basis, buthsu
supervisory activities do not appear to be guided bisk-based approach. Furthermore, the actuabeu

of onsite supervisory activities conducted by IB8btes not appear to be sufficient to ensure robust
compliance to the AML/CFT requirements by insuracampanies operating in Sri Lanka.

Table 6.3 AML/CFT Onsite Examinations Conducted bythe FIU and Supervisory Authorities
on Financial Institutions from 2012 to 2014

Sector 2012 2013 2014
FIU | CBSL | IBSL | SEC| FIU | CBSL | IBSL | SEC | FIU | CBSL | IBSL | SEC

Banks 10 23 26 33 2 33

Finance Co. 3 23 - 42 2 43

Money changers| - 54 - 56 37
-

Insurers 2 _ -
Stock  broking| 1 3 28 - 2
Companies

3

8

Stock dealers

8 7

Unit Trust
Managing
Companies

2 13 14

Market
Intermediaries

31 57 55

Total 16 100 79| 26 131 3 10% 92

263. AML/CFT supervision conducted by the FIU and other supervisory authorities on Fls is
mainly rule based, with no specific focus on produs, clients, channels, or institutions that have
identified as posing higher ML/TF risk. The scope of supervisory activities by the FIU aelkvant
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supervisory authorities is limited to assessmehisompliance with sectoral KYC/CDD rules and FTRA
requirements. These supervisory efforts do notnekte assessments of financial institutions’ effexstess

in identifying and addressing specific ML/TF vulabilities arising from their operations and clienter

is there sufficient assessment on effectivenegéif/CFT preventive measures in higher-risk insiibas.
Non-bank MVTS providers (such as the Post Officd ather permitted entities) that serve as inward
remittance agents of foreign MVTS providers (sushVdestern Union) remain outside the supervisory
purview of the FIU and CBSL. This has resultednmoaerall low level of effectiveness with respextite
implementation of AML/CFT obligations by Fls, aslebrated in Chapter 5 above.

264. Sri Lanka has used the NRA process to comprehensiyeevaluate the ML risks arising from
financial inclusion products. The development of aspecific regulatory framework on financial
inclusion and the implementation of simplified KYC/CDD rules have been identified as key measures
to further enhance access to basic financial sends by lower income communitiesBased on the
World Bank’s Findex database, the number of aduits accounts in FIs has increased from 68.5% in
2011 to 82.7% of all adults over the age of 15 year2014. In the assessment of ML vulnerabilities
within the banking sector, the NRA has identifié texisting clients of micro-deposit and micro-loan
facilities within the banking sector to be of loisk. While access to Fls is considered to be adeqtize
lack of clear guidance from the regulators on dpefgatures of a financial inclusion product armence

of simplified KYC/CDD requirements for low-risk ciasner segments and products has resulted in some
Fls’ preference not to offer such products. Onlg626f all Fls in Sri Lanka claim to provide finankia
inclusion related products and services.

265. There is a lack of effective coordination betweenhe FIU and the relevant supervisory
authorities with respect to monitoring of FIs’ comdiance with AML/CFT requirements. Annual
supervision planning is conducted independentlyh wio coordination or sharing of annual AML/CFT
supervision plans between the supervisory autkesrénd the FIU. Similarly, the FIU does not consuii
the relevant supervisory authorities before corndgcBML/CFT onsite examinations on Fls under their
respective supervisory purview and vice versa. rPtio the completion of the NRA, the FIU had
formulated Institutional Risk Ratings for four kéiypancial sectors in 2013. However, the AML/CFT
supervisory activities conducted by FIU and thewvaht supervisory authorities in 2013 and 2014 @lo n
appear to be informed by this institutional riskessment. Similarly, CBSL does not share the inigtital
risk rating for banking institutions under theipsguvisory purview with the FIU.

266. The FIU is significantly under-resourced in its rok as the primary AML/CFT supervisor. Of
greater concern, and as the preceding paragraph sggsts, there is a distinct lack of clarity on the
specific functions and accountabilities between thEIU and the sectoral supervisors, which are also
empowered to oversee AML/CFT compliance of Fls undeheir purview. The supervisory areas in the
CBSL, SEC and IBSL appear relatively better resedirand more familiar with the operations and celtur
of compliance in Fls under their respective purviemd have the prerequisite supervisory skBlgsed on
discussions with representatives from BSD, DSNBECD, SEC and IBSL, they view it as the FIU’s sole
responsibility to conduct more in-depth AML/CFT swuygsion and checks of effectivene®gith only nine
officers in the FIU overseeing the intelligence mge&ment and data analysis function having to deuble
as AML/CFT supervisors, this is clearly not commeage with the number of Fls the FIU is expected to
monitor. There appears to be no clear action ptenggency at the national or strategic level tdrads
this deficiency.

267. The absence of detailed KYC/CDD rules and AML/CFT nonitoring mechanisms in relation to
all DNFBPs and other FIs further constrains effectveness of the overarching framework for
AML/CFT supervision in Sri Lanka. While the FIU is the primary AML/CFT supervisor foontractual
savings institutions, no enforceable KYC/CDD rulbave been issued, nor have any AML/CFT
supervisory activities been conducted. Similarlijlevthe Department of Cooperative Development (PCD

8 Source: http://datatopics.worldbank.org/financialiision/country/sri-lanka
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and the FIU are empowered to function as the AMO/GEpervisory authority for rural banks, thrift and
credit cooperative societies by virtue of s.18 arit8 of the FTRA, no enforceable KYC/CDD rules have
been issued, and there is no monitoring for compéao FTRA requirements by DCD or FIU.

(c) Remedial actions and sanctions for non-complianitde AML/CFT requirements

268. The FIU imposes a range of remedial and enforcememtctions upon discovery of breaches of
FTRA provisions resulting from its AML/CFT onsite examinations or through referrals from other
supervisory authorities’. However, sanctions for breaches of FTRA provisiappear to have been
focused on the banking sector. Following the cotmgueof onsite supervision by sectoral supervisars
non-compliance with the KYC/CDD rules by Fls arel@$sed through the issuance of supervisory letters
and Fls are required to submit an action plan tress deficiencies identified within a specifieghdi
frame. The sectoral supervisors are responsiblemimnitoring the effective implementation of agreed
remedial measures based on action plans submistdelsbunder their respective supervisory purview.
While the law also requires sectoral supervisorsefmort any non-compliance to the FIU, it is unclea
whether all sectoral supervisors comply with tieiguirement. Nor is it clear what efforts the FlUkes to
ensure such information is provided on a regulaisbto facilitate prompt and dissuasive sanctioms o
breaches of the FTRA and AML/CFT requirements bgfficial institutions. Based on the documents cited,
only the BSD and DSNBFI of CBSL have been providswgh referrals to the FIU. However, there
appears to be significant lag time (eight monthsover one year) between the completion of onsite
supervision and submission of referrals on non-diampes observed to the FIU by BSD and DNSBFI.

269. To monitor implementation of remedial measures,Rf¢ also conducts one-on-one meetings with
the CEOs and Compliance Officers to discuss acfitams and timelines to rectify the deficiencies
identified (see Table 6.4 below). Administrativasidons are imposed by the FIU based on the naiude
gravity of the breach observed. An institution tfzlls to comply with the requirements pursuanPtots |

and 1l of the FTRA is liable to a penalty undertsst 19 of the FTRA, while all other offences are
penalized under section 28 of the FTRA. Accordimghte FIU, if a person who has been subjected to an
administrative penalty commits a repeated offettoe,penalty imposed on such a person will be double
the amount imposed on the first breach. Since 2@06ytal of LKR 8.87 million (USD 67 53] of
administrative monetary penalties have been impdsgdihe FIU, mainly for breaches of FTRA
requirements by banking institutions (see Table®Bbw). The amounts imposed do not appear to be
proportionate or dissuasive in relation to the bines committed.

270. The SEC had sent 23, 32 and 21 supervisory ldtiestockbroking firms and market intermediaries
in 2012, 2013 and 2014 respectively. One stockbgkirm was fined by the FIU for non-compliance lwit
the statutory requirement to appoint a compliarfieas. The SEC had co-ordinated with the FIU iisth
respect to ensure that the stockbroking firm camegicomplies with the aforesaid requirement.

Table 6.4: One-On-One Meetings between FIs and Flfdom 2012 to 2014

Sector 2012 2013 2014
Banks 11 13 4
Finance Companies 5 2 -
Insurers 1 1 -
Stockbrokers 3 - 1
TOTAL 20 16 5

Note: Statistics above includes meetings requdstdes

®Section 23 of the FTRA requires the relevant settsupervisors to regularly monitor compliance te tAct by reporting
institutions’ under their respective purview andéport any non-compliance to the FIU.
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Table 6.5: Penalties Imposed on Fls by FIU for Breghes of FTRA from 2006 to 2014

Year Sector Violation Penalty (LKR)
2006 Bank Violation of s.15(2) FTRA 25 000
2009 Bank Non-submission of STR, Non-compliance with KY( 1,803,770

Bank Maintaining Certificate of Deposits (CDs) 401@00

2010 Finance Co. Non-compliance with KYC Court order to
rectify

2012 Bank Non-compliance with KYC — Maintaining tipile 50 000

accounts without valid reason

Stockbroker Failure to appoint CO, breach of s.RRTCTR) 10 000

2013 Bank Maintaining CDs and breach of s.5 FTRA (CDD) 0 0RO
Bank Maintaining CDs and breach of s.5 FTRA (CDD) 87,900

Bank Maintaining CDs and breach of s.5 FTRA (CDD) 66,400

Bank Maintaining CDs and breach of s.5 FTRA (CDD) ,8617,900

(d) Impact of supervisory actions on compliance

271. The sanctions imposed by the FIU and supervisory dliorities have not been very effective in
promoting greater understanding and compliance withthe AML/CFT requirements. There is no
information to conclude that it has been very daffeec Nevertheless, the sanctions imposed haveteesu
in the discontinuation of a prohibited high-risloguct (transferable Certificate of Deposits) by kiag
institutions in 2013, and the larger banking ingiiins appear to be putting in place more integrate
AML/CFT systems to support CDD, transaction momitgrand risk profiling of their clients. However,
such efforts to enhance AML/CFT internal controisl aystems appear to be isolated to the bankirgrsec
There have been no efforts by the FIU to enforeeHRRA on reporting institutions in the DNFBP sesto

(e) Promoting a clear understanding of AML/CFT obligais and ML/TF risks

272. The FIU should be commended on driving and facilittng the conduct of AML/CFT
awareness activities for market participants and dier supervisory authorities. Nevertheless, the level
of understanding on AML/CFT obligations, and thesdhé@o identify and mitigate ML/TF risks in the
context of the clients, channels and jurisdictitmsy deal with, remains low among most FIs. Theredf
of the FIU have contributed to improved awarenas&BIL/CFT reporting obligations among Fls as well
as among regulatory, supervisory and law enforc¢methorities (see Table 6.6 below).

273. The FIU also conducts one-on-one meetings with #en request to clarify its supervisory
expectations in relation to sectoral KYC/CDD rulesd a dedicated websitgww.fiusrilanka.gov.lk has
been launched to provide wider public access to ABHT measures, updates and alerts. In addition, the
FIU also publishes typology analysis and case stuidi its annual report commencing 2011.

Table 6.6: AML/CFT Awareness Programmes Conducted pFIU from 2011 to 2014

Year 2011 2012 2013 2014
No. of Programmes 2B 28 37 17
No. of Participants 2,300 1,825 2,582 554

274. Significant gaps remain with respect to DNFBPs atieér Fis (in particular, rural banks, thrift and
credit cooperative societies, and contractual ggvinstitutions), with no efforts or action plansplace to
improve awareness of and compliance with AML/CFporting obligations by these institutions. The
licensing bodies and SRBs of DNFBPs have not begroeered or approached by the FIU to take on a
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greater role in promoting awareness or to assistanitoring compliance to AML/CFT requirements by
DNFBPs under their purview.

275. No written guidance has been issued by the FIU tadilitate understanding of supervisory
expectations with respect to sectoral KYC/CDD rulesmposed on FIs.The FIU appears to focus more
on monitoring FIs’ operational compliance with CaRd STR reporting obligations. Furthermore, with th
recent completion of the NRA, most Fls and DNFB&w®ain unaware of the findings in the report. This
has resulted in poor understanding of national seworal ML/TF threats and vulnerabilities among FlI
and DNFBPs met by the evaluation team. Once foymadlopted, the FIU plans to disseminate the
sanitised version of the NRA to FiIs and DNFBPs.

Overall conclusion on Immediate Outcome 3

276. Significant deficiencies have been identified itatien to supervision of Fls and DNFBPs in Sri
Lanka, with fundamental improvements required t@rione effectiveness across all core issues. Apart
from banks, the institutional framework for prevagtcriminals from owning or operating a FI or DNIFB

is subject to significant legal deficiencies, wtitlés unclear what mechanisms are in place totifiethe
ultimate beneficial owners of banks.

277. The supervisory authorities’ understanding of ML/fi§ks is better with respect to the financial
sector but materially lacking with respect to DNEBPAML/CFT supervisory activities are not
commensurate with the risks identified in the NRWAd are not being conducted on a risk-informedsbasi
Supervisory authorities have adequate powers tersige FIs and DNFBPs, but resource constraints and
poor coordination between supervisory authoritiagehresulted in ineffective monitoring of AML/CFT
compliance in the financial sector, while DNFBPsnain unsupervised for compliance to AML/CFT
reporting obligations. The absence of a regulatvaynework on financial inclusion and simplified
KYC/CDD requirements for low-risk clients and prati has prevented wider access to basic financial
services by lower income communities.

278. A range of remedial and enforcement actions hawn imposed, but these do not appear to be
sufficiently dissuasive and have not translated improved AML/CFT compliance among Fls. No efforts
are in place to enforce FTRA requirements on thé=BR! sector. The FIU's awareness activities have
been focused mainly on enhancing general awareme88/L/CFT reporting obligations among Fls, with
insufficient guidance provided in the form of weitt guidance to provide clarity on supervisory
expectations, verbal or written feedback on STReived from Fls or through publication of typology
reports.

279. Sri Lanka has ow level of effectivenes$or Immediate Outcome 3.
6.4 Recommendations on Supervision

280. The following recommendations are proposed towarmtzancing Sri Lanka's effectiveness in the
supervision of FIs and DNFBPs for AML/CFT complianc

. The relevant supervisory authorities should enhassessment of fithess-and-propriety of
licensed Fls in banking, insurance and securigesoss to the level of the ultimate beneficial owne
or natural persons with a material controlling res.

. The FIU and relevant sector supervisors shouldidengxtending enforceable fit-and-proper
requirements on owners, beneficial owners and &sgansible persons of FIs and DNFBPs:

- Gaps in sectors identified as being more vulnerableML/TF risks should be
prioritized, such as non-bank MVTS providers, autteal moneychangers, finance companies,
cooperatives and rural banks, stockbrokers, casindseal estate agents.
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- For other DNFBPs, the FIU should consider enhancwoiaboration with the existing
licensing authorities and SRBs towards enhancingnii-proper criteria at point of entry or
gualification, such as the National Gem and Jewekaithority for dealers in precious metals
and stones, Registrar of Companies for trust anupemy service providers, Supreme
Court/Bar Council for legal profession, InstituteGhartered Accountants Sri Lanka and key
professional bodies for the accounting profesdRegistrar-General’s Department for notaries.

. There are potential synergies to be reaped fronrdwgal clarity on accountabilities, better
coordination and sharing of supervisory resourcesvéen the FIU and relevant supervisory
authorities (CBSL, SEC, IBSL, DCD), to provide forore effective use of scarce supervisory
resources:

a. Firstly, the FIU and sectoral supervisors needdime to a clear agreement on their
respective functions and accountabilities in relatito the monitoring of AML/CFT
compliance by FIs under each authority’s purview.

b. The FIU should also consider signing MOUs with sleetor supervisors to clarify the

terms of collaboration, roles and responsibilitidseach authority, procedures for sharing of
information arising from on-going supervision ormaillance activities, and enforcement
procedures following reports of FIs’ non-compliarnmesector supervisors to the FIU. Areas
of collaboration could include the developmentaifij supervision procedures, joint issuance
of guidance notes for FIs, conduct of joint awassnactivities for Senior Management and
Compliance Officers of Fls, planning and conducjaifit thematic on-site examinations for

wider coverage of higher-risk sectors, institutiongproducts within the financial sector.

C. The development of a risk-based approach to AML/GEpervision should also be

expedited, to assist the FIU and sectoral supewiso better allocating their scarce

supervisory resources to reporting institutionsgydpicts, services or delivery channels that
have been identified as posing higher ML/TF riskee immediate priority should be in

developing and operationalizing the AML/CFT risksbd supervision framework for the

banking sector.

. Notwithstanding the above, the FIU remains sigaifity under-resourced in its role as the
primary AML/CFT supervisor for Fls and DNFBPs. Anmediate review of the adequacy of FIU's

staffing and other resources to serve this rolecéffely should be conducted to determine the
guantum of increase required.

. While the need to develop KYC/CDD rules and to @se resources for AML/CFT
supervision of DNFBPs has been acknowledged irNtR4, it is unclear when these deficiencies
will be addressed. This fundamental deficiency been highlighted as a gap in the MER 2006, and
needs to be addressed on an immediate basis.

. There is an urgent need to commence AML/CFT awaeaad training activities for the
DNFBP sector as a whole. As a starting point, thé $hould initiate engagement sessions with the
relevant licensing bodies and SRBs of DNFBPs tairgetheir commitment to collaborate in efforts
to improve AML/CFT awareness and compliance by DREBThese awareness sessions must be
accompanied by appropriate supervisory and enfaneractivities within the DNFBP sector to
provide strong incentive for DNFBPs to implemerieefive preventive measures to deter ML/TF.

. The assessment of sectoral ML/TF vulnerabilitieshim NRA can be further enhanced with
the inclusion of more relevant indicators — suchadue of criminal proceeds and supervisors’
assessment of the level of AML/CFT compliance gbesvised FIs. This would provide a more
objective assessment of the pervasiveness and trapadmes, and serve as guidance that is more
useful to supervisory authorities and reportingiiagons in developing their own sectoral and
institutional ML/TF risk assessments. The need moich datasets and indicators used in the
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formulation of the NRA has been acknowledged in $haitized NRA, but it is unclear which
agencies will be responsible for driving and cdntting to this effort, nor have clear milestones or
timelines been drawn.

. The FIU should ensure prompt and dissuasive enfagné of remedial actions and sanctions
for non-compliances with FTRA and KYC/CDD rules &/ Fls, and not just the banking system, as
a means of instilling a stronger culture of AML/CE®@mpliance in the financial system as a whole.
In addition, the FIU should consider increasing thwmntum of penalties for non-compliance to
FTRA obligations to ensure such penalties are @sfitly dissuasive.

. The FIU should issue guidance notes on sectoral /PO rules to improve clarity on policy
interpretation and supervisory expectations anefliecate and improve awareness of the AML/CFT
reporting obligations by reporting institutions. &p approval by the FIU Advisory Board, the
findings of the NRA should be widely circulatedsapport the development of institutional ML/TF
risk assessments by FIs. Moving forward, the FlIouth facilitate greater engagement between the
LEAs, supervisory authorities and Fls to suppogtphoduction of typology reports as an additional
source of reference on key and emerging ML/TF tr@ad vulnerabilities within the financial
system.

. In line with the findings of the NRA, the financiakctor regulators should consider the
development of a clear framework to define andifglahe features of financial products and
services that support financial inclusion, to easuider access to basic financial services by lower
income and rural communities. The framework shootdude clear guidance on specific features
(e.g. limits on number and size of transactionghitigate the ML/TF risk arising from the offering
of such facilities. In addition, the FIU should Wowith the relevant sectoral supervisors in
developing simplified KYC/CDD rules for client aqpdoduct segments that have been identified as
posing low ML/TF risk.
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7.

LEGAL PERSONS AND ARRANGEMENTS

Key Findings

Sri Lanka has not conducted a comprehensive assatsrhthe risks relating to the misuse of legal
persons and arrangements. There is no separatasssksment on legal persons and arrangements in

the national risk assessment (NRA). However, tlaeeedocumented cases of criminals and terrg
using legal persons to conduct ML and TF, and lafereement and intelligence agencies are awa
the TF risk, and to a lesser extent the ML risk.

rists
e of

Given the lack of risk assessment, there is no dbrstrategy to prevent legal persons and

arrangements for being used for criminal purpo$asre have been no specific measures undert
to mitigate the risks posed by share warrants.

aken

Sri Lanka’s reliance on using existing information¢luding preventive measures, to mitigate [the
abuse of legal persons and arrangements is ndfestiee mechanism. There are significant gaps in

preventive measures on customer due diligence (GIbD)beneficial ownership (refer 10.4 & 5).

There is publicly available information on the tgpef legal persons and arrangements in Sri Le1
The majority of legal persons are companies regidtevith the Registrar-General of Compan
However, limited verification is undertaken at isgation.

Information on beneficial ownership is not main&rso that it is accessible to authorities in akym

nka.
es.

manner. There is no effective mechanism to recereficial ownership of legal persons. There is also

no effective mechanism to record beneficiarieseghl arrangements including trusts. Information
shareholders is available where those sharehoidaysbe other legal persons and not the benef
owner as defined by the FATF.

There is no requirement for trustees to disclosé 8tatus to financial institutions (FIs) and desited
non-financial businesses and professions (DNFBP&nworming a business relationship or carry
out an occasional transaction above the threshold.

The company registration system is manually basétl iimited monitoring and application ¢
sanctions. The Trusts Ordinance, by Sri Lanka’s admission, is outdated.

7.1

(@)

Background and Context

Overview of legal persons

on
icial

ing

=

D

281. The types of legal persons that can be establigitedreated in Sri Lanka are companies,
associations and societies. Companies may be tnnitdiability (by shares or guarantee) or unlindite
They may be public or private. They are createdragistered under the Companies Act No. 7 of 2007,
and are administered by the Registrar-General ohgamies. Foreign companies are also permitted to
register and operate in Sri Lanka. Offshore congmare permitted to register but must operate aritSii
Lanka. As at the end of November 2014, their nusleare as follows:
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a. Private limited liability — 42642
b. Public limited liability — 2238

c. Foreign companies — 1363

d. Off-shore companies — 94
e

Unlimited companies — 2
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f. Guarantee companies — 313
g. Associations — 989
282. Societies consist of cooperative societies and ahywvident societies.

283. Cooperative societies are regulated under the Catype Societies Law No. 05 of 1972, under
which they are required to register with the Registof Cooperative Societies. These societies are
involved in distribution of consumer goods, suppfyessential inputs, agricultural, fisheries anduistry
promotion and marketing activities and mobilisataomd allocation of savings in the rural areas tghotlne
cooperative rural banks.

284. There were 14 749 cooperative societies registarede end of 2011, of which 9 751 were active.
Membership was 7 833 775 with 40 380 employee20Ii3 total assets were LKR 85 billion (USD 647
million*) while turnover was LKR 636.61 million (USD 4.85liion®). The majority of customers were

public servant members whose membership fees andé&payments are recovered through their salaries.

285. Mutual provident societies (and societies creamdaf purpose authorised by the Minister) are
created under the Societies Ordinance No. 16 ofl 183d are registered and supervised by the
Registrar-General of Companies. As at 30 Novembéd 2here were 12 190 so registered. The nature of
such societies is that they are established priynfani non-profit social welfare purposes: “estahkd for

the object of promoting thrift, of giving relief tmembers in times of sickness or distress, of githem
when in pecuniary difficulties, and for making pisien for their widows and orphans” (paragraph 3(a)
Societies Ordinance).

286. In all cases, the characteristics of these compaaigsociations and societies is that they are body
corporates that may sue and be sued in their owre r@and have perpetual succession.

287. The recent national risk assessment identifiedvthieerability for ML and TF in general terms as
medium. However, this assessment did not considesinly detail the various types of legal persons
described above, and the risk that might be predeloy each. There is no separate section in the NRA
devoted to the risks relating to the misuse ofllpgasons.

(b) Overview of legal arrangements

288. Discretionary or express trusts can be establigh&ti Lanka under the general common law. The
basic characteristic of a trust is that it separéite legal and beneficial ownership of the assktise trust,
and for those assets to be administered by the tegaer (trustee) for the benefit of the benefi@ar
Beneficiaries may range from individuals to puldioups. There are no provisions in law to obligate
trustees of those trusts to collect beneficial awship information, where beneficiaries are known.

289. The role of the Registrar-General’'s Departmenbisngaintain a register of trustees appointed to a
charitable trust, or trust for a public or privaigsociation. Of the 1 446 trusts currently regéste®4.5 %
(1367) of them are in Colombo. Only about 10% afsthregistered in Colombo have objectives relaied t
financial profit. Most of the trusts registeredSn Lanka are providing non-profit social welfaeeilities
such as operating religious centres or orphanafjesre is no requirement to register discretionary o
express trusts.

290. The national risk assessment identified the risklbfthrough trusts as medium. TF risks in relation
to legal arrangements, including discretionary/egprtrusts and charitable trusts, have not bedy ful
assessed, nor do authorities understand thosesRs: ri

(© International context for legal persons andargements

291. Sri Lanka does not appear to be an international agre for the creation or administration of
legal persons or arrangementsThere are only 94 off shore companies registaredti Lanka. Offshore

99 Anti-money laundering and counter-terrorisafining measures in Sri Lanka - 2015



companies are not permitted to operate in Sri Ldnkaare granted certain concessions from the Banki
Act & Exchange Control Laws. Within the terms of tBompanies Act Part XVIII, foreign companies are
overseas companies that operate in Sri Lanka angemitted to own land (s.490 Companies Act), but
the extent to which such assets are held is unknd¥ws and related risks have not been analyselein
recent national risk assessment.

7.2 Technical Compliance (R.24, R.25)
292. See the technical compliance annex for the fullaiase on these Recommendations

* Recommendation 24 — Transparency and beneficialemship of legal persons is rated as
non-compliant

« Recommendation 25 — Transparency and beneficiabmship of legal arrangements is rated as
non-compliant

7.3 Effectiveness: Immediate Outcome 5 (Legal Pe&isand Arrangements)

a) ldentification, assessment, and understanding efviiinerabilities and misuse of legal persons
created in the country

293. The relevant competent authorities have not yet fly identified, assessed and understood the
vulnerabilities and the extent to which legal persas created in the country can be, or are being
misused for ML/TF. This is based on the fact that the recent NRA amidertook a cursory analysis of
this issue. There is no separate section in the N&Mted to legal persons and arrangements. |fubent
that corporate and trust transparency needs tmpeved.

294. However, law enforcement authorities are fully asgnt of the potential for terrorists to abuse
non-profit organisations and to a lesser extentpaonies to channel funds for terrorist activitiegegi
LTTE activities in the past and recent attemptseatirgence. There is also an appreciation of calsin
using companies to launder proceeds of crime aseéscaere provided to the assessment team. However,
this level of awareness is not universal and igitacin the authorities responsible for registeriagal
persons and arrangements, except for the Non-GaarinOrganisation Secretariat, which has a good
level of understanding of the risks associated wih-profit organisations (NPOs) and TF (refer IDidr
NPOSs).

b) Implementation of measures to prevent the misusegaf persons and arrangements for ML/TF
purposes

295. Sri Lanka has not implemented any specific measure® prevent the misuse of legal persons
and arrangements for ML/TF purposes There is a lack of beneficial ownership inforroati
requirements in respect to legal persons and tribesre is no explicit prohibition in the Companisst
on bearer shares, but the Act does state unddaprset® that a share certificate shall be primadaci
evidence of the title of the shareholder to theehaShareholder’ is defined as a person whoseeriam
entered in the share register as the holder fotithe being of one or more shares in the compahg. T
Registrar-General advised that on this basis baaames did not exist in Sri Lanka, although tlzentevas
not able to verify the accuracy of this statement.

296. There is a lack of controls over the use of besinare warrants.

297. Shareholders may nominate directors and the noiomét required to be filed with the Registrar-
General, and thereby become publicly available.

298. The Registrar-General of Companies informed theessssent team that before registering a
company it would check: (i) whether the company pesvided the required documents, including the
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declaration by the applicant that the name of tiep@sed company is not identical or similar to thfaény
existing company; and, (ii) against the Registrdidsa base to verify the declaration made is coride
other due diligence is undertaken.

299. There are vulnerabilities as shown by Terroristebtigation Division (TID) cases relating to the
Liberation Tigers of Tamil Eelam (LTTE) but thereealimited mitigating measures in place. The
know-your-customer/customer due diligence rulesedso banks and Fls do reflect an attempt to atitig
abuse through the application of preventive measitewever, such measures are not fully in compéan
with the FATF standards and implementation is rwtsestent across FIs or DNFBPs (see 10.4/5). The
CID advised that there is equal use of legal antdrabpersons for ML activity, and less so the ofe
NGOs.

c) Public availability of information on the creatiand types of legal persons and arrangements in
the country

Basic information

300. When registering, companies are required to proinfiemation as detailed in sections 4 and 5
(Incorporation of Companies) of the Companies A2 which include the company’s name, proof of
incorporation, legal form and status, the addrdsthe registered office, and a list of directorstHe
shareholders are natural persons, their name@naatidentification numbers or passport numbersl, an
signatures are required to be provided. Sectiofsah® 123 of the Companies Act include the requargm

to maintain the information set provided at regititm and on shareholders in respect to comparntbsaw
share register. A company is required under s§) ®(give public notice of the name of the company
address of the company’s registered office. Thesitelnf the Registrar-General of Companies includes
the names of all registered companies, delistedpanies and companies pending approval. However, the
information is limited to the name of the compamp-other information is available on the website.

301. There are two avenues available for public access more detailed information on companies.
Section 120 of the Companies Act requires the compa make available specified records for public
inspection. These include Certificate of Incorpimat Article of Association and share register. tec
480 of the Companies Act provides for informatiaglchby the Registrar-General of Companies to be
made available for inspection to any person upgmegat of a fee of LKR 500 (USD 3)8 which is not
prohibitive. No details were provided to the asses# team although the Registrar-General noted such
requests amount to the ‘thousands’ in the lastyfeavs.

302. In terms of available information on trusts, information is available to a limited extent from
the Registrar-General’'s Department in respect to tustees appointed to a charitable trust, or trust
for a public or private association However, as detailed in R.25, the Trusts OrdieaNo. 9 of 1917,
specifically ss.6, 7, 9, 10, 11, 100 and ss.113{d)ot require:

a) trustees of express trusts to obtain and hold adegaccurate and current information on the
identity of settlors, trustees, protectors (if aay)d beneficiaries of trusts, including any natural
person who exercises ultimate effective contror @a/gust;

b) trustees of any trust to hold basic informatiorotimer regulated agents of, and service providers to
the trust, including investment advisors or manggaccountants, and tax advisors; or

c) professional trustees to maintain this informafiamat least five years after their involvementtwit
the trust ceases.

303. Subsection 113(4) of the Trusts Ordinance requivesRegistrar-General to prepare and maintain a
register of trustees appointed to a charitable,tarstrust for a public or private association.efénis no
reference to registers of other types of truster&hs no requirement to keep the information upéte
and or for it to be available on a timely basis.
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d) Obtaining beneficial ownership information on alpes of legal persons created in the country

304. As indicated, section 123 of the Companies Act regqes companies to maintain information on
immediate shareholders in respect of companies wita share register. However, the information
relates to legal and not beneficial ownershipalthough it may include aspects of beneficial ewship
information in some cases. This requirement doeégpravide for beneficial ownership information te b
maintained and accessible to competent authotities timely manner, except in those circumstances
mentioned where legal and beneficial ownershipdastical.

305. The Registrar-General of Companies advised of nouserequests from police and to a lesser extent
from the FIU and Inland Revenue for information @ympanies, but was not able to provide detailed
statistics due its manual system. The Registrare@tnndicated that more requests were made by the
Criminal Investigation Division (CID) than the TIhe requests were for certified copies of infoiorat
regarding incorporation status, directors, shaddrsl and articles of association. Given that ordgidb
information is held, the information provided in shocases relate to legal ownership, and further
investigations are required by law enforcementdentify the natural person or persons. The same
challenges apply when authorities access sharstriegi for information on ownership. Records hejd b
societies may contain more information on bendfimenership.

306. As indicated under 10.9, the Sri Lanka Police Tlhnhsestigations in tracing assets relating to
terrorist financing include investigating legalargements to uncover beneficial ownership and lofks
companies to terrorists and terrorist financiererghthese companies are used to move funds. Téd cit
two cases where such information was shared witkigo authorities that contributed to one accused
being indicted for his role in facilitating the tister of funds for the LTTE using his company, andther
accused being convicted for TF offences in theipeetive jurisdictions

307. For other legal persons such as mutual providesieges, they must have a registered office and the
society’s books (including the names of the menjbaisst be available for public inspection. The segi

of members must contain names, addresses and diotigpaf members (ss.9(10)). Cooperative Societies
must also have a registered office (s.18) and allevwules, by-laws and list of members to be amd for
inspection at the registered office (s.19). Howeitsrmembers may also be other registered sosietie

308. Law enforcement also access records held by FlaieMer, given the gaps in beneficial ownership
requirements and implementation highlighted un@e#] it is not clear that recourse to records hgléls
would yield significantly more information. The Cland TID have, as indicated under 10.7 and 10.9,
accessed records held by FIs for ML, TF and preglicame investigations, including in an attempt to
identify the beneficial owner(s). This approachlddoe reasonably effective when the accounts athdn
names of natural persons, but challenging when dwegdegal persons, or multiple layers of legalspes.
Nevertheless, in terms of LTTE financing concertiere have been some successes in tracing the
controlling natural persons of legal persons inLarika.

309. The role of gatekeepers in forming legal personsgeiatively minor, as most legal persons are
created directly with the Registrar-General of Camps by natural persons, for either themselves or
acting on behalf of the beneficial owners. Authestadvised during the onsite that there is a grgwise

of gatekeepers by foreigners to form legal persbiasvever, at the time of the onsite, due to thinigpea
recent phenomenon, such company formation provisarsld yield little in the way of beneficial
ownership information.

e) Obtaining beneficial ownership information on ajppes of legal arrangements created in the
country

310. Relevant competent authorities can obtain limited bsic information on trustees of charitable
trusts, or trusts for a private or public purpose, in a timely way by consulting the register
maintained by the Registrar-General's Department The accuracy of this information is not verified
and it may contain limited beneficial ownershipaimhation, thus impairing its adequacy. As theraas
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requirement to register discretionary or expregsts; neither basic nor beneficial ownership islalke
on those trusts.

311. There is no requirement for trustees to disclose #ir status to FIs and DNFBPs when forming
a business relationship or carrying out an occasiah transaction above the threshold.

f)  Sanctions for non-compliance: effective, proporditen and dissuasive

312. There are sanctions available under the Companiesch against those who do not comply with
the information requirements in respect to companie (see c.24.13 in the Technical Compliance
Annex). However, these are not dissuasive and havet been applied with any regularity. For
example, the obligation to maintain a share registsection 123 of the Companies Act carries aaftgn

for breach of a fine of up to LKR 200 000 (USD 1§%or the company and a fine of up to LKR 100 000
(USD 760) for each officer in default. Further, section 5dfsthe Companies Act prescribes that court
proceedings may be instituted and monetary sarxiibposed where any company has made default in
complying with any provision of the Act that reasrit to file with or deliver or send to the Registany
account, document or return or to give notice tm lof any matter, and has by reason of such default
committed an offence under the Act. This is not ¢hse in respect to trustees (see ¢.25.7 and 25.8 i
Technical Compliance Annex). In any case, the latkobligations to provide beneficial ownership
information reduces the utility of such sanctiamsaspect to ML/TF.

313. Sri Lanka provided the following statistics for cpounding charges imposed during the period
February—June 2014 on late submission of Forms B5620 and 39 (see below at Table 7.1). However,
authorities did not provide the assessment teanhm wiatistics on other sanctions, including the
deregistration of companies.

Table 7.1: Charges paid by companies submitting latreports to the Companies Registrar

Compounding | No. of Instances
Form No. Description Charges Paid of late

LKR submission

F3 Notice of Change of Name 2 000.00 4

F 6 Notice of Issue of Shares 99 750.0d 61
F 15 Notice of Location of Accounting Records 10®.00 14
E 20 Notlpe of Change of Directors/Secretary and 232 000.00 70

Particulars of Directors/ Secretary
F 39 Notice of a Special Resolution 34 500.00 10

Overall conclusion on Immediate Outcome 5

314. Sri Lanka’s NRA does not include a proper assessiofethe risks relating to the misuse of legal
persons and arrangements, nor has any other agsgdssen undertaken. Legal persons have been shown
to be vulnerable to TF and ML, particularly in th&st with LTTE activities. The majority of legalrsens

are companies registered by the Registrar-Gené2bdmpanies. Limited information is publicly avdila

even in respect to basic information. The existimgasures and mechanisms are not sufficient to ensur
that information is available on beneficial owneapsbf legal persons and arrangements on a timedisba
There is no requirement for trustees to disclosé tatus to FIs and DNFBPs when forming a busines
relationship or carrying out an occasional trarieacibove the threshold.

315. The company registration system is manual, withtéich monitoring and limited application of
sanctions. The Trusts Ordinance, by Sri Lanka’s admission, is outdated.

316. Sri Lanka has ow level of effectivenes$or Immediate Outcome 5.
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7.4

Recommendations on Legal Persons and Arrangetsen

317. The following recommendations are made on preventieasures (10.5):

Complete an assessment of the risks relating tonikase of legal persons and arrangements, and
then undertake measures to mitigate the identifsi.

Introduce mechanisms to ensure information on #reeficial owner of legal persons is maintained
and accessible to competent authorities in a timagner and made publicly available.

Undertake verification of the information on thewqmanies register. This could be undertaken by the
Registrar-General of Companies.

Revise the Trusts Ordinance to require trusteedtain and hold adequate, accurate and current
information on the identity of settlors, trusteptectors (if any), and beneficiaries of trusts,
including natural persons who exercise ultimateative control over a trust, and make that
information available to competent authorities
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8.INTERNATIONAL COOPERATION

Key Findings

e There are significant legal and structural limiats to Sri Lanka’s effective ability in relation s
formal international cooperation mechanisms. Thareé authority does not adequately maintain and
monitor the status and timeliness of requests naadieobtained. This, in combination with varyipg
levels of inter-agency coordination, leads to a loersome system where the progress of requests is
not always apparent.

* Given the acknowledged risk of Liberation TigersTa@mil Eelam (LTTE) funding from abroad, the
limited statistics provided to the team on outgdiigA requests and other requests are not consistent
with the identified risks. However, there is eviderof more international cooperation amongst the|la
enforcement agencies where assistance is initatddnonitored at an informal level. The Sri Lankan
authorities have cited over 70 requests made anct@@ests received between 2008 and 2014|that
resulted in information shared through the Egmombu@. The FIU has signed memorandumg of
understanding (MOUSs) with over 25 FIUs from otheuwtries. Four of these are MOUs with FIUs
from South Asian Association for Regional Cooperat{iSAARC) states.

8.1 Background and Context
318. As noted under 10.1, there is a significant elemenh Sri Lanka’s ML/TF risks of cross-border
illicit flows. Some key ML threats originate from neighbouringsgdictions in South Asia and Indian

Ocean, and funds are laundered to those jurisditiBor TF, the key offshore risks originate owgsid
South Asia and the Indian Ocean.

319. Formal cooperation between Sri Lanka and foreign athorities is achieved under the Mutual
Assistance in Criminal Matters Act (MACMA) No. 25 o 2002, and the Ministry of Justice is the
‘central authority’ for dealing with formal mutual legal assistance requests under the MACMA.
More than 40 requests have been channelled thrinegbentral authority over the last five years.
8.2 Technical Compliance (R.36-40)
320. See the technical compliance annex for the fultatave on these Recommendations.

* Recommendation 36 — International instrumentstedras largely compliant

* Recommendation 37 - Mutual legal assistance isl r@separtially compliant

» Recommendation 38 — Mutual legal assistance: fngeand confiscation is rated as partially
compliant

 Recommendation 39 — Extradition is rated as largetypliant

 Recommendation 40 — Other forms of internationapevation is rated as partially compliant.
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8.3 Effectiveness: Immediate Outcome 2 (Internationab@peration)
a) Responding with constructive and timely mutual legaistance and extradition upon request

321. The MACMA does not operate on the basis of recipraty but requires a mutual legal
assistance arrangement between Sri Lanka and theade requesting assistangeexcept in regard to
specified Commonwealth stattdeemed to be covered by the provisions of the Aside from those, Sri
Lanka has mutual legal assistance arrangementsavgithall range of statésThis means that outside that
limited range of states, there is no certainty tBatLanka can provide coercive assistance, inolydi
assistance where a court order is required, assestar freezing of funds, or in confiscating ass@here
have been no instances of such coercive assistagiog provided to foreign states on the basis of
reciprocity where they are not specified statesvbere there is no treaty arrangement. The Sri Lanka
authorities have indicated that there is curremiy proposal to amend the MACMA to include the
provision of assistance on the basis of reciprodite Sri Lankan authorities informed the team thay
have sought to negotiate bilateral mutual legaé@grents with more countries but do not always vecai
favourable response.

322. It is recognised that Sri Lanka accepts some requisspertaining to non-coercive assistance
from states thatdo nothave a mutual legal assistance arrangementhe Ministry of Justice (the central
authority) provided some instances where volunstayements were recorded from witnesses in Sridank
pursuant to mutual legal assistance requests fraech gurisdictions. Nevertheless, the requiremenmt fo
formal agreements appears to create a restrictiothe framework that affects Sri Lanka’s ability to
cooperate internationally and there have been akwaises where assistance was not forthcoming in
relation to countries where there is no mutualllegangement.

323. The Ministry of Justice provided some informatialating to 70 mutual legal assistance cases
received since 2010, of which about eight relatethe LTTE and some related to MHowever, based

on their statistics, assistance was only provided five cases related to ML and eight cases related

TF between 2008 and 2012. A large number of casemmain pending without any explanation as to
why there has been no progressThe Attorney General’'s Department (AGD) providedtistics of 31
cases between 2008-2011 and 15 cases in 2012 ohhtegal assistance provide directly by the AGD in
responses to requests made. No other informatiatimg to the types of offences or assistance piexvi
was available.

324. The provision of timely and constructive assistancdor formal requests made under the
MACMA is hampered by the absence of an effective sa management system, inadequate
maintenance of data and poor coordination betweenht central authority and the operational
agenciesThe central authority advised that several pendaggests had been channelled to the AGD or
law enforcement agencies and as such, the centradrity was not able to provide further information

the progress of the request. Although the authektyds periodic reminders it is reliant on othesraies

to act on the requests. The central authority hesgsstration process for incoming requests, i® dol
liaise with the requesting authority and relegdltesrequest to the appropriate law enforcementoaityh
Using this rudimentary system, the central autiocibntinues to monitor the progress of the request,

10 per theGazette of the Democratic Socialist Republic ofl@rika — Extraordinary14 July 2013 on the ‘Mutual Assistance in
Criminal Matters Act No. 25 of 2002, Sri Lanka hakAarrangements with Commonwealth members per thewing schedule:
Antigua and Barbuda, Australia, The Bahamas, Banghadzrbados, Belize, Botswana, Brunei Darussalam, Camg@anada,
Cyprus, Dominica, Fiji Islands, The Gambia, Gha@aenada, Guyana, India, Jamaica, Kenya, Kiribatisdtho, Malawi,
Malaysia, Maldives, Malta, Mauritius, Mozambiquearhibia, Nauru, New Zealand, Nigeria, Pakistan, Badew Guinea, St.
Kitts and Nevis, St. Lucia, St. Vincent and the ia@ines, Samoa, Seychelles, Sierra Leone, Singapolemon Islands, South
Africa, Swaziland, United Republic of Tanzania, Tangrinidad and Tobago, Tuvalu, Uganda, United Kmg, Vanuatu,
Zambia, and Zimbabwe

11 Authorities advise that Sri Lanka has bilateral Magreements with Belarus, United Arab Emirates,is®ak, Thailand, Hong
Kong and India. Sri Lanka cited two other countréth which agreements have been finalised but Im@g/et entered into force.
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although there was no evidence that requests lomfalps were prioritised for efficiency or by thegency

of the request. The central authority was not abl@rovide thorough and comprehensive statistics of
mutual legal assistance received and requestedriblyaBka. There were no statistics provided by the
central authority on mutual legal assistance reguist resulted in freezing of funds or confismatof
assets, and the assessors were referred to thi Bliain such information.

325. The Sri Lankan authorities agree that one of the aases of delays is that there are too many
agencies involved with the processing of mutual lagassistance requestslhe inability of the central
authority to provide a one-stop response hampersiility of the requesting state to communicatt wi
the appropriate Sri Lankan authority on progresthefcase. This also affects Sri Lanka'’s abilitykéep
comprehensive and up-to-date data and statistinsutdal legal assistance requests, including infion

on its timeliness. A sampling of requests, condiicigth the central authority, revealed a number of
requests from over a few years that were still tantding, with no detail available as to what was
preventing execution of those cases. The centihlodty had referred many of these cases to another
agency, with no subsequent update from that ojemey, even after follow up by the central autlyorit

326. Sri Lanka'’s extradition efforts appear to be simila to its mutual legal assistance regime, that
is, there is no evidence of an effective case maeagent system, adequate maintenance or monitoring
of data, or effective coordination between the cerdl authority and the operational agencies.
Cooperation relating to extradition is achievedemitie Extradition Act No. 48 of 1999 (as amend&d}
officially comes within the purview of the Ministryf Defence. However, in practice, extradition resfs
are channelled through the Ministry of External aif§, Ministry of Justice, or the Attorney-Genesal’
Department. The extradition statistics providedeneasic and did not provide sufficient informatitmn
demonstrate that extradition requests were beiali déth in a constructive and timely manner.

327. Neither the Ministry of Defence nor the Ministry Bkternal Affairs was clear about its role in terms
of extradition from Sri Lanka. Neither agency waseato provide workable statistics, significant &€as
studies, or information on the extradition procdssdemonstrate Sri Lanka's effectiveness in teofns
extradition. The information provided showed thatween 2010 and 2014 there were 18 extradition
matters. No information was provided as to whetherrequests were incoming or outgoing, the offence
for which extradition was sought, or the status/eesult. It appears that although some amount of
exchange of information and extradition does talkeeqy these matters are handled by the relevant law
enforcement authorities with minimal oversight bg televant central authority.

b)  Seeking in a constructive and timely way mutuallegsistance and extradition

328. Discussions with Sri Lankan law enforcement authexirevealed that mutual legal assistance and
extradition requests are made to pursue evideng®iminals, although the statistics provided did no
provide this level of detail. As indicated under90Sri Lankan authorities have observed that sifstgnt
number of TF offences have a foreign connectiowiémv of the involvement of the Sri Lankan diaspora,
which include countries in Europe and North Amerida such, the importance of having an effective
international cooperation regime is critical for Sanka. Sri Lankan authorities have stated thay thave
made ongoing effortthrough mutual legal assistance and extraditiopusue foreign-based offenders
and to obtain evidence located in foreign countfes domestic investigation in terrorism and
terrorist-financing related cases. However, the Viemited statistics provided (see table 8.1 belo\w)not
validate this claim, as only one mutual legal dasice request on TF was made through the Minidtry o
Justice by Sri Lanka in the last 4 years.

329. The authorities advised of cases that involved alutegal assistance for TF. The Terrorist
Investigation Division (TID) cited the case prevsbumentioned under 10.9, involving a Europeareetti
based in an Asia/Pacific jurisdiction who was aegdsin Sri Lanka for his involvement in TF offences
relating to the LTTE. Evidence against the offend@es sought through a mutual legal assistance seque
to the Asia/Pacific jurisdiction and the offendesksince been convicted in Sri Lanka. Similarlgréhwas
an outgoing mutual legal assistance request isdke relating to the European country that resittéige
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LTTE operators being convicted in that jurisdicti@everal other mutual legal assistance and extadi
requests remain in progress and reflect the TIDigoing counter-terrorist financing engagement on
several fronts.

Table 8.1: Mutual Legal Assistance through Ministy of Justice

2008 2009 2010 2011 2012
MLA requested by Sri Lanka - outgoing
MLA on TF - - - 1 -
MLA on ML - - - - -

330. However, the list of cases provided by the ceraaghority did not provide sufficient information to
make an assessment as to the quality of the ogfgequests. Sri Lanka’s inability to provide a peocity
undertaking limits its ability to seek formal coogion for coercive assistance, including for asset
information, seizure and confiscation from statest tare not specified or with which there is natye
arrangement. There was at least one outgoing requesfraud case in which the requested jurisalrcti
was not able to provide the bank account detaifsyaunt to Sri Lanka’s request because of Sri Lartka
being able to provide an undertaking for recipsocithe Sri Lankan authorities also cited severaksa
where mutual legal assistance requests were madasbistance is yet to be forthcoming or has been
rejected. In one case relating to TF, the foreigiarity reported that it did not pursue the ma#teithere
was no prospect of conviction. Sri Lankan authesitefforts with formal international cooperation dot
appear to be achieving significant successful au&sin the prosecution of ML, TF or depriving criralis

of their assets. The lack of data and statistiodeniiadifficult to ascertain further as to why tisshe case.

c)  Other forms of cooperation

331. Sri Lanka maintains a variety of bilateral and multilateral channels for international
cooperation. These include membership of regional and internati@rganisation such as Interpol, the
Egmont Group, World Customs Organisation, Inteomati Organisation of Securities Commissions and
International Association of Insurance Supervis@rs.Lankan law enforcement and supervisory agsncie
have also signed bilateral and multilateral MOUdatalitate international cooperation for the pretien

of AML/CFT in relation to their respective scope dfty. Authorities from the Securities and Exchange
Commission advised that since 2010, there have Reewgcasions where Sri Lanka obtained useful
information from 4 jurisdictions through the IOSGMIOU platform.

Table 8.2: Police-to-Police 2010 2011 | 2012 | 2013 | 2014

Assistance though Interpol

Provided by Sri Lanka

Cases on TF. 7 4 0 0 01
Cases on ML 4 8 7 4 8
Predicate offence 156 151 171 199 169

Requested by Sri Lanka

Cases on TF. 10 3 3 1 1
Cases on ML 0 2 4 8 5
Predicate offence 226 240 246 227 276
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332. The Sri Lankan authorities cited a joint investigatamong CID, Police Narcotics Bureau and the
authorities of a SAARC country in an ML investigati involving proceeds of drug trafficking.
Cooperation between the authorities of the two treesresulted in tracing of funds that had alldged
been laundered through overseas companies, fectaneé houses. The Sri Lankan authorities informed
that the offender has been deported to Sri LankKade ML charges and that the information shardt wi
form the basis of a mutual legal assistance reqoetste SAARC country to obtain the evidence far th
purpose of prosecution.

333. Sri Lanka recognises that it faces significant ARIET risks from jurisdictions in the region; it has
entered into regional conventions and arrangemeitts SAARC members to facilitate exchange of
intelligence and information. These include the iddal Protocol SAARC Regional Convention on
Suppression of Terrorism, SAARC Convention on NaccDrugs and Psychotropic Substance, SAARC
Convention on Mutual Assistance in Criminal Mattersd the SAARC Regional Intelligence Liaison
Office under the World Customs Organisation. ThAB& Terrorist Offence Monitoring Desk (STOMD)
was established in Colombo in 1995 to collate, yw®ahnd disseminate information on terrorist ofésnc
tactics, strategies and methods through a datadmadesecure email network. However, due to delays
between the relevant SAARC counterparts on mastech as common software and expert contact points,
the desk is not fully operational, functioning oy a data exchange via email, and therefore appear
attract limited use.

334. The Sri Lankan FIU has signed MOUs with over 25 FIl$ from other countries. Four of these
are MOUs with FIUs from SAARC states. As an Egmmeimber, the Sri Lankan FIU shares information
mostly through the Egmont Secure Web even withoMCGU. In the case of non-Egmont members, Sri
Lanka uses formal letters to share information. BhieLankan authorities have provided statisticthwi
regards to requests received and made betweencthaiterparts that have been reproduced in taBle 8.
below, and indicated that they responded to allests received from their counterparts.

Table 8.3: Sharing information with foreign counteparts (FIU to FIU)

2009 | 2010 2011 2012 2013 2014

Requests received from other FIUs 6 9 25 11 18 10

Requests made by Sri Lankan FIU 47 13 4 12

[ NEY
1R
WJ

335. In particular, STR information has led to investigas. The Sri Lankan authorities cited the Tamil
Rehabilitation Organisation investigations for 1eé 10.9) as an example where STRs received fram FI
counterparts were channelled to CID and which exadiytled to TF investigations and prosecutionsnpso
of which are ongoing.

336. The Sri Lankan authorities provided the followingse examples of effective international
cooperation that resulted in action taken agaifishders:

Case 1

The Sri Lankan FIU received an STR in relation tbamk account that was used by a suspect who
fraudulently collected over LKR 85 million (USD 1.illion*) by arranging places in educational
institutes in a regional country for medical cosrgen though these institutes were not appropriate
registered. The FIU sought assistance directly fioenAML Department of the regional country’s FidJ|t
obtain evidence relating to the educational inst#uand medical courses that was used in| the
investigations by Sri Lankan CID. This resultedsufficient evidence to obtain a domestic order doeh
the bank account of the suspect frozen and thel@msbeen submitted to the AGD for prosecution.
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Case 2

A European citizen was arrested for drug traffigkin Europe. Prior to the arrest, the offender was
observed to have made a transaction to the barduatof a Sri Lankan resident. The European FIU
requested assistance from the Sri Lankan FIU tatiiyaf there was any relation between the offenaied
the Sri Lankan recipient of the transaction. ThieL&nkan FIU sought assistance from local authesito
trace border control movements of the offenderrid_&nka and identify further financial transactsorit
was found that the offender maintained a curreob@at in Sri Lanka and held hotel property in Sanka
that had been leased to the Sri Lankan residemt.ififormation gathered was provided to European |FIU
through Egmont Secure Web.

d) Identifying and exchanging basic and beneficial ewship information of legal persons and
arrangements.

337. The deficiencies concerning beneficial ownershgrasted under 10.5; the Registrar of Companies
is able to provide certified copies of publicallyadable company registration documents to doméatic
enforcement agencies as well as to foreign autesrthrough diplomatic channels. Authorities did no
provide statistics on the sharing of basic infoiorat

338. To the extent that the information is availablee t8ri Lankan FIU also endeavours to share
beneficial ownership information where this canob¢ained through interviews with company secresarie
as well as through minutes of board meetings ah@rotiocuments. However, a court order may be
required to obtain such information and in suchesas foreign authority may have to make a formal
request under the MACMA. Sri Lanka provided an epkmof where investigations conducted by its
authorities allowed foreign authorities to unveit real managers of a company and share this iaf@m
with its foreign counterparts. In the example pded, pursuant to one European country’s mutuall lega
assistance request to obtain information of a comrased in Sri Lanka that was used to set up @ sca
website seeking investors to participate in a fudent transnational business, Sri Lankan investigat
uncovered information showing that although the pany was registered to a Sri Lankan family, and had
established an office in Colombo, the affairs & dompany were being run by a foreign nationalrdeo

to conduct the criminal activities without beingidified.

339. TID has also formally and informally shared information relating to links between companies
and terrorists activities that they have uncoveredhrough their investigations. TID advised that it
does use bank account details and reports frorRégestry of Companies and information obtained from
the FIU in its investigations in order to find dbe beneficial ownership of suspicious legal areamgnts.
However, there is no indication that cooperatiorsimgilarly being provided by other law enforcement
agencies, e.g., CID for ML and other non-TF offence

Overall conclusion on Immediate Outcome 2:

340. There are significant legal and structural limias to Sri Lanka’s ability to be effective in rédat

to its formal international cooperation mechanisftge central authority does not adequately mairain
monitor the status and timeliness of requests naadeobtained. This, in combination with varyingdesy

of inter-agency coordination, leads to a cumberseyséem where the progress of requests is not alway
apparent. There does appear to be more effectigenational cooperation amongst the law enforcement
agencies and their respective foreign counterpat®rein assistance is initiated and monitorednat a
informal level. However, as Sri Lankan authoritiese observed that a significant number of TF aiésn
have a foreign connection in view of the involvemefithe Sri Lankan diaspora, the importance ofifgyv

an effective formal international cooperation regiis critical in the case of Sri Lanka.

341. Sri Lanka has achievedaw level of effectivenesfor Immediate Outcome 2.
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8.4 Recommendations on International Cooperation

342. The following recommendations are made on preventieasures (10 2):

. Ensure that its MACMA framework allows Sri Lankalie able to provide/obtain a wide range of
mutual legal assistance regime (including coerasgstance) from a broader range of jurisdictions.

. Central authorities need to implement a much mareust and efficient case management
framework to ensure better coordination and moimigpof mutual legal assistance and extradition
requests.

. Maintain more comprehensive statistics on mutugdll@ssistance and extradition requests in order

to better monitor the efficacy of its internatiocalperation framework.

. Establish a mechanism to better able to provideefidal ownership information for foreign
requests beyond the basic information it is culyeattle to provide.

111 Anti-money laundering and counter-terrorisaficing measures in Sri Lanka - 2015



TECHNICAL COMPLIANCE ANNEX

1.INTRODUCTION

1. This annex provides detailed analysis of the le¢@ompliance for Sri Lanka with the Financial
Action Task Force (FATF) 40 Recommendations. Itsdoet include descriptive text on the country
situation or risks, and is limited to the analysiigechnical criteria for each Recommendationhtitdd be
read in conjunction with the mutual evaluation mpo

2. Where both the FATF requirements and national lamw®gulations remain the same, this report
refers to analysis conducted as part of the previoutual evaluation in 2006. This report is avdddbom
www.apgml.ord?®

2.NATIONAL AML/CFT POLICIES AND COORDINATION
Recommendation 1 — Assessing risks and applyingsk-based approach

3. These requirements were added to FASTF Recommendations 2012nd were not therefore
assessed in APG’$%round mutual evaluation report of Sri Lanka in 00

4. Criterion 1.1 Sri Lanka completed its first national risk assesnt (NRA) of money laundering
(ML) and terrorist financing (TF) in October 20Mat months before the onsite. The NRA was completed
using the World Bank’'®ational Money Laundering and Terrorist FinancinglRAssessment Todrior

to the NRA, there had not been any ML nationalemtaral risk assessments. There is also the Nétiona
Security Strategy, which was issued in 2014 andighdxd in the Ministry of Defence’s website. The
strategy shows that Sri Lanka has assessed antifieteA F risks, not only LTTE but also other TEks
such as Islamic State of Iraq and the Levant (ISTh)s strategy focuses primarily on terrorism)ueng

its financing, but also examines maritime securgyues (including organised trafficking of persons,
human smuggling and drug trafficking) and organisgahe. The document covered three areas:

e Sri Lanka’s overall national security context;
» The primary threats to Sri Lanka’s national segudnd
» The strategies being formulated in response teettiesats.

5. In the NRA, the overall conclusions of ML/TF risase based on assessments done using seven
modules and seven respective sub-teams involvirgxpert participants. These include ML and TF threa
analysis, national vulnerability (including legaldaregulatory framework, institutional capacitydasther
factors), banking sector vulnerability, securitigsctor vulnerability, insurance sector vulnerapilitther
financial sector vulnerability and designated nioraficial businesses and professions (DNFBPs) sector
vulnerability. ML and TF risks on financial inclasi products were also assessed. Information sources
used were quite broad and included both quantiatata and qualitative information, such as datsbas
government agencies; feedback obtained throughtiqneaire circulated among participants of banking,
securities and insurance sectors; open sourcematn; and qualitative input from sectoral expémtsn
competent authorities and private sector. Furtther,NRA contains comprehensive proposed actions to
address the identified deficiencies and providebtmss of a national AML/CFT strategy.

12 hitp://www.apgml.org/includes/handlers/get-docunesiix?d=866e80e0-42b2-484a-990b-0d61b3dfb19b
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6. The NRA's assessment of ML/TF risks, overall, ias@enable and is not inconsistent with the

assessment team’s findings. The NRA is relativalgad and recognizes all the major ML/TF risks

identified by the assessment team. It is lackirey dhsessment of the ML/TF risks of legal persoms an

arrangements. However, the NRA is primarily a ssdessment, and would have benefited from an
independent review to moderate some of the cormrigsin sectoral and national vulnerabilities.

7. Criterion 1.2 Sri Lanka has established the National Risk Asreat Working Group (NRAWG)
with the FIU as the designated lead agency for reg the NRA. The NRAWG represents all
AML/CFT-related stakeholders in Sri Lanka, inclugliprivate sector representatives (from the thre@ma
financial industry associations covering the bagkisecurities and insurance sectors) and compofes
senior officials of 23 institutions.

8. The NRAWG has been divided into eight sub-groupsetaon members’ professions,
specialisations, and backgrounds. The eight grangside one group for each thematic area of threat
analysis, national vulnerability assessment, banlgector vulnerability assessment, securities secto
vulnerability assessment, insurance sector vuliléggalassessment, other financial institutions JFIs
vulnerability assessment, designated non-finanbisinesses and professions (DNFBPs vulnerability
assessment, and financial inclusion product riskssment.

9. Criterion 1.3 There has been no updating of the NRA becausdNBw was completed just
before the onsite. During the onsite, authoritidsised that future updates will be discussed ohee t
recommendations contained in the NRA have beentadop

10. Criterion 1.4 The NRA has been disseminated to competent atiisoend the three main
financial sector industry associations have recktie sanitised version of the report. At the tiohehe
onsite, the FIU has not disseminated directly thaitsed version to FIs or DNFBPs. The FIU plans to
disseminate the results of its NRA to all Fls arldABPs after the FIU Advisory Board has endorsed the
NRA in early 2015.

11. Criterion 1.5 Sri Lanka has not yet applied a comprehensiveldsed approach to applying
resources and implementing measures to preventtigate ML/TF because it has just finalised the NRA
and no other ML risk-based approach had previobslgn implemented. It has developed a security
strategy that focuses on TF risks. The strategyudles implementation of a national coordination
mechanism chaired by the Chief of National Intelfige.

12. Criterion 1.6 Not all elements of the relevant FATF Recommeindat are required to be
implemented by FIs or DNFBPs (see section on ptéxeemeasures). These exemptions are not based on
proven low risk of ML/TF.

13. Criterion 1.7 The NRA has identified higher-risk areas arisfirgm threats and sectoral and
national vulnerabilities, including the informalcsar. Because the recommendations contained iNR#®&
have not been approved, there is no national dosdcstrategy yet developed to address these NRA
identified risks. However, supervisors have idésdif certain categories of customers e.g., polltical
exposed persons (PEPSs) as higher risk and manttestefils undertake enhanced customer due diligence
(CDD), issuing know your customer (KYC)/CDD rulés licensed banks and finance companies,
stockbrokers, insurance companies, but not yet N&-BPs. There is also no requirement for Fls and
DNFBPs to ensure that such information is incorfearénto their risk assessments.

14. Criterion 1.8 There has been no implementation of simplified LA®FT measures based on

proven lower risks for financial inclusion or othése. Further, the Financial Transactions Reporfiog
(FTRA) does not explicitly provide for simplifiedeasures to be adopted.
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15. Criterion 1.9 Sri Lanka’s supervisory authorities do not haveranal risk-based approach to
supervision for the financial sector and thererarelesignated supervisors for DNFBPs. Sri Lankguets
completed its NRA and therefore has not adoptedskbased approach to supervision. Financial
supervisors have made some efforts in implemerdingsk-sensitive approach, but this has not been
systematically adopted or reflected in supervigmijcies, practices and systems.

16. Criterion 1.10 Sri Lanka has not introduced a national requirgnfier all FIs and DNFBPs to
identify, assess and understand their ML/TF risBsly the CDD rules for the securities industry and
insurance require a risk-based approach to thasgses, and those are limited. However, the didiga

do not appear to cover other types of risks sugbreducts, services, transactions or delivery chknror
require institutions to document their risk assessimor have appropriate mechanisms to provide such
information to supervisors.

17. Criterion 1.11 Since Sri Lanka has not required Fls and DNFBP$idve comprehensive
policies, controls and procedures in place to mtdgisks or take simplified measures.

18. Criterion 1.12 No regulatory instruction has been promulgateat tlvould permit financial
institutions and DNFBPs to take simplified measuoasmianage and mitigate risks, if lower risks hbgen
identified.

19. Weighting and conclusiorSri Lanka completed is first NRA in October 20d44d has not yet
adopted a risk-based approach informed by the NRgvdévent or mitigate ML/TF, nor has there been any
other systematic risk-based approach adopted priche NRA except for TFRecommendation 1 is
rated partially compliant.

Recommendation 2 — National cooperation and cooration

20. In the 2006 MER, Sri Lanka was rated partially ctiengg with the former R.31. It was found
that Sri Lanka needed to enhance domestic cooroinan AML/CFT across agencies with the primary
deficiency considered to be the lack of a functignFlU and of provision for its potential role iational
coordination. Follow-up reports found that this hamproved due to the establishment of the FIU, its
subsequent interaction with other agencies, andaitmeation of a national coordination body, beihg t
Advisory Board to the FIU.

21. Criterion 2.1.The National Security Strategy, which was made ipubl 2014, provides for a
coordinated response to terrorism, including Tk.L&nka does not yet have national AML/CFT policies
informed by an NRA, or from other forms of compresige ML risk assessments. Sri Lanka’s national
AML/CFT body, the Advisory Board for the FIU, sesvas the reviewing body for national AML/CFT
policies. However, there is no national AML polioy strategy. Authorities indicate that they willkeuthe
NRA to inform future reviews of national AML/CFT paes, primarily through the advisory board.

22. Criterion 2.2 The Advisory Board for the FIU is also the desiga authority responsible for
national AML/CFT policies. The cabinet memoranduwmiing the advisory board provides the board’s
terms of reference, including responsibility fortioaal AML/CFT policies, and not just FIU matters.
Authorities advised that the TORs are, and theeetbe mandate of the board is, ongoing. Further, th
Office of the Chief of National Intelligence penfios a coordination role on matters relating to metio
security, including terrorism and TF, and certaitegories of predicate offences but not ML.

23. Criterion 2.3 At the national level, the Governor of the CelnBank of Sri Lanka (CBSL) chairs
the Advisory Board for the FIU. The board is taskeith deciding on AML/CFT policy matters and
consists of heads of key ministries and institugion

Anti-money laundering and counter-terrorist finargcmeasures in Sri Lanka - 2015 114



» Governor of Central Bank of Sri Lanka as the Chamm

» Secretary of Ministry of Finance and Planning

» Secretary of Ministry of Justice

» Secretary to Ministry of External Affairs

* Attorney General

* Legal Draftsman

* Controller General of Department of Import and Exgiontrol

* Controller General of Department of Immigration d&digration
* Inspector General of Police

* Chairman of Board of Investment of Sri Lanka

» Director General of Securities and Exchange Comamssf Sri Lanka
» Director General of Sri Lanka Customs

» Registrar General of Companies

» Director General of Accounting and Auditing StartiBoard

» Director General of NGO Secretariat

* Chairman of National Dangerous Drug Control Board

» Controller of Exchange

24, The Chief of National Intelligence oversees all ragies relevant to countering terrorism and
meets weekly to discuss threats, including TF, flmth LTTE and non-LTTE. The group consists of the
Sri Lanka Police Terrorist Investigation DivisiollD) and Criminal Investigation Division (TID), the
State Intelligence Service, and the Defence ligitice agencies: Directorate of Military Intelligenc
Directorate of Naval Intelligence, and Air Inteltigce. Other agencies such as Customs and the tell at
as required. There is also information sharing oedigate offences such as drug trafficking, people
smuggling and human trafficking.

25. In addition to the advisory board, there are sdwaieer coordination mechanisms/arrangements
between domestic authorities providing for cooperabetween agencies on policy development and
implementation. Examples provided by Sri Lankaude!:

» As noted previously, up to 60 officials from alleeant competent authorities were involved in
preparing the NRA, including recommendations toragsl identified deficiencies.

* Two senior officials of the Attorney General’'s Dejpaent (AGD)) are appointed as consultants to
the FIU to facilitate coordination with the AGD élprosecutor).

» Some members of the CID are housed at the centnak, bproviding for close coordination
between CID and the FIU.

* FIU has entered in to memorandum of understandit@@l{) with the Sri Lanka Customs to share
information and initiatives. Formal arrangementgenbeen made with Department of Immigration
and Emigration, and Department of Persons Reg@tratb share information without MOUs. An
officer has been designated in each departmentlrendlU and respective department to share
information by emails using a specified documentnfat.

26. Despite such examples, there is no formal inforomagharing agreement between the FIU and
the police, or between the FIU, as the primary ABIEET supervisor, and other financial sector supersis

27. Criterion 2.4 Authorities indicate that coordination on pralégon financing (PF) criterion is at
an early stage, but that law enforcement agenaeparticular the State Intelligence Service, iater
closely with the FIU on this matter and that they aworking toward implementation. The FIU, througk
Central Bank Deputy Governor, provided advice te Ministry of External Affairs as to Sri Lanka’s
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obligations under the FATF Recommendations, inipagr Recommendation 7, via letter on 29 August
2013 and again 2 July 2014.

28. Weighting and conclusiorsri Lanka has the Advisory Board for the FIU that the mandate to
work on national-level AML/CFT policies, althoughhas yet incorporated the findings of the NRAt& i
work. There are regular meetings on terrorism,uidiclg TF, under the auspices of the Chief of Naion
Intelligence. Coordination on PF is as yet onlyliprmary. Recommendation 2 is ratedpartially
compliant.

Recommendation 33 — Statistics

29. In the 2006 MER, Sri Lanka was rated partially ctiemg with former R.32. The 2006 MER
concluded that statistics for this part of the Regw®ndation were available to a varying extent acros
agencies.

30. Different competent authorities provided statisfmstheir mandated areas.

31. Criterion 33.1 (a).The FIU keeps reasonably detailed statistics gpisious transaction
reports (STRs) received and disseminated. Statigtiovided included details of STRs reported
individually by FIs, reasons for suspicion, a breg@kof STRs analysed, details of STRs dissemingted
law enforcement and supervisors including the NG r&ariat, and some information on international
dissemination. Information on STRs are sufficierdbtailed to track whether ML/TF investigations, or
prosecutions originated or not from STRs. The Hissifies some intelligence reports provided byepth
competent authorities as also STRs, however, thestts distinguish STRs received from financial
institutions from those received from competenhatities.

32. Criterion 33.1 (b). The CID maintains a comprehensive spreadsheetl d¥lla cases under
investigations and prosecutions. Further, the Qlided detailed statistics to the assessment tkaing

the onsite on ML cases referred to the CID for stigations, ML cases under investigations, ML cases
pending in High Court of Sri Lanka and ML casesatoded after trial. Information held was sufficigat
indicate related predicate offences, whether framestic or foreign proceeds, and wheth@marty or
self-laundering. There were less detailed stasigifovided on TF investigations.

33. Criterion 33.1 (c).The FIU and AGD provided details on accounts teraply frozen for both
ML/TF under the FTRA. The AGD provided statistice torfeiture under the Prevention of Money
Laundering Act (PMLA) for the one ML conviction. @TID provided summary statistics of confiscated
properties under various legislations, including Brevention of Terrorism Act (PTA) and Public Ségu
Ordinance (PSO), but not on the Convention on tgp&ssion of Terrorist Financing Act (CSTFA) as it
has been rarely used. Customs provided detailsO@ncases of cross-border confiscations but for 2014
only. Statistics were also provided on assets frazeler UN Regulations No.1 (1373).

34. Criterion 33.1 (d).The Central Authorities for mutual legal assisand extradition do not
keep comprehensive statistics regarding mutuall legaistance or other international requests for
cooperation made and received. Although Sri Lankeiged the assessment team with a list of mutual
legal assistance requests, the list did not prodideity on the requests received/made, the type of
assistance provided/obtained, the offences andheh#te requests were dealt with in a timely manner

35. Weighting and conclusionThere are legal provision under the FTRA reqgirBri Lanka to
maintain or compile statistics on the types of repthat are mandated under section 15(i),(k),6a) @)
of the FTRA. Statistics are available for STRs rem# and disseminated; ML/TF investigations,
prosecutions and convictions; property frozen, estizand confiscated; mutual legal assistance aroth
international requests for cooperation made andived. However, the information provided is not all
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sufficiently detailed and comprehensive to dematstthat it meets the scope of R.B&commendation
33 is rated partially compliant.

3.LEGAL SYSTEM AND OPERATIONAL ISSUES
Recommendation 3 — Money laundering offence

36. Sri Lanka was rated partially compliant with thenfier R.1. The report concluded that Sri Lanka
had some technical deficiencies, preventing compéawith the international standards. Namely, that
had not yet ratified the Palermo Convention and, tha the time of the assessment: not all FATF
designated offences were included as predicatenad®e to money laundering; third-party predicate
offenders may require prosecution prior to moneyntkering prosecutions; only domestic offences were
considered predicate offences — not foreign offencnd, ancillary offences did not include all
requirements of the Palermo Convention.

37. Sri Lanka was rated partially compliant with thenfier R.2. The report concluded that the then
newly enacted PMLA served to address many of tiggirements of R.2 but not all, that the penalty
framework was not dissuasive, and that the offem@e not yet fully implemented.

38. The 2013 ME progress report on Sri Lanka found ithladd made sufficient progress, primarily
through amendments to the PMLA.

39. Criterion 3.1.ML is criminalised on the basis of the Vienna amdePmo Conventions by s.3 of
the PMLA No. 5 of 2006 as amended.

40. Criterion 3.2.Predicate offences are defined by reference t@iuil activity’. Section 35 of the
PMLA defines ‘unlawful activity’ which covers a rge of requisite predicate offences as informed by
offences detailed in other relevant legislationeTgredicate offences of counterfeiting and piraty o
products and non-habitual illicit trafficking inod¢n and other goods are not covered as they dare no
criminalised, and tax crimes do not fall within thefinition of ‘unlawful activity’ in the PMLA.

41. As paragraph (o) of the definition of ‘unlawful sy’ requires imprisonment of five years or
more, clarification was sought from the AGD on hthis sat with Penal Code provisions that expressed
‘imprisonment may extend to five years’. As thedtedical maximum is 5 years, it falls within paragin

(o) regardless of the sentence that might be haddeah in any particular case. On the same basibeif
punishment for the offence has a range of imprisamirthat starts lower than five years but goes heyo
five years then it falls within the definition.

42. Criterion 3.3 The amended PMLA contains a mixture of listecenfies and a set threshold of
five years imprisonment or more for other prediadfences. However, not all predicate offencediated
and some are below the five-year threshold as riotdee analysis for ¢.3.2.

43. Criterion 3.4 The definition of ‘property’ in section 35 of tH&MLA is wide enough to cover
any type of property that directly or indirectlypresents the proceeds of crime, and is not expressl
limited as to value.

44, Criterion 3.5 Subsection 3(3) of the PMLA provides that an aecuneed not be convicted of a
predicate offence to be convicted of a ML offenseaaconviction for the commission of the ‘unlawful
activity’ is not necessary for proof of the ML ofifee.

45, Criterion 3.6 Paragraph (p) of the definition of ‘unlawful adty’ in section 35 of the PMLA
satisfies this requirement. The amendments to MieAPin 2011 extended unlawful activity to include a
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act committed in any jurisdiction outside of Srinka, which would constitute an offence in that
jurisdiction or which would, if committed in Sri b&ta, amount to an unlawful activity.

46. Criterion 3.7. Though it is not expressly stated, ss. 3(1) ef®MLA is broad enough to cover
the requirement that the ML offence should applgecsons who commit the predicate offence.

47. Criterion 3.8 Sri Lanka has advised that its criminal jurisgmnice permits the mental element
for the ML offence to be inferred from the objeetifactual circumstances. This appears to be censist
with general legislation such as the Penal Codd,issupported by case law, elgrasad Perera v AG
2004 (1) Sri Lanka Law Reports 417 at p 420 kimty v Eddind1 New Law Reports 345 at p 346.

48. Criterion 3.2 Under ss.3(1) of the PMLA, upon conviction foetRIL offence a natural person
may be subject to a fine of up to three times tilaes of the relevant property, or to imprisonmemtup to

20 years, or both. By comparison to the criminaictans for the predicate offences, this provides
sufficient flexibility to be proportionate and digssive

49, Criterion 3.1Q Any person, including a legal person, who comititsoffence of ML as defined
under section 3(1) of the PMLA can be prosecutedl pumished as provided in the same section. The
definition of ‘person’ in s.35 of the PMLA to inale a ‘body of persons’ applies the ML offence irBgk)

to some legal persons. Section 18 of the PMLA appta clarify that this means a body corporate, a
partnership and an unincorporated body. Sectioext€nds liability for the ML offence to natural pens
that lie behind such legal persons, subject taatedefences. According to section 10 of the Peadé a
‘person includes any company or association or lwdghersons, whether incorporated or not’. SecBarf

the Code of Criminal Procedure Act No 15 of 1972QJ also contains a similar interpretation to gvent
‘person’. Section 2(s) of the Interpretation Ordice provides that a ‘person includes any body csqes
corporate or unincorporated’.

50. The sentence that can be imposed on a legal pemusicted under this section is confined to a
fine not less than the value and not more tharettirees the value of the property relating to which
offence was committed. In addition assets of tlkegdl person’ will be liable to be forfeited undaet
PMLA (ss. 3(1A)). In the event that the legal persails to pay the fine imposed by the court, thert
has the jurisdiction to issue a warrant for theyle¥ the amount by distress and sale of any movable
property belonging to the offender (ss. 291(2)he&f CPC). In addition to the fine imposed on thaleg
person, every director, other officer, partner jvictial of an unincorporated body who is resporssiiolr

the management and control of such body by operaticection 18, is deemed to be guilty of the rdke

of money laundering and is liable to be punishett witerm of imprisonment and a fine or with bosh a
provided under section 3.

51. Criterion 3.11 Subsection 3(2) of the PMLA contains appropréateillary offences.

52. Weighting and conclusionSri Lanka’s remaining deficiency is the incompletoverage of
predicate offences as described in c.R&ommendation 3 is rated largely compliant.

Recommendation 4 — Confiscation and provisional reaees

53. Sri Lanka was rated partially compliant with thenfier R.3. The report concluded that the
proceeds of crime regime in Sri Lanka was too ieste in terms of the offences it covered.

54. Criterion 4.1 Subsections 13(1) and (1A) of the PMLA permit fiswation of laundered
property, proceeds or instrumentalities used indvlroperty of corresponding value owned, possessed
under the control of the person convicted of the dlence. Gaps in predicate offences identifiedeund
c.3.2 limits the scope, though it is noted thategahprovisions under the Inland Revenue Act NooflO
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2006 to collect default tax can be utilised evesuth tax crime is not a predicate offence. Thereat
appear to be confiscation measures relating td fhrties.

55. Subsections 4F(1) and (2) of the CSTFA, as amenuldjits confiscation of funds or property
provided or collected in contravention of the Tieate in section 3, and any instrumentalities usetie
commission of the TF offence. The confiscation raeas do not relate specifically to the person ccted
of the TF offence and therefore they may also afipthird parties.

56. Sri Lankan authorities confirmed that there is movysion for confiscation in the absence of
conviction where the offender has absconded or. died

57. Regulation 7 of regulations made under section)23f(the PTA (Gazette 1721/02 of 29 August
2011) permits the President, after satisfactorwinyg to declare that money, securities, creditd any
movable or immovable property in the custody of peyson which are being used or intended to be used
for the purposes of the LTTE, as a proscribed dsgdion, (whether at the time of the declaratiotater)

to be forfeited to the State. Such a decision nalfiand conclusive. Similar provisions existed unde
regulations made under section 5 of the PSO bythsident giving the Minster for Defence the poteer
make the declaration (regulation 7, Gazette 1588&f1Z January 209, which lapsed in 2011 prior to
commencement of the regulations under the PTA).hSuovisions have the capacity to deal with
laundered property, proceeds and instrumentali@leding to predicate offences, ML, TF and terroaists
provided they relate to the LTTE.

58. Criterion 4.2 In respect to ML, sections 7, 9 and 12 of the PMiermit freezing of property
prior to confiscation and to identify, trace andakenate such property. Part V of the Code of Crimina
Procedure Act 1979 provides general powers forstigation of offences. A freezing order is onlyfance

for seven days and the Sri Lanka Police must applparte to the High Court within that time (or any
extension granted by the High Court) for confirmatof the order. The High Court may permit esséntia
and legitimate transactions despite confirmingegZing order.

59. In respect to TF, sections 4, 4A, 4B and 4E of Qi8I FA, together with Part V of the Code of
Criminal Procedure Act 1979, provide a similar negi

60. The regulations under the PTA are implemented largy the TID using general police
investigative methods.

61. Criterion 4.3 Section 14 of the PMLA and section 4G of the CA&HHow bona fide claimants,
that is, those not the subject of the freezing Qriteseek an order of the Court to have their eryp
etcetera, excluded from the scope of the orderhdvttes advised that there is an ability for peopl
affected by confiscation under the PTA regulatitmseek an order restoring their property but skiems
to be left to the general law as there are no fipgxibvisions to cover it.

62. Criterion 4.4 Sections 11 and 15 of the PMLA and sections 4@ 41 of the CSTFA provide
for a court appointed receiver to manage propédréy dubject of a freezing order and subsequently a
forfeiture order. However, no further details arevided on procedures or processes that a receaess

to follow, or whether the court appointed receiigeanother government agency or outsourced. There a
no relevant provisions relating to action underPie\.

63. Weighting and conclusiorri Lanka meets most of the requirements of Résommendation
with the remaining deficiencies being gaps in pratdi offences, the lack of confiscation measuresimg

to third parties under the PMLA and lack of meckars or processes for managing or disposing of
property frozen, seized and confiscatedcommendation 4 is rated partially compliant.
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Operational and Law Enforcement
Recommendation 29 — Financial intelligence units

64. In the 2006 MER, Sri Lanka was rated non-compligitih the former R.26. The Sri Lanka FIU
was formally established in March 2006 but it was$ im operation at the date of the 2006 MER. The
powers and functions of the FIU are clearly statethe FTRA 2006. The 2012 ME progress report noted
that considerable progress had been made in addyabe deficiencies of the FIU. As a result, pesg
was considered to be equivalent to largely complia2012.

65. Criterion 29.1.The Sri Lanka FIU was established as a nationdateemder the Central Bank of
Sri Lanka (CBSL) in March 2006 through an Extranetty Gazette notification dated 23rd March 2006
issued by the President of Sri Lanka. The legaisbfas the FIU functions are provided in section df5
FTRA, which empowers the FIU to receive reportsidiect analysis and disseminate to either the rateva
law enforcement or supervisory authority.

66. Criterion 29.2 The FTRA provides for a wide range of reportsbto received by the FIU,
including for ML, TF and any unlawful activity. THeU is the central agency mandated to receive STRs
under Part I: Section 7 of the FTRA relating to MLF, or other related crimes notwithstanding the
amount. Under Part I: Section 6 of the FTRA, th& i mandated to receive cash transaction reports
(CTRs) and electronic fund transfer reports (EFT$je current threshold for both threshold and wire
transfer reports is LKR 1 million or above (USD T06).

67. Criterion 29.3 The FIU under Section 7(3) of FTRA is empoweredetquire a person who has
made a report to provide additional information mpequest by the FIU. This criterion, however, igggl
the FIU to be able to obtain and use additionarmftion from reporting entities, irrespective wieztthe
reporting entity has made a report or not.

68. The FIU can make requests for information to anyegoment agency, including law
enforcement authorities (LEAs) and supervisory agenfor the purpose of FTRA as per Section 15(1)(c
of FTRA. Currently, information requests are ad;haiber than an MOU with Customs, no other MOU or
mechanisms have been established.

69. Criterion 29.4 The Intelligence Management Division of the FBJrésponsible for conducting
operational analysis from information received fragporting entities and other information (as dibsct

in ¢.29.2 -3). Under Section 15(1)(d), the FIU namalyse and assess all reports and information. The
analysis procedure is detailed in the FIU Operaliddanual. The analytical process for conducting
operational analysis on an STR, including the dsadditional information and intelligence, is oot in
paragraph 9 of Part 9(c) of the Manual. Howeveg, U uses limited available and obtainable police
information in conducting operational analysis. fanty, the FIU does not make use of cross-border
declaration information from Customs to assist frerational analysis. Customs provides only suspecte
ML/TF cases to FIU by means of STR reporting. THE Boes not access cross-border declaration
information during the STR analysis stage.

70. The Strategic, Policy Development and Internatidrelations Division of the FIU is responsible
for conducting strategic analysis. However, onlgliprinary strategic analysis has been conductethen
typologies on certain areas, which was publisheithén2013 FIU Annual Report. The analysis was found
to be basic without conducting structured and caim@nsive analysis based on the information from the

13 Approximate figures based on LKR 1 equalling USDOU®L, as at the end of the onsite visit, 12 Deceni#fd 4,
www.oanda.com
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STRs over a period to systematically identify trend and emerging ML/TF threat. Trend and strategic
analysis entails the analysis with data coveringprdain period of time. The typology provided idyoa
case study based on one or several cases.

71. Criterion 29.5 Section 15(f) of FTRA allows the FIU to refer amatter or any information
derived from its operational analysis to LEAs, ancbpy be sent to the relevant supervisory authdrite
referrals, which are addressed to the Head of Dissding Parties, are classified as confidential
and delivered in person. The FIU can only dissetairthe information spontaneously to LEAs or
other competent authorities, but not upon the rsigiuem them.

72. Criterion 29.6 Under section 20(2) of FTRA, FIU staff members aequired by law not to
disclose any information/matters relating to thdities except in a few prescribed situations. Riaffs
members are screened for their personal, caredrbamavioural background, including a requirement t
produce a Police Clearance Report before appointmd®e FIU Operational Manual stipulates that the
personal information under its control is protectesim unauthorised disclosure. The FIU occupies one
floor in one building of the Central Bank of Srinlaa complex, and is physically secured by restlicte
access, CCTV monitoring, etcetera. Compartmentadiséas made in different divisions within the Fib
which the files/documents of the respective divisiare only accessible by authorised staff.

73. Criterion 29.7 The FIU is housed within the Central Bank of Sxhka.

74. For c.29.7 (a), according to paragraph 10 of P@jt $TR Review Committee in the Operational
Manual of the FIU dated 1 July 2014, the Directbthee FIU chairs the STR Review Committee that
reviews STRs prior to dissemination and has fuilbaomy in deciding dissemination. For ¢.29.7 (Injce®
approval of the Minister under section 17(1) of #iERA is given, the FIU can enter agreement and
arrangement with any domestic or overseas agemegarding information exchange as provided in
sections 16 and 17 of the FTRA. For ¢.29.7 (c),RHe is a department within the Central Bank of Sri
Lanka, and while its responsibilities are cleangyided for in the FTRA and in the Operational Mahof

the FIU, the Director of the FIU is accountable th® Assistant Governor of the Central Bank. It
was confirmed during the face-to-face meeting sheh reporting arrangement has had no impact on the
FIU’s operational independence. For ¢.29.7 (d), RHg, with the exception of the Director of the FlU
employees are appointed by the Central Bank utdeMbobnetary Act. However, this arrangement has not
compromised its operational independence.

75. Criterion 29.8 The FIU has been a member of Egmont Group sif68.2

76. Weighting and conclusionThe FIU has made significant progress since ti862MER.
Nevertheless, there are significant deficienciesceming c.29.4 on operational and strategic arslys
which are the essential elements for the functigwiiithe FIU. The FIU's operational analysis usestéd
available and obtainable police information onwncacriminals which impacts negatively on the gyalit
of the STR analysis and financial intelligence prctd In addition, Customs’ information, such asssro
border declaration information, is not used byFRild to augment the result of STR analysis. The atse
of comprehensive strategic analysis also affe@guttisdiction’s understanding of emerging ML/TEnds
and risks. The gaps in operational and strategadyais are given greater weighting in determinihg t
rating.Recommendation 29 is rated partially compliant.

Recommendation 30 — Responsibilities of law enfonemt and investigative authorities
77. Sri Lanka was rated PC in the 2006 MER for the frrRecommendation 27. The major

deficiency identified was the absence of designaed enforcement agency in conducting ML
investigations.
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78. Criterion 30.1 The CID in the Sri Lanka Police is responsible Ni_/TF investigations while
the TID also has a role in TF investigations. Tvesignated units, that is Financial Investigationt&Jf
and 2 are formed under the CID and headed by aS8nperintendent of Police to specialise on ML/TF
investigations. The Director of CID has overall pessibility for ML/TF investigations. To assist in
ML/TF investigations, the AGD has assigned foutri@eprosecutors to work with the FIU and CID on
ML and TF cases. The Office of the Chief of Natiolmtelligence in the Ministry of Defence also has
role in investigating terrorist activities.

79. Criterion 30.2 Sri Lanka’s authorities report that all othertauities conducting predicate crime
Investigations, while they are not authorised todeet ML investigations, can refer cases to thafkamal
Investigation Units for ML investigations directly indirectly through the FIU. The investigationitsrof
predicate crimes within the police can refer cadiesctly to the Financial Investigation Units. Father
non-police investigation units, cases would berretkindirectly to the Financial Investigation Uniby
means of STRs via the FIU. TID can do both Terrorend TF investigations while CID can only do TF
but not terrorism investigation.

80. Criterion 30.3 The Financial Investigation Units are the de dackesignated competent
authorities to expeditiously identify, trace andiatte freezing and seizing of property that isjesabto
confiscation, or is suspected of being proceedsiofe in Sri Lanka. Under Part Il of the PMLA, alipe
officer, not below the rank of Assistant Superimgkent of Police, can decide to take such actions. In
addition, the FIU can exercise its power unders2)lof FTRA to suspend a transaction for a pedbd
seven days to avoid the dissipation of proceedsriofe before the investigation is taken over by the
Financial Investigation Units.

81. Criterion 30.4 There is no non-law enforcement competent aushari Sri Lanka vested with
the powers to undertake financial investigationprefdicate offences.

82. Criterion 30.5 The Commission to Investigate Allegations of @Qption or Bribery (CIABC) in
Sri Lanka is not designated as a LEA for corruptielated ML investigations. It can only investigdte
predicate offence of corruption while Financial éstigation Units are responsible for corruption
related ML investigations.

83. Weighting and conclusiorSri Lanka meets all the essential criteria focétemendation 30.
Recommendation 30 is rated compliant.

Recommendation 31 — Powers of law enforcement amgkbstigative authorities

84. Sri Lanka was rated largely compliant for the forrRecommendation R.28 in the 2006 MER.
The major deficiency identified was the various posvattached to relevant legislations including tha
PMLA had not been tested and further powers shioelchade available.

85. Criterion 31.1 Chapter XI — Information to Police Officers anajliirers and their Powers to
Investigate in the Code of Criminal Procedure caostdhe necessary general powers for the Sri Lanka
Police to take witness statements, to compel tbdumtion of documents, to search persons or premise
and to seize documents and records held by finkimgatutions and other businesses or agencies. Th
relevant provisions in PMLA and CSTFA also empowibe police with the rank of Assistant
Superintendent to seize and freeze the propersyimglto ML/TF for a period of 7 days before a ¢our
order is required for further extension of the d&te period.
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86. Criterion 31.2 There is no specific provision in any legislationSri Lanka empowering the
Sri Lanka Police to conduct special investigatiarsing techniques such as undercover operations,
intercepting communications, accessing computdesysand controlled delivery. However, while thisre

no specific provision, it appears that police @k d@o use such powers as they are frequently logdldem

as part of their investigation technigues.

87. Criterion 31.3 There are a number of mechanisms, including useetion 124 of the Code of
Criminal Procedure Act, that allow investigativelearities to seek assistance from a magistrateakimg
orders including an order to obtain informationt@mk accounts. However, there is no specificatiotiné
Act of identifying accounts and assets in a tim@lgnner without notification to the owners. There ar
mechanisms or processes in place for securingawlieng the court order to allow the police tontiy
assets without prior notification to the owner.

88. Criterion 31.4 There is no provision in the FTRA that allows @atent authorities to ask for
information held by the FIU in assisting their MIETnvestigations. However, section 15(1)(r) stipesa
that the FIU can enter into agreements or arrangemeith domestic government agencies for
information exchange, but no such agreement ongeraent has yet to be made between the FIU and the
Sri Lanka Police.

89. Weighting and conclusionThe Sri Lanka Police has sufficient power to astdML/TF
investigations but the use of special investigatieohniques are not contained in any legislation. |
practice, the police appear to be able to use spehial investigation techniques and have processes
mechanisms to identify assets without prior nadificn. In addition, there is no provision in theRA
allows competent authority to obtain informatioonfr the FIU for ML/TF investigations but permits the
FIU to enter agreement or arrangement with otheneigs for information exchange. However, no such
agreement or arrangement has been made betweErtlaad the Sri Lanka PolicRecommendation 31

is rated largely compliant.

Recommendation 32 — Cash Couriers

90. Sri Lanka was rated as non-compliant for the for®RtIX in the 2006 MER. The MER noted
that despite the FTRA requirements in place reggardross-border transportation of currency anddsear
negotiable instruments (BNI), there were major deficies identified. Deficiencies included the alzse
of a mechanism to ascertain the origin of curreagy its intended use in relation to ML/TF, and the
absence of a mechanism to maintain comprehengitistits and share the information of declaratidti w
the FIU, once established.

91. While there are no written declaration requiremdatshe Sri Lankan currency, there are strict
controls for the export and import of Sri Lankaremcy, which are only allowed in limited circumstas
such as ‘employment or for education or on a tewryovisit on holiday, business or medical treatment
for any other similar reasons and only authorisesgns’. The limit to be exported or imported irchsu
circumstance is very low at LKR 20 000 per perdd8D 152%).

92. Further, the above requirements for foreign curyethw not cover the full BNIs. The Exchange
Control Act defines foreign currency to mean cueckenther than Sri Lankan currency and includes any
currency payable by a foreign government or instituto a person in, or resident in, Sri Lankaespect

of his pension or other gratuities due to him. @kénition of currency does include a broader $&gls,

but the requirements in both the Foreign Exchangeafid Gazette Notice refer to foreign currencyyonl
and not to the definition of currency. The Gazéttgice, while defining foreign currency as exadtig
same as in the Foreign Exchange Act, also includesey orders and postal orders for the import of
foreign currency.
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93. Criterion 32.2 Under the Gazette Notice, it is mandatory foroming passengers to make a
declaration on arrival in Sri Lanka to Sri Lankas@@ms in the ‘Passenger Baggage Declaration: Iriward
form if the value of currency exceeds USD 15 00Utoequivalent in other foreign currencies. Regay
outgoing passengers, they are required to makeamicin to Sri Lanka Customs in the ‘Passenger
Baggage Declaration: Outward’ form if the valuefofeign currency taken or sent out of Sri Lanka
exceeds USD 10 000, or its equivalent in otheriforeurrencies. However, as stated above, thene is
written declaration requirement for the local caogand the full range of BNIs is not covered.

94. Criterion 32.3 Sri Lanka has adopted a declaration system and disclosure system.

95. Criterion 32.4 Section 119 of Customs Ordinance provides powe&ri Lanka Customs when
dealing with false declaration, untruly answeringestions, and counterfeiting and using false doaisne

It provides penalties against persons making fdisglarations and not providing truthful answers to
guestions asked by customs officers. Under s.@(igtoms officers should have the general authtwity
request and obtain further information relatinghte currency or BNIs, and their intended use.

96. Criterion 32.5 Any person who makes a false declaration comamtsffence under Section 51(4)
of Exchange Control Act are subject to penaltiedeurthat section. The punishments are in the rafige
imprisonment not exceeding 18 months, or both sugbrisonment and a fine to imprisonment not
exceeding five years, or both such imprisonmentafide. Further, the court may, if it thinks firder the
forfeiture of gold, currency, security, goods ohext property. The maximum fine for a natural person
(non-body corporate) is LKR 15 000 (USD #3)4However, where the offence does not consist ohly
failure to give information or produce documentsexguired in section 39, but is also concerned wtia,
currency, security, payment, goods or other prgpertlarger fine may be imposed not exceeding three
times the amount or value of the gold, currencgusty, payment, goods or property. There are also
criminal and monetary sanctions under section 2ihe@FTRA for failure to declare cash or BNIs.

97. Criterion 32.6 Under section 15(1)(r) of FTRA, the FIU may enteto any agreement or
arrangement with any domestic government institutinagency regarding the exchange of informaton.
MOU has been signed between the FIU and Custor®81fi. However, there is no mechanism in place to
make the cross-border declaration information abdé to the FIU. The Customs only selectively passe
the information to the FIU for investigation on #eodeclaration violations with suspicion of ML/TF
activities.

98. Criterion 32.7 Sri Lanka Customs has only signed an MOU with EHg but not Immigration
and other related authorities to implement thisdReoendation. There is an arrangement of information
sharing with Inland Revenue Department and Departnoé Motor Traffic. However, there is no
indication of how this arrangement contributes dolrassing the physical cross-border transportatfon
currency and BNIs in relation to AML/CFT. Theredkso no elaboration of the established procedures
between Sri Lanka Customs and these domestic degrait to ensure the best use of the informatiam fro
both ends.

99. Criterion 32.8 Under sections 24 and 25 of the FTRA, an authdrdfficer, that is, an Assistant
Superintendent of Police or above, or a Superimendf Customs or above, can examine and seize cash
or BNIs in order to ascertain whether there is enak as to the commission of unlawful activity arkd
(section 25), or failure to report upon arrivaldaparture with cash or BNIs exceeding the presdrduem
(section 27). The seizure of cash and BNIs shalowithin 24 hours after an authorised officerdets
based on reasonable grounds that there is evid#naelawful activity, but should not be restrainkd

more than five working days unless a court orderbeen issued for further restraint.
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100. Criterion 329. The FIU allows the exchange of information wittreign FIUs using an
agreement or arrangement under section 16 and 1FTBfA. Technically, cross-border declaration
information can be shared with the foreign FIUsemithis protocol. However, the full set of crossdsy
declaration information is not available to the FNkvertheless, Sri Lanka Customs is able to stiere
information, including cross-border declarationomhation, with other customs counterparts through t
Regional Intelligence Liaison Office, WCO or thréou¢gdOU arrangements but it is unlikely for the
purpose of declaration violation.

101. Criterion 32.10 Under the Code of Conduct and Customs Ordinahtean offence to disclose
information contained in a declaration to a thiedtp without legitimate reasons. In addition, sactb0A

of the Exchange Control Act stipulates that stafthe Department of Exchange Control of the Central
Bank shall ensure confidentiality of informationisang from their official functions. The same
confidentiality clause is also applied to FIU stafider Section 20 of FTRA.

102. Criterion 32.11 Any act, which constitutes an offence, includthg declaration offence under
Exchange Control Act, is an unlawful activity undee definition of PMLA. It is caught by the ML/TF
offence that is subject to punishment and forfeitunder Section 3 of the PMLA, and sanctions are as
described in R.3 and R.5.

103. Weighting and conclusiorsri Lanka has adopted a written declaration sydt& incoming and
outgoing cross-border transportation of currenoyvaba threshold. It is only applied to foreign emcy

but not Sri Lankan currency. However, the declaratequirement of foreign currency does not cokier t
full range of BNI as restricted by the definitiohforeign currency under the Exchange Control Attere

are available powers and mechanisms in place ttemgnt and enforce these requirements, although the
are gaps including the lack of information shanngchanisms by Customs with other relevant competent
authorities such as immigration, and no mechanismplace for sharing the declaration informationhwit
the FIU.Recommendation 32 is rated as partially compliant.

4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

104. Sri Lanka was rated partially compliant with thenfier SR.II. The report concluded that the
offence did not include: funding a single terrgrigte definition of ‘funds’ in the Act and in theNJ
Regulation, which did not extend to what is requitey the Terrorist Financing Convention; proper
extra-territorial jurisdiction of offences, as undiee UN Regulation it was restricted to Sri Lankidtizens
only; and, proper domestic jurisdiction over the BNgulation offences as it was severely restritaesri
Lankan citizens and residents only.

105. The 2013 follow-up report on Sri Lanka concludedttit had achieved full technical compliance
with SR.Il and Sri Lanka had brought the level ofnpliance with SR. Il up to a level equivalentdogely
compliant. The report noted that previously, wigie Lanka had enacted the CSTFA (Amendment) Act,
No. 41 of 2011 , which came into effect on 6 Octab@l1, the CSTFA had introduced a new subsection
3(2A), which allowed assistance on humanitariarugds to be exempted. This technical deficiency has
been rectified with the Sri Lankan Parliament pagsamending legislation in February 2013, which is
now in force.

Recommendation 5 — Terrorist financing offence

106. Criterion 5.1.The TF offence in section 3 of the CSTFA is comsistwith article 2 of the TF
Convention. Further, regulations made by the Pessidnder section 27 of the PTA on 29 August 2011
(Extraordinary Gazette No. 1721/12) also creaté=noés in respect to TF (Regulations 3(i) andwi}h
respect to the LTTE, or any organisation repreagntr acting on behalf of the LTTE (PTA Regulatipns
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Similar regulations under section 27 of the PTAIdoalso be made in respect to other proscribed
organisations.

107. This criterion is satisfied by s.3 of the CSTFATttistipulates any person who unlawfully and
wilfully by any direct or indirect means provides aonspires to provide, material support or resesirc
with the unlawful intention that they should be diser in the knowledge that they are to be useéyliror

in part to carry out a terrorist act (s), or byimdividual terrorist, or a terrorist organisaticmall be guilty
of an offence under the Act, even in the absenca lofk to a specific terrorist act or acts. Thé&nte
under the PTA Regulations referred to above isemptessed in such detailed terms as it simply sefer
people within or outside Sri Lanka engaging in #jext activities connected with the LTTE.

108. Criterion 5.3 This criterion is satisfied by s.3 of the CSTFAdathe definition of ‘funds or
property’ as used in that section and defined16A.of the CSTFA extends to any funds whether feom
legitimate or illegitimate source. The PTA Reguas refer to money and material and are not gedlidis
to their legitimacy.

109. Criterion 5.4 This criterion is satisfied by s.3 of the CSTFAchuse TF offences under the
CSTFA do not require that the funds were actuadkgduto carry out or attempt a terrorist act, olitdesd

to a specific terrorist act. The PTA Regulationsndd require such a connection as they are simgbed
on a connection with a proscribed organisation;enuly the LTTE.

110. Criterion 5.5 Sri Lanka’s criminal jurisprudence permits thentad element for the offence to be
inferred from the objective factual circumstanceBis appears to be consistent with general legisiat
such as the Penal Code, and is supported by cageuah a$Prasad Perera v AQ004 (1) Sri Lanka Law
Reports 417 at p 420, aidhg v Eddin41 New Law Reports 345 at p 346). This jurisprugeshould also
apply to the PTA Regulations.

111. Criterion 5.6 Subsection 3(4) of the CSTFA provides for a pgnall imprisonment for 15 to 20
years, and also a fine. It is not clear what th&imam fine might be. This is similar to the pendity the

ML offence, and is comparable to the sanctions tfar predicate offences, though it provides less
flexibility on the minimum term of imprisonment thahe ML offence. The penalty under the PTA
Regulations is up to 20 years imprisonment. Thenical sanctions appear to be proportionate and
dissuasive.

112. Criterion 5.7. The definition of ‘person’ in s.16A of the CSTRA include a ‘body of persons’
appears to apply the TF offence in ss.3(1) to slem&l persons. Unlike section 18 of the PMLA, thisre
no clarification of what ‘body of persons’ meanscArding to section 10 of the Penal Code, a ‘person
includes any company or association or body of gerswhether incorporated or not’. This definition
applies for the purposes of the Penal Code. SeétiohCode of Criminal Procedure Act No 15 of 1979
also contains a similar interpretation of the t§person’ for the purposes of that Act. However tgst2(s)

of the Interpretation Ordinance provides that arspa includes any body of persons corporate or
unincorporate’. This definition applies generallyal Sri Lankan legislation. Given that s.16A C3Vis

an open definition, it incorporates individuals Wa2(s) of the Interpretation Ordinance, therefihre
terrorism financing offence applies to both indivads and legal persons. Regulation 6 of the PTA
Regulations also applies the provisions in thogeillegions to a body of persons. The sanctions appea
be proportionate and dissuasive as per the comnyeattec. 5.6 above.

113. Criterion 5.8. SubsectioB(2) of the CSTFA provides for a range of ancjllaffences, as does
regulation 5 of the PTA Regulations.
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114. Criterion 5.9 The TF offence in ss.3(1) of the PMLA is desigubas a predicate offence as it falls
within the definition of ‘unlawful activity’ in s.8 of the PMLA either as a law relating to the praian
and suppression of terrorism (paragraph b), orféence punishable by imprisonment for five years or
more (paragraph o). The TF offence created by atigml 4 of the PTA Regulations would also fall virith
the definition of predicate offence in the PMLA the same reason.

115. Criterion 5.1Q This criterion is satisfied by s. 2A of the CSTFAF offences should apply
regardless of the geographic location. The TF afan the PTA Regulations is similarly not deperiden
the geographic location of the offender.

116. Weighting and conclusioi®ri Lanka meets all the essential criteReacommendation 5 is rated
compliant.

Recommendation 6 — Targeted financial sanctionsateld to terrorism and terrorist financing

117. Sri Lanka was rated partially compliant with thenfier SR.IIl. The 2006 MER concluded that Sri
Lanka had not implemented an effective mechanisrineteze terrorist funds or other assets pursuant to
Resolutions 1267 and 1373; and did not have amctefeeand publicly known procedure for considering
de-listing and unfreezing requests in a timely nestnn

118. The 2013 follow-up report on Sri Lanka found thdtad not made sufficient progress. The follow-

up report concluded that the making of the regoestito implement UNSCRs 1373 and 1267 was an
important development, and the subsequent gazetfittie UNSCR 1267 lists. However, it was not clear
how freezing without delay would be achieved withdetailed procedures or mechanisms in place.

119. Criterion 6.1 (a)-(e) Amendments made on 11 December 2014 to UN Regus$aNo.2 of 2012
allow the Minister for External Affairs, in consation with the Minister for Defence and on the
recommendation of the competent authority, to psepmames to the 1267/1989 and the 1988 Committees
for designation. The Competent Authority, the ChiéfNational Intelligence, chairs a working groujp o
intelligence and police agencies that meets relyular the purpose, amongst other things, of idgimg
targets for designation. The group consists of thg, CID, State Intelligence Service and the Defenc
Intelligence agencies: Directorate of Military Iligence, Directorate of Naval Intelligence, andr Ai
Intelligence. Whilst it is not explicit that the signation criteria followed is that set out in tfedevant
UNSCRs, the amendments require the Minister t@folhe procedure and standard forms adopted by the
relevant UN Sanctions Committees. The evidentigapdard of proof for proposing a designation is on
reasonable grounds and is not conditional on th&temce of a criminal investigation or proceediAg.
proposal must be based on precise information denmahfrom any relevant source and the Competent
Authority shall take all reasonable steps to enshe¢ names of persons, groups or entities that are
proposed for designation have sufficient particlaappended to permit effective and accurate
identification (see regulation 15A).

120. Criterion 6.2 (a) For UNSCR 1373, the competent authority (the &acy to the Ministry of
Defence) is appointed by the External Affairs Mieisin consultation with the Defence Minister. The
competent authority can provide recommendationsiésignation to the Minister, but the Minister cant
on his own initiative, or upon the request of sefgn state (UN Regulations No.1 of 2012, regulati8n
and 4).

121. Criterion 6.2(b) Further to the comment in ¢.6.1, a working grouwgets weekly under the chair
of the Chief of National Intelligence to discuss fhFeats, both LTTE and non-LTTE, and identify &gy
for designation. This is the same working group tlvasiders targets for UNSCR 1267 designation ¢sgé
above).
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122. Criterion 6.2(c) Regulation 4 of UN Regulations No.1 of 2012 akothe Minister, upon the
recommendation of the competent authority, to degig pursuant to a foreign state request. Amendment
made on 11 December 2014 in Extraordinary Gaze&382/B7 clarify the procedure for a foreign state
request placing the emphasis on a prompt deterimmatf the request. The competent authority must
consider whether there are sufficient grounds faking the designation and make a recommendation to
the Minister for External Affairs, who promptly comunicates the outcome to the foreign state.

123.  Criterion 6.2 (d) This is satisfied in regulation 4(1) by applyiageasonable grounds test for the
belief. Regulation 4(1) allows a designation to rhade irrespective of the existence of a criminal
investigation or proceedings.

124. Criterion 6.2 (e) A new Regulation 4B introduced into UN Regulatide.1 of 2012 on 11
December 2014 requires the Minister, on the recomdai@on of the Competent Authority, to request a
foreign state to make a designation of a persaymor entity designated in Sri Lanka. The reqised

be accompanied by information that enables effecdind accurate identification, particulars thatpsup
the designation, and any other information that joagify the designation in the foreign state.

125. Criterion 6.3 (a)-(b) For UNSCR 1373, Sri Lanka has referred to thégdesion being made upon
precise information or material from any relevamiree (regulation 4(4) of UN Regulations No.1 of2))
and the competent authority’s obligation to endheeaccuracy of the identification of those desigda
For UNSCR 1267, amendments made on 11 Decembert@01M Regulations No.2 of 2012 (Regulation
15B) allow the Minister to propose designationstiie UN Sanctions Committee based on precise
information or material from any relevant sourcéneTassumption for both UNSCR 1373 and 1267
implementation is that designation is daxepartewith a subsequent right of review.

126. Criterion 6.4 In respect to UNSCR 1373, a list of those ded@phavas published in the Gazette
No 1854/41on 21 March 2014 pursuant to regulation 4(2) of Bbgulations No.1 of 2012. However,
regulation 4(2) does not impose a freezing oblayatiThe freeze obligation is under regulation 5.
Nevertheless, the freeze order is required to lzetged ‘forthwith’ upon designation under 4(2). \fehi
UN Regulations No.1 allow for designation and firgZo be gazetted at the same time, thereby awpidi
any transposition delay, implementation did notuncsimultaneously because the freeze order was not
issued until 12 May 2014 via Gazette No. 1863/25.

127. In respect to UNSCR 1267, the consolidated list fims published on 11 June 2013, and an
amendment published on 16 August 2013, after UNuR¢igns No.2 of 2012 was made on 31 May 2012.
There have been 14 amendments published by waypét@ Extraordinary up to end of 2014. Monthly
updates are by way of a Gazette. Email notificatiare sent to licenced banks and finance compasies
and when amendments to the 1267 list are issuditebyN Security Council.

128. For UNSCR 1267 (UN Regulations No.2 of 2012), tatjons 5 and 6 prohibit dealing with or
making available funds, other financial assets @mnemic resources in respect to designated persons.
Designated persons are defined in regulation 2MRégulations No.2 as those designated as sudheby t
UN Sanctions Committee for the purpose of UNSCR7126id whose name appears on the Consolidated
List adopted by the Sanctions Committee. Regulati{@) of UN Regulations No.2 requires the Competent
Authority to publish in the Gazette the originatland any subsequent amendments immediately tbey a
made. This is for the purpose of notifying the jubhther than legal effect as under regulatiorf &M
Regulations No.2 of 2012 freezing occurs immedyatglon designation by the UN Sanctions Committee
and inclusion on the Consolidated List.

129. A directive was issued by the competent authonitgenr regulation 16(3) of UN Regulations No.2
on 13 October 2013. This directive deals primaniligh electronic communication of updates of the
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consolidated list to relevant government agenanesraporting entities. Circular 02/13 of 29 OctoBéd.3

was issued by the FIU to licensed banks and lickfisance companies. Circular 02/13 states thatzfrg

is effective as soon as the UN Security Counciloamees the names of designated persons and entities
This deals with how reporting institutions are pdad with timely information about updates to the
Consolidated List.

130. Criterion 6.5 (a) For UNSCR 1267, regulations 5 and 6 of UN Reduiat No.2 of 2012 satisfy
the requirement on freezing without delay. As ngteelviously, for UNSCR 1373, regulations 4(2) and 5
of UN Regulations No.1 of 2012 do meet the requaenio freeze without delay. Regulation 4(2) states
‘Upon the designation of natural persons, legat@es, groups or entities, the Competent Authotislls
compile a List of all Designated Persons (heregratéferred to as the ‘List’). The Competent Auttyor
shall cause the List to be published forthwithhia Gazette.” As noted above, under regulation &edrly
states that upon designation, the Competent Authshiall also forthwith freeze by an Order.

131. For UNSCR 1373, under regulation 4(8) of UN Redatat 1, no person shall at any time prior to
the designation provide notice to the person, grougntity that such person, group or entity isnbei
considered for or is being designated. Furthenlegipn 5(3) states that no person shall at anyesgaior

to the designation or to the making of an OrdeFi&fezing in terms of paragraph (1) notify or peranit
cause notice to be given to the person, grouptitiyehat an order of freezing may be imposed.

132. For UNSCR 1267 there are similar provisions in tatjon 8, as amended onl1ll December 2014,
of UN Regulations No.2, that no person shall attmg prior to the making of a proposal for desigma
provide notice to the person, group or entity thath person, group or entity is being proposed being
considered for such proposal.

133. Criterion 6.5 (b)-(c)For UNSCR 1267, regulations 5 and 6 (together thighdefinition of ‘funds’

in regulation 17) in UN Regulations No.2 of 2018sfg the obligation to freeze funds or other assgbr
UNSCR 1373, regulation 5 (together with the defmtof ‘funds’ in regulation 13) in UN Regulations
No.1 of 2012, was amended via Gazette ExtraordiMary1892/37 on 11 December 2014 to satisfy this
sub-criterion. The same analysis applies to c.B.5f@t is, the prohibition of funds, assets, ecnito
resources, and services for designated entitieshw covered under regulation 5(1)(a) as amemaetil
December 2014.

134.  Sub-criterion ¢.6.5 (d)For UNSCR 1267, the mechanism to communicate dasars to the
financial sector and DNFBPs is by publication atansolidated list and via procedures describedhén t
directive and circular referred to in the analysfsc.6.4. For UNSCR 1373, this is done by gazette
publication of a list. A directive (FIU/JUNSCR-13THfectives No. 01) has also been issued under
paragraph 12(3) of UN Regulations No.1 of 2013diedinsed banks and licensed finance companies under
cover of Circular No. 02/14 of 25 June 2014 setbng a procedure to be followed to implement UNSCR
1373.

135. Sub-criterion ¢.6.5 (e) FOUNSCR 1267, regulation 12 of UN Regulations Not2@12 and the
directive of 13 October 2013 (referred to in thalgsis of c.6.4) satisfy the requirement on reportoy
financial institutions and DNFBPs. For UNSCR 137&gulation 9 of UN Regulations No.1 of 2012
satisfies this reporting requirement.

136. Sub-criterion c.6.5 (fIOn rights of bona fide third parties, in relatiacnUNSCR 1267, reference is
made to regulations 10 and 11 of UN Regulation2Nb.2012, but this only deals with rights of perso
claiming not to be the designated person, or anygpeaggrieved by a decision of the competent aityho
— they do not deal specifically with rights of bofide third parties. The provisions of regulatioBAL
introduced by Gazette 1892/37 of 11 December 2@l #dl rectify this. For UNSCR 1373, reference is
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made to sub-regulation 8(3) of UN Regulations Naf.22012, which is a right of appeal if designated.
Regulation 8(4) provides a more general right tekgedicial relief if a person is affected by adeing
order. Regulation 8A introduced by Gazette 1892/8¥1 December 2014 allows a person claiming not to
be a designated person to apply to the competémbraty for a certificate to this effect, but thgssimilar

to the provisions under UN Regulations No.2 of 284f2rred to above.

137. Criterion 6.6 (a) — (g) For UNSCR 1373, regulation 8 of UN RegulationsINaf 2012 provides a
general right to seek revocation of designatiorapplying to the competent authority. For UNSCR 1267
reliance is placed on publication of amendmentsh® consolidated list (UN Regulations No.2 of
2012, -regulation 4(2)), which may give rise toagelAn alternative, more direct, means appear®toid
electronic communication of amendments under tmective referred to in the analysis of c.6.4. UN
Regulations No. 2 of 2012, s. 9 provides a wayet#asing frozen funds and assets upon notificatidhe

UN Sanctions Committee and compliance with the Ciatesis requirements. For UNSCR 1373, reliance
is placed on regular review and amendment of tHaighed list in the Gazette, though this may be as
infrequently as once a year (UN Regulations No.204f2, regulations 4(6) and (7)).

138. Criterion 6.7. Regulation 6 in the UN Regulations No.1, and tatipn 9 in UN Regulations No.2,
allow authorised access to frozen funds or othsetaghat have been determined as necessary fior bas
living expenses such as food, medicine and rento#mer fees, expenses and service charges stiakess
utilities and compulsory insurance premiums.

139. Weighting and conclusionSri Lanka has established measures for the ingléation of
UNSCRs 1267 and 1373. There are minor deficienwi¢h the rights of bona fide third parties.
Recommendation 6 is rated largely compliant.

Recommendation 7 — Targeted financial sanctionsateld to proliferation
140.The financing of proliferation is a new Recommeratatidded in 2012.

141. Criteria 7.1-5 Authorities advise that while there has been sdiseussion regarding Sri Lanka'’s
responsibilities in the area of targeted finansaictions related to proliferation financing, theaee been
limited steps taken towards implementation to da@tre20 November 2014, a preliminary inter-Ministéri
Advisory meeting was held between officers of thaibtry of External Affairs, Ministry of Defence,
Attorney General’'s Department, Legal Draftsman’p&&ment and the FIU to discuss implementation
issues. Political clearance has been obtained frmmMinister of External Affairs to make regulatson
under the United Nations Act No. 45 of 1968 to iempént relevant UNSCRs.

142. Weighting and conclusioisri Lanka has taken no material formal steps tdezanplementation.
Recommendation 7 is rated non-compliant.

Recommendation 8 — Non-profit organisations

143. Sri Lanka was rated PC in the 2006 MER. At thagiest&ri Lanka had commenced a review of
its NGO legislative framework but not focused on Terall, there was limited compliance of the ferm
SR.VIII requirements.

144. Criterion 8.1 Authorities advise that a three-year review af PO legislation is in its final
stages with the Legal Draftsman’s Department atiditiyp of Justice with anticipated completion in the
next twelve months. The review included legal etgpend other personnel from Ministry of Social
Services, the FIU, the Chief of National Intelligenand other relevant agencies. There is no itidicas

to the regularity of such reviews or their outcomes
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145. Criterion 8.2 While the National Secretariat for NGOs condumigreach and provides general
awareness raising at annual progress meetingsNeithprofit organisations (NPOs) and at other forums
at this stage such events do not cover TF risksssues.

146. Criterion 8.3 Sri Lanka’s policies in promoting transpareneyegrity, and public confidence in
NPOs are provided for in the Voluntary Social SegvDrganisations (VSSO) Act 1980 (as amended in
1998), VSSO Regulations No. 1101/4 of 1999, anduTar issued by the President 1999.

147. Implementation of the requirements is overseenhay National Secretariat for NGOs in the
Ministry for Defence. The secretariat has a webd@eoted to providing information to NPOs and te th
public about the NPO sector in Sri Lanka. The websiovides a list of registered and de-registtiB®s
and some basic information on each NPO.

148. Criterion 8.4 Given the scope of the VSSO Act, it is not cldzat the secretariat oversees
non-profit organisations (as defined by the FATRjttaccount for a significant portion of the finehc
resources or a substantial share of the sectaesnitional activities. This criterion is partialiget by
Sri Lanka’s requirements for registration and répgrby NPOs. NPOs are required to keep an updssted
of members and details of appointees, and to peothidse to authorities, but there is no requirent@nt
authenticate the identity and background of bersfes/associated NPOs.

149. Article 3 of the VSSO Regulations requires NPOm#tontain financial records of all transactions
including ledgers and cashbooks, and for them tmade available to the National Secretariat for NGO
However, it is silent on the period for which tleeords must be maintained.

150. Criterion 8.5 There is limited monitoring of NPOs for compligneith registration. In terms of
those aspects of ¢.8.4 that are met by Sri Lamea)/SSO 1980, section 16.1 provides for the regidtr
apply fines for non-compliance. The fine is listi‘not exceeding two hundred and fifty rupee.’ ahhis
equivalent to USD 18 This alone does not appear to be either propat@or dissuasive.

151. Criterion 8.6 Section 11 of the VSSO enables the Minister tenfa ‘board of inquiry’. Under
Section 12, the board of inquiry has significaneistigation powers including summoning and compelli
the attendance of witness, compelling the prodoadfodocuments, and administering oath or affirorati
Under Section 14, the Minister can then refer thatten to the appropriate authority for further
investigation or prosecution. General investigapeavers of police under Part V of the Code of Cniahi
Procedure Act provide for police to investigatergrial acts as discussed at Recommendation 30 & 31.

152. The National Secretariat for NGOs works closelyhwiey AML/CFT agencies in Sri Lanka,
most notably the CID and TID (TF investigation)thre Police, FIU, AGD and Office of the Chief of
National Intelligence in the Ministry of Defencehd co-location of the NGO Secretariat and the Matio
Intelligence Office (terrorist investigation) ingtMinistry of Defence helps facilitate informatisharing
on terrorism-related investigations.

153. Sec 15 (1) (c) FTRA also provides for the FIU txeaige, analyse, and disseminate ‘any
information that the (FIU) considers relevant toaah constituting and unlawful activity or an often etc.
This section also provides for request of informatirom other competent authorities.

154. Criterion 8.7. The ability of authorities to respond to interaaal requests is provided for by the
Mutual Assistance on Criminal Matters Act (MACMA)oN25 of 2002, and the NGO Secretariat has
indicated its willingness to cooperate utilisingadable laws. However, no information was providedto
contacts or procedures for NPO/TF matters in teomsxchange of information outside of MLA, for
example, bilateral exchange with foreign chariteggulators.
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155. Weighting and conclusiolhe NPO sector is not yet subject to adequate achrand oversight
for AML/CFT purposes. The NGO Secretariat in thenigliry of Defence regulates NGOs, however
registration is not mandatory and similar activisyconducted by NPOs registered as limited ligbilit
companies. Vetting does occur against the UNSCRS ad 1373 lists. The relevant legislation is fein
amended to make registration compulsory and exterabverageRecommendation 8 is rated partially
compliant.

5.PREVENTIVE MEASURES

Preamble: Scope of Financial institutions

156. The AML/CFT measures applicable to Sri Lanka’s &le contained in the FTRA for thirteen
categories of financial institutions designatedioy FATF. Obligations under the FTRA are applicéable
‘institutions’, a term that includes persons andits engaged in finance business and designated
non-finance businesses. Designated Non BusinessePrafessions (DNFBPs) as defined by the FATF
are captured under the FTRA'’s definitions of deaigd non-finance business.

157. More detailed requirements are specified in KYC @D rules issued to licensed banks and
finance companies, stockbrokers, insurance comparaed authorised moneychangers. These are
enforceable means because they have been issueaihipetent authorities pursuant to the FTRA, with
mandatory language and sanctions for non-compliasa®ntained in the FTRA, and sanctions have been
applied for violations. However, no sector-specrfites have been issued to non-bank legal remitters
their agents (or for DNFBPs).

Recommendation 9 — Financial institution secrecyna

158. Criterion 9.1 Section 31 of the FTRA provides that an institntishall comply with the
requirements of the Act notwithstanding any obliatas to secrecy or other restriction on the dmale
of information imposed by any written law or othése:

159. The PMLA also contains overriding provisions widgard to secrecy obligations. Section 16 of
the PMLA provides that the provisions of this Pafrtthis Act (Part 1l: which provides for freezingnéh
forfeiture of assets in relation to the offencenafney laundering) shall have effect notwithstanding
obligation as to secrecy or other restriction ugfendisclosure of information imposed by any wnttaw

or otherwise and accordingly any disclosure of rimfation by any person in compliance with the
provisions of this Part of this Act shall be deemetito be a contravention of such obligation strietion.
Competent authorities in the banking, insurancel security sector are also empowered to collect
information, whenever required.

160. The FTRA (Section 15 (1)) contains provisions faaring of information between FIU and other
Government, law enforcement and supervisory agendhile Section 16 of FTRA empowers FIU to
share information with foreign institutions and ages, it is uncertain if all the competent auttiesi can
share information with their foreign counterpafier example, position with regard to CBSL's abitity
share information with foreign counterparts is wotgar. It is also unclear, in the absence of sfecif
provisions, whether financial institutions can €h&DD information between themselves, where this is
required under Recommendations 13 (correspondenkirizg, 16 (wire transfers) or 17 (reliance ondhir
parties).

161. Weighting and conclusiohere is lack of clarity concerning the abilitfystharing information,
in particular, by CBSL and within financial institons. Recommendation 9 is rated largely compliant.
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Recommendation 10 — Customer due diligence

162. Sri Lanka was rated non-compliant with the formes R its 2006 MER. Since its 2006 MER,
Sri Lanka has prescribed detailed KYC and CDD rideslifferent sectors. These rules are:

i. Know Your Customer (KYC) and Customer Due Diligel(¢®D) Rule No. 1 of 2011 and
Amendment in 2012 for Licensed Banks and RegistEneaince Companies (‘Financial
Institutions’)

i. Rules on Know Your Customer (KYC) & Customer Dudiggince (CDD) for the Securities
Industry of 28 December, 2007

iii. Rules on KYC and CDD for the Insurance Industrit bfSeptember 2008

iv. Rules of 31 January 2013 for all Authorized Monéya@ging Companies

163. The 2013 follow-up report of Sri Lanka concludedttl®ri Lanka had not brought the level of
compliance with R.5 up to a level equivalent togidly compliant. The report observed that while
Sri Lanka had made good progress over the last ipeaddressing a number of deficiencies, non-bank
money remitters were still not subject to AML/CFaquirements and not all AML/CFT requirements were
applicable to all FIs. The latter include verifyingy person purporting to act on behalf of the @ust is

so authorised, ownership and control structurehef acustomer, beneficial ownership, and purpose and
intended nature of the business regulations.

Detailed CDD requirements

164. Criterion 10.1 As noted in 2006 MER (paragraph 218, page 58fi@e 2(1) of the FTRA
prohibits institutions (including persons and eesitengaged in finance business and designated non-
finance businesses) from opening or maintaining@munt where the account holder cannot be idediifi
including an anonymous account or a numbered atcdhis prohibition also applies to accounts thnat t
financial institution knows are under false orifious names.

165. Criterion 10.2 Section 2, Subsection 2(a), (b), (c) and (d) ®RR contains provisions with
regard to conduct of customer identity verificatlpninstitutions in keeping with the FATF requirame

166. Criterion 10.3 Requirements prescribed for banks and regist@nadce companies, securities
industry, and insurance sector are quite detaiteldpsescriptive. However, for authorized money dnag
companies, requirements are less elaborate. Rylef (8L January 2013 applicable to money changing
companies states that every authorized money amgrngmpany shall maintain information of every
customer as stipulated in s.(j) of the permit (Wwhsomply states that a register should have reobttle
name of customer, passport number, nationality amdunt) issued by the Controller of Exchange. In
addition, authorised money changing company sHhatthio address and source of foreign currency and
retain copies of all reference documents used tidyvine identity of the customer. No rules havesihe
prescribed for non-bank money value transfer ser(ldVTS) providers.

167. These rules, however, do not further prescribecgodocuments that may be used for conducting
independent customer identification process.

168. Criterion 10.4 There are no explicit obligations in the rules fianks, finance companies,
insurance companies and the securities sectorrify \eperson purporting to act for the customesas
authorised, and identify and verify the identity tbfit person. No such obligations exist for audedi
moneychangers and non-bank money MVTS providers.
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169. Criterion 10.5 The requirements to identify and verify the idigndf beneficial owner have been
stipulated in rules applicable to different consditts (other than non-bank MVTS providers and money
changing services) of the financial sector withyirsy degrees of obligations. Rules for banks and
registered financial companies simply state thare¥l shall be able to justify the reasonablerdghe
measures taken to identify the beneficial ownets {ith no definition or explicit reference to thatural
person), having regard to the circumstances of ease, and that the financial institution may also
consider obtaining an undertaking or declaratiomfthe customer, on the identity of, and the infation
relating to, the beneficial owner. There are alsmes general requirements on beneficial owners én th
rules for the securities sector. They, howeverndbcast any direct obligations upon banks, reggste
finance companies, and securities companies tociwwedy identify and verify the identity of beneitit
owner. Rules applicable for the insurance sectrchrser to the requirements of the FATF Standdrals,
there is no explicit reference to the natural perbehind a customer. No further clarity, definition
consistent interpretation or application of terrankficial owner’ exists across the entire finansidtor.

170. Criterion 10.6 The rules for licensed banks and registered ieatompanies provide for the
former to obtain details of the customer’s businpssfession, level of income, economic profilesiness
associates and other connections, source of fundsyder to understand the customer. There is a
mandatory obligation in the insurance sector ta@iobinformation on the purpose and intended nabfire
the business relationship and other relevant factorthe securities sector, there is an obligatiioabtain
information, such as financial background and bessrobjectives, in order to develop a businesgiakd
profile and to ensure that transactions being coteduare consistent with that profile (includindyexe
necessary, the client's source of funds). Rulesrfoney changing do not deal with this aspect, amd n
rules exist for non-bank MVTS providers.

171. Criterion 10.7 Section 5 of FTRA requires institutions to condargoing due diligence of the
business relationship with its customer, and ongserutiny of any transaction undertaken througtloet
course of the business relationship to ensureatmatransaction that is being conducted is condistéh

the institution’s knowledge of the customer, thestomer’s business and risk profile, including, veher
necessary, the source of funds. Similar such reménts have also been prescribed separately wndsr r
for securities and insurance sector. However, nligaiions exist to ensure that document, data or
information collected under CDD process is keptayate and relevant.

172. Criterion 10.8 Specific rules have been prescribed for licensadks and registered finance
companies (Article 13, 14 and 34 of 2011 Rulesjurance industry (Article 7 of Rules) and secsitie
industry (Part | B, paragraph 3 of 2007 Rules) ndarstand the nature of business of customersatkat
legal persons and legal arrangements and their reiipe and control structure. However, such
requirements are absent for money changing seraimg®VTS providers.

173. Criterion 10.9 Detailed obligations, including documentary reguoients, have been prescribed
for banks and registered finance companies to ifgetite customers that are legal persons or legal
arrangements. Such measures are applicable fooredepentities, trusts, nominee and fiduciary antgu
charities, clubs and associations, societies angaratives among others. Similar rules are apgkctdy
insurance industry. Rules applicable in securitieskets are quite detailed in respect of corpdoatiies
but do not address other legal arrangements suthsis. No such requirements have been prescfived
money changing and non-bank MVTS providers.

174. Criterion 10.10 As noted under c.10.5, there are significant gepgshe requirements for
beneficial ownership. While there are referencethéoterm ‘beneficial ownership’ in the variouseas
there is no definition of such provided, or, whi¢rie provided it is not consistent with the FATEB8dards.
Furthermore there is no detail provided on whatstirtes reasonable steps that should be taken to
identify the beneficial owner for any segment & flmancial sector.
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175. Criterion 10.11 Similar to ¢.10.10, while there are referenceldpeficial owners, and for banks
and finance companies to identify and verify thestiee, settler, and protector beneficiary, and hdrahe
customer is taking the name of another customeretare no explicit obligations to identify andifyethe
beneficial owner, and as stated, there is no definbf beneficial ownership provided. The rules floe
insurance sector are closer to the requirementslOf11, but lacking a definition of beneficial cavship
consistent with the FATF Standards.

176. Criterion 10.12 The rules for the insurance sector lay down tegtaequirements to identify and
verify the identity of beneficiary (as distinct frothe beneficial owner) of a contract. These rplevide
that identification and verification of the benddity may take place after the insurance contrastbeen
concluded with the policyholder, provided the MLdamF risks are effectively managed. Rules also
require that identification and verification showldcur at, or before the time of pay out, or tineetiwhen
the beneficiary intends to exercise vested rightieuthe policy.

177. Criterion 10.13 The rules for the insurance sector provide thatamer due diligence measures
that should be taken by insurers include identgyiine (ultimate) beneficial owner, and taking rewdie
measures to verify the identity of the beneficiaher such that the insurer is satisfied that itw®avho

the beneficial owner is. For legal persons andngeements, insurers should take reasonable measures
understand the ownership and control structurehefaustomer. These rules provide that the extest an
specific form of these measures may be determinbowing risk analysis based upon relevant factors
with enhanced due diligence called for in case ighdr-risk customers. These rules indicate that the
expression ‘beneficial owner applies to the owoentroller of the policyholder as well as to the
‘beneficiary’ to the contract. However, as notedieg the definition of beneficial owner does matlude
explicit reference to the natural person.

178. Criterion 10.14 The rules for banks and registered finance compasiipulate that no financial
institution shall open an account unless and axt#quate identity of the prospective customer tainbd.
However, timing of verification of beneficial ownirnot prescribed. Rules prescribed for insuramswor
are more specific and granular and require thagriimciple, identification and verification of cashers
and beneficial owners should take place when ttenbas relationship with that person is established
subject to certain exceptions provided that ML didrisks are effectively managed. Securities market
participants are required to identify and verife tidentity of investors before or during the opgnof
account, though for beneficial owner, timing ofifieation is not prescribed. Rules for moneychasgee
not precise in this respect and such obligationaatcexist for money changing services. As notatieza
while there are references to beneficial ownergtlage gaps in terms of its definition.

179. Criterion 10.15 For banks and finance companies, there is ancéxgquirement in the rules for
financial institution not to open an account uniasd until adequate identity of the prospectivaausr is
obtained. The rules further provide for financratitution to make an initial assessment of custtsmesk
profile and make additional enquiries and obtaiditiwhal information for high-risk profile custonger
Rules for insurance and securities industry conpagvisions that require financial institutions adopt
risk management procedures concerning the conditiorer which a customer/beneficiary may utilize
business relationship prior to verification. Howevenoneychangers and non-bank money MVTS
providers are not subject to any such requirements.

180. Criterion 10.16 Section 2(5)(c) of the FTRA provides a phaseenqd not exceeding 3 years
for application of customer identification and ¥ieation procedures in respect of existing custamer
Furthermore, rules for licensed banks and regidtéirance companies provide for updating of exgstin
accounts with relevant information within a timefr@a Rules for the insurance sector also provide for
application of CDD requirements to existing custosrend/or beneficial owners based on materiality an
risk, such explicit obligations are not there fthiar sectors.
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181. Criterion 10.17 There is no requirement for enhanced due diligemcen the ML/TF risks are
higher.

182. Criterion 10.18 The basis for simplified CDD measures have beesqpibed for insurance and
securities industry and are broadly in line witlqueements of the criterion. No simplified KYC/CDD
measures have been prescribed for banks and registithance companies. Requirements for
moneychangers and MVTS providers are also absent.

183. Criterion 10.19 Section 3 of FTRA stipulates that if satisfact@yidence of identity is not
submitted to an institution, the institution shadt proceed any further with the transaction untksected
to do so by the FIU and shall report the attemptaasaction to the FIU as a suspicious transaction.

184. Criterion 10.20 While Section 3 of FTRA requires a specific diree from FIU for an
institution to proceed with a transaction whergs ihot able to satisfactorily identify the clietitere is no
enabling provision that generally allows an institt not to pursue CDD process where it is reasonably
believed that the customer will be tipped off if BProcess is performed.

185. Weighting and conclusiorFTRA contains broad obligations for FlIs with reyao conduct of
customer identity verification. Detailed requirerteehave been separately prescribed in rules foksan
and registered finance companies, securities securance industry and authorized money changing
companies. These requirements, however, have isanif deficiencies, particularly in areas such as
identification and verification of beneficial owship, of person purporting to act for the customer,
keeping CDD information up to date and relevanpliaption of CDD on existing customers on the basis
of materiality and risk, enhanced CDD in case wh\téTF risks are higher et®Recommendation 10 is
rated non-compliant

Recommendation 11 — Record-keeping

186. Sri Lanka was rated partially compliant with thenfier R.10 in the 2006 MER. The report
concluded (paragraph 3.5.3, page 70) that maintenafrecords was not a requirement because th&FTR
was not yet in effect. The 2011 follow-up reporhcluded that Sri Lanka had made sufficient progress
equivalent to largely compliant with the former R.The follow-up report also noted that there wikas
lack of coverage of the non-bank MVTS and foreigohenge sectors.

187. Criterion 11.1 In terms of Section 4(1) (a) of FTRA, every ingion (term ‘institution' as
defined in FTRA includes both finance business @esignated non-finance business) shall be reqgtired
maintain records of transactions and of correspaceleelating to transactions and records of alonisp
furnished to the FIU for a period of six years frane date of the transaction, correspondence or the
furnishing of the report, as the case may be.

188. Criterion 11.2 Section 4(1) (b) of FTRA requires every instibutito maintain records of identity
obtained in terms of section 2 for a period ofysars from the date of closure of the account ssaion

of the business relationship, as the case may lexor® retention requirements for business
correspondence (as stipulated in Section 4(1)(&TdRA) is for a period of six years from the dafe o
transaction/correspondence and not from the daterofination of business relationship. While Settio
4(1) does provide for the FIU to issue directiooslbnger retention period in specific cases, times is
not applicable in all cases. This may potentiadigd to lower retention period for correspondenceras
than as required under the criterion. Furthermom, specific obligations exist for institutions for
maintaining account files.

189. Criterion 11.3 Section 4(2) of FTRA requires details of recaim®e maintained by institutions.
Such details include name, address and occupatiomhere appropriate business or principal actjwty
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each person conducting the transaction and whegvkcaple, on whose behalf the transaction is being
conducted, nature and date of the transaction, &k amount of currency involved, parties to the

transaction, the name and address of the emplofieepvepares the record and such other informaton a
may be specified in rules issued by the FIU. Thessils are quite granular in nature and seem to be
sufficient to permit reconstruction of individuaahsactions.

190. Criterion 11.4 Section 4(3) of FTRA states that where any reéendquired to be maintained
under this Act, it shall be maintained in a manaed form that will enable an institution to comply
immediately with requests for information from tR&J or a law enforcement agency (though relevant
supervisory authority is not mentioned as possibdépient of such information).

191. Weighting and conclusiorsri Lanka has put most of the record keeping ireqents in place.
The only remaining concerns are that there argroific obligations for Fls to maintain accounesiland
time period (six years) for maintaining businessregspondence records is linked to the date of
transaction/correspondence and not from terminatibbusiness relationshifRecommendation 11 is
rated largely compliant.

Additional measures for specific customers and #ities
Recommendation 12 — Politically exposed persons

192. Sri Lanka was rated non-compliant with the formes.R he report concluded that there was no
legislative, regulatory, or other enforceable regment in respect of politically exposed personstiriy

the review process, the 2011 follow-up report obeerthat the KYC-CDD rules issued to banks and
insurers provide for requirements relating to damesnd foreign politically exposed persons (PEBs},
only the insurance rules appear to cover the &nge of requirements under R.6.

193. Criterion 12.1 The KYC/CDD rules for banks and registered firmoompanies provide limited
obligations in dealing with PEPs. Paragraph 12hefrules requires authorisation of senior managemen
for opening of accounts for PEPs. While the panalysubsequently explains the term PEPs, the definit
of PEPs in paragraph 12 of the rules do not disisigbetween foreign and domestic PEPs. Moreower, n
obligations exist: for putting in place a risk mgament system to determine whether a customereor th
beneficial owner is a foreign PEP; for obtainingniee management approval for continuing business
relationship for existing customers and benefioiahers identified as foreign PEPs; for taking reasde
measures to establish the source of wealth anddbece of funds of customers and beneficial owners
identified as foreign PEPs; and, for conductingagrded ongoing monitoring of that relationship.

194. The KYC-CDD rules for the securities industry, P&t s.2, do not provide any specific
obligations other than the general requirementpjolyamore stringent client identification measunes
cases where the risk is higher that an institutidhnot know the ‘true identity’ of an investorush as a
PEP.

195. The requirements relating to foreign PEPs in tisaiiance sector are more elaborate (though still
falling short of standards). As per paragraph 4&¥%{C/CDD rules for the insurance industry, insurers
should have appropriate risk management systentsetErmine whether the customer is a PEP. These
requirements, however, do not extend to identifocadf beneficial owner. The paragraph further jues

that the board of directors of the insurer musatdisth a client acceptance policy with regard teeifyn
PEPs, taking account of the reputational and otblewvant risks involved. Insurers are also requied
obtain senior management approval for establislithgugh not necessarily for continuing business
relationships) with such customers. Requirementst dar taking reasonable measures to establish the
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source of wealth and source of funds (though nobexfeficial owner), and for conducting enhanced
ongoing monitoring of the business relationship.

196. Criterion 12.2 As noted, the rules do not distinguish betweerifm and domestic PEPs.
However, it is deficient in that officials of intetional organisations are excluded in the definiti
Further, while there is a requirement to identifigFA3, there is no requirement to identify whether a
beneficial owner is a domestic PEP, and the enltameasures required for foreign PEPs are not dlaila
in higher-risk cases, given the gaps identifiedenrad12.1.

197. Criterion 12.3 The requirements applicable for different secewsliscussed in criteria 12.1 and
12.2 extend to family members and close assodidteEPs.

198. Criterion 12.4 There are no requirements to determine whetreb#neficiaries and/or, where
required, the beneficial owner of the beneficiang PEPS.

199. Weighting and conclusioThere are significant gaps in obligations witael to PEPs across
financial sectorRecommendation 12 is rated non-compliant.

Recommendation 13 — Correspondent banking

200. Sri Lanka was rated non-compliant with the formef.R he report concluded that there was no
legislative, regulatory, or other enforceable regmient in respect of correspondent banking relakis.

201. Criterion 13.1. General requirements are in place for licensed Hamd registered finance
companies to gather sufficient information aboutesapondent institution, and to assess its AML/CFT
controls. However, there are no explicit requiretadar banks and finance companies to understdhd fu
the AML/CFT responsibilities of each financial itstion, or to obtain approval from senior managetne
before establishing new correspondent relationships

202. Criterion 13.2.There is an absence of any requirements in the KO rules pertaining to
‘payable-through accounts’ for all Fls.

203. Criterion 13.3. The rules do not explicitly prohibit dealings wighell banks, instead the
KYC/CDD rules for banks and finance companies diadé, ‘No accounts for shell Fls should be opened
without prior approval of the Controller of Exchandpeing obtained’.

204. Weighting and conclusionivhile general requirements have been establisihed Ky C/CDD
rules do not include specific requirements for #ldully understand AML/CFT responsibilities of éac
institution, nor is there any requirement for Fts dbtain approval from senior management, before
establishing new correspondent relationships. Th&ralso an absence of requirements pertaining to
payable-through accounts and specific prohibitimom dealing with shell banks in KYC/CDD rules for
all FIs. Sri Lanka is rated hon-compliant with Recommendation 13.

Recommendation 14 — Money or value transfer seegic

205. Sri Lanka was rated non-compliant with former SR We 2006 MER concluded that there was
no licensing or registration requirement for legah-bank MVTS providers.

206. Criterion 14.1.The Exchange Control Act prohibits any person inLanka from transferring
funds outside the country, or from) paying fundsteesident that is the beneficiary of an inbownads
transfer, except with the permission of the CBShe TBSL is responsible for licensed commercial bank
which are authorised to provide MVTS under the lnagKicense. The CBSL is also responsible for
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approving any payment, which would therefore apmyall MVTS providers, including non-bank
providers. However, in practice, there does nokappo be a licensing or registration regime ircelto
implement the basic requirements of the ExchangarGloAct for legal non-bank MVTS providers that
are permitted to act as inward remittance agemstiter MVTS providers such as Western Union and
Money Gram.

207. Criterion 14.2.Unauthorised or unlicensed MVTS are subject to thamg as provided for under
sections 51-52 of the Exchange Control Act. Pessltinclude fines (ranging from LKR 15 000
(USD 114% to three times the value of the payment), foufeit of assets, and up to five years
imprisonment upon conviction. Sri Lanka’s NRA assssthe informal money remittance sector as being
highly vulnerable to ML/TF. However, efforts by Srankan authorities to identify and curb such iéleg
activities and to apply appropriate sanctions ac&ihg.

208. Criterion 14.3.MVTS providers are classified as ‘finance businé@sshe FTRA and supervision
is broadly provided for in the FTRA. The FIU hasued KYC/CDD rules for authorized moneychangers
and these entities come under the AML/CFT supemisif the Exchange Control Department of CBSL
(ECD). However, the FIU has not issued specific K&DD rules for other authorized non-bank MVTS
providers and neither the FIU nor ECD conduct AMEICsupervision on these entiti#égom interviews
conducted during the on-site, ECD are of the viéat tforeign MVTS providers provide sufficient
oversight on compliance to AML/CFT requirementsthgir locally appointed, inward remittance agents.
However, interviews with a permitted non-bank MVp®vider, which has over 2 000 agents nationwide,
confirmed that the foreign MVTS provider has onbnducted two audits on their operations over tke la
two years. The Postal Department, which has ov@0tbranches nationwide, informed that about 3 to 4
meetings are held annually with the foreign MVT®wvder to discuss operational matters which could
include compliance issues, but these meetings@aréucted at headquarters, with no further sitesvisi
the branches.

2009. Criterion 14.4.There is no explicit requirement for agents of MVpi®viders to be licensed or
registered, or for MVTS providers to maintain areut list of its agents.

210. New Criterion 14.5There is no requirement for MVTS providers to imiguagents in their
AML/CFT programmes and monitor them for compliance.

211. Weighting and conclusion: There are major shortogsiagainst all five essential criteria. There
remains an absence of a proper licensing/registraggime for legal non-bank MVTS providers. Eféort
by authorities to identify illegal MVTS providers@to apply appropriate sanctions are not commeitesur
with the high risk posed by the sector. There & dhadequate monitoring of MVTS providers for
AML/CFT compliance, with over-reliance on foreignvWIS providers to ensure AML/CFT compliance by
local MVTS providers, and an absence of specifiquiements in relation to agents of MVTS providers.
Recommendation 14 is rated non-compliant.

Recommendation 15 — New technologies

212. Sri Lanka was rated as non-compliant with the farRe. The report concluded that there was
no requirement for measures in respect of techmmdbglevelopment or non-face-to-face business
relationships.

213. Criterion 15.1 The NRA is the first coordinated attempt by sujsars to assess the ML/TF

risks associated with new products, technologiesivety channels and practices across the financial
sector and institutions. However, no similar ML/figk assessment had been conducted for the financia
sector prior to this. The KYC/CDD rules do broaddyguire banks and finance companies to take measure
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to prevent the abuse of new technologies in momeyndering schemes. While electronic cards, pre-
loading of credit cards, internet banking and anlsale of insurance policies have been listed Glititzs

for which enhanced measures should be taken, thame specific requirement for Fls to identify and
assess the ML/TF risks that may arise in relatiorthe development of new products and business
practices. There are no specific requirementshi®rsecurities sector.

214. Criterion 15.2 While Fls are required to be extra vigilant whdealing with clients or
transactions sourced through new or developingni@ogies, and to supplement identity verification
procedures with specific and adequate measuregimata the higher risks from dealing with non-féoe
face clients, there are no specific requirementd=fe to undertake ML/TF risk assessments pricthto
launch or use of new products, practices, and t#ofbres.

215. Weighting and conclusiorbri Lanka has not met the essential criteriat &&$ not adequately
assessed risks associated with new technologiegshand are no clear requirements on FIs to mitigate
these risksRecommendation 15 is rated as partially complaint.

Recommendation 16 — Wire transfers

216. Sri Lanka was rated non-compliant with former SR.Mhe report concluded that no specific
laws or enforceable regulations existed in respgirtclusion of originator information in wire trafers.

217. Criterion 16.1 There is nade minimisthreshold prescribed, but some requirements ngjeb
cross-border wire transfers have been imposed. dtbward remittances/wire transfers made out of
Foreign Currency accounts, the KYC/CDD rules reguianks and finance companies ftoward a
complete application to the financial institutioncorporating important and meaningful originator
information such as name, address, account nundegttjfication number, together with a brief accbah
the purpose for such transfers. This is applicabldomestic wire transfers as well. However, thisreo
specific requirement for originator informationtie verified for accuracy. There is also no requéaetior

the ordering financial institution to forward impant and meaningful information on the beneficiaryhe
receiving financial institution.

218. Criterion 16.2 No enforceable requirements have been issuedr@sfiect to batch transfers.
219. Criterion 16.3 See c.16.1 above.

220. Criterion 16.4 The KYC/CDD rules do not specifically require thelering financial institution
to verify the information pertaining to its custaméhere there is a suspicion of ML/TF.

221. Criterion 16.5 See c.16.1 above.

222. Criterion 16.6 The Code of Criminal Procedure Act and FTRA emgpothe FIU and Police to
obtain any information deemed necessary for ingastins or prosecution. While the FTRA broadly
imposes a six-year record keeping requirements iunclear if such is imposed on originator and
beneficiary information in relation to wire transfebe it cross-border or domestic.

223. Criterion 16.7 While Section 4 of the FTRA requires reportingtitutions to maintain and retain
records of relevant transactions and correspondeacel records of identity obtained, for a peribdin
years, no specific rules have been issued by tHenith respect to wire transfers.

224. Criterion 16.8 Section 3 of the FTRA broadly prescribes thatitusons shall not proceed any
further with any transaction if satisfactory eviderof identity is not submitted, but no specifitesuhave
been issued with respect to wire transfers.
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225. Criteria 16.9-12 There are no enforceable wire transfer requirésii@n intermediary FIs.
226. Criteria 16.13-15 There are no enforceable wire transfer requirésnfem beneficiary Fls.
227. Criteria 16.16-17 There are no enforceable wire transfer requirésien MVTS providers.

228. Criterion 16.18 The Ministry of External Affairs has issued regfidns to effect freezes on funds,
other financial assets and economic resources sifjulted persons that have been sanctioned under
UNSCR 1373 (2001) and 1267 (1999) which apply dguaalwire transfer transactions.

229. Weighting and conclusiohere is nale minimisthreshold prescribed in KYC/CDD rules, nor
are there any requirements for all cross-border vitansfers to be accompanied by the necessary
beneficiary information. Recommendation 16 is rated non-compliant.

Recommendation 17 — Reliance on third parties

230. Sri Lanka was rated non-compliant with former Rle report concluded that the FTRA was
silent on the application of the CDD requirementsew business relationships are initiated througa th
parties and introducers, or the responsibilityrfaeting the requirements.

231. Criterion 17.1 The KYC/CDD rules for banks and finance companpgsagraphs 31 — 33 on
introduced business, establish the minimum critkriaselection of introducers. These requiremerits w
help ensure that selected introducers will be ipoaition to provide the necessary CDD information.
However, the rules for banks and finance compad@sot state that upon selecting the introducer,
ultimate responsibility should remain with the fiegal institution, or that (a) it should obtain thecessary
CDD information, (b) copies of CDD information wile made available upon request, and (c) the
introducer is regulated and supervised for AML/CHhe KYC/CDD rules for insurance companies are
explicit and directed at the insurance companyedasiléd in paragraphs 56-60 (Reliance on internmesdia
and third parties). Similar rules have not beealdisthed for institutions in the securities sector.

232. Criterion 17.2 The KYC/CDD rules for banks and finance comparpeshibits reliance on
introducers who are subject to weaker standards th@se governing its own KYC procedures, or those
who are unwilling to furnish copies of their owneddiligence documentation. However, this should be
further clarified to require them to have regardrfmrmation available on jurisdiction risk. Theigeno
specific requirement for insurance and securitBescss.

233. Criterion 17.3 There are no specific rules in place concernihgrwa third party is part of the
same financial group

234. Weighting and conclusion: There are significantaehcies because: there are no requirements
in relation to introducers for securities secto,&CDD rules do not explicitly require banks andafince
companies to be ultimately responsible for CDD iinfation of business relationships obtained through
introducers, and to have regard to information labsé on country risk when dealing with non-residen
and, there are no requirements in relation to ir@group for all FIsRecommendation 17 is rated non-
compliant.

Recommendation 18 — Internal controls and foreigraimches and subsidiaries

235. Sri Lanka was rated partially compliant with fornferl5 on internal controls, compliance and
audits (paragraph 3.8.3, page 78). The 2006 MERIladad that the new FTRA law had not provided for
the requirements but the efficacy can be assesdgdfter the financial sector supervisors enshet Fls

integrate the AML/CFT requirements in their intdreantrol procedures. Sri Lanka was rated largely
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compliant with former R.22 on foreign branches aubsidiaries. The 2006 MER noted (paragraphs 3.8.3,
page 79) that the home/host country standard idsagdeen clearly covered in the FTRA. However, the
provisions were yet to be tested.

236. Criterion 18.1 Section 14 of FTRA provides that every institatiee required to establish and
maintain procedures and systems to implement thlewimg requirements: customer identification;
record-keeping and retention; monitoring and repgrttraining and screening of employees; and iaker
awareness relating to ML/TF. The section also plesifor requirements relating to establishmentnof a
audit function (though not necessarily ‘an indegamdudit function’) to test procedures and systéms
compliance.

237. Criterion 18.2 No enforceable requirements have been prescbigeauthorities to implement
group wide programmes against ML/TF, applicabldtanches and majority owned subsidiaries of the
financial group. Policies and procedures for shpiitformation required for the purpose of CDD and
ML/TF risk management are also yet to be prescritddot addressed in the existing provisions are
requirements relating to group level complianceditatand AML/CFT functions of customer, account,
transaction information from branches and subsigianecessary for AML/CFT purposes, and necessary
safeguards for ensuring confidentiality and usefafrmation exchanged.

238. Criterion 18.3 Section 14(3) of the FTRA provides that an ingitin shall ensure that its foreign
branches and subsidiaries adopt and observe meamusistent with the Act to the extent that locals

and regulations permit, and where the foreign bramcsubsidiary is unable to adopt and observe such
measures, to report the matter to the relevantrgigpey authority or in the absence of a superyisor
authority to the FIU. Additionally in case of ban&ad registered finance companies, such matters are
required to be reported to their Compliance Offider appropriate action. However, the existing
provisions do not require institutions to apply aggiate additional measures to manage the ML/$ksri

in cases where the host country does not permitptioper implementation of AML/CFT measures
consistent with the home country requirementsegaired under this criterion.

239. Weighting and conclusiorSri Lanka has put in place some requirements wigfard to internal
controls and foreign branches and subsidiaries. d¥ewsignificant gaps remain. There are no explicit
requirements to have independent audit functiotesd the AML/CFT systems across financial sector.
Financial groups are not required to have groupewitbgrammes and measures against AML/CFT and
there are no specific requirements for Fls acroemntial sector to apply additional measures toagan
ML/TF risks in case host country does not permplementation of home country AML/CFT measures.
Recommendation 18 is rated partially compliant.

Recommendation 19 — Higher-risk countries

240. Sri Lanka was rated as non-compliant with the forRe1. The 2006 MER (paragraph 3.6.3,
page 73) concluded that there were no instructignglance notes or advisories to the FlIs in respkct
dealings with countries that did not apply or irfigigntly apply the FATF Recommendations. The 2006
MER (paragraph 298, page 71) noted that the FTRANdit require effective measures be in place to
ensure that FIs were advised of concerns aboutvesaks in the AML/CFT systems of other countries.

241. Criterion 19.1 There are no enforceable requirements to apgiarmeed CDD proportionate to
the risks, when called upon to do so by the FATF.

242. Criterion 19.2 There are no enforceable requirements to appinteomeasures proportionate to

the risks, when called upon to do so by the FATIhdependently of any call by the FATF to do so.id/h
Part B, s.6, of the FIU Operational Manual dealthwiternal processes of FIU to monitor FATF update
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relating to the high-risk and non-cooperative jgicsons and publish them on the FIU website, traree
no specific instructions issued by FIU or other eswjsor authorities to apply countermeasures in
appropriate cases.

243. Criterion 19.3 There are no measures in place to proactivelytiige countries having
weaknesses in their AML/CFT systems and advisef#sich concerns. No FIU advisory has been issued
in the last few years to advise Fls of concernsedknesses in the AML/CFT systems of other countrie

244, Weighting and conclusioriThere are no enforceable requirements in respiedealing with
higher-risk countrieRecommendation 19 is rated non-complaint.

Reporting of Suspicious Transactions
Recommendation 20 — Reporting of suspicious trartgat

245. Sri Lanka was rated non-compliant with former Rob3suspicious transaction reporting on ML.
The 2006 MER concluded (paragraph 3.7.3, page &) though the FTRA provided for suspicious
transaction reporting, in practice the system wasmeffect because the FIU had not been estadalisri
Lanka was also rated non-compliant with the for®RrlV on suspicious transaction reporting on téstor
financing.

246. The 2013 follow-up report on Sri Lanka found that former core recommendations, R.13 and
SR.IV, Sri Lanka had brought the overall level ofipliance with R.13 and SR.IV up to a level equewal
to largely compliant.

247. The construction of the STR reporting obligationsiction 7 of the FTRA is broader than the
definition in the PMLA, and therefore the gaps mnedgicate offences under R.3 do not cascade ontd. R.2
For TF, R.5 is rated compliant.

248. Criterion 20.1 Section 7 of the FTRA outlines the conditions $abmission of an STR. Firstly,

it requires that where a financial institution hassonable grounds to suspect that any transaction
attempted transaction may be related to the cononisd any unlawful activity, or any other criminal
offence, it shall report within two days of formisgch suspicion to the FIU. Secondly, the samegohae
should be adopted if the financial institution lr@®rmation that it suspects may be relevant toafapct
preparatory to an offence under the provision ef @STFA or to an investigation or prosecution of a
person for an act constituting an unlawful activity (b) may otherwise be of assistance in the
enforcement of the PMLA and CSTFA.

249. Operational instructions, including format of rejimy have been issued in rules applicable for
banks, registered finance companies, securitiesimswance industry and authorized money changing
services.

250. Criterion 20.2 Section 7 requires institutions carrying out fin@ business and non-finance
business (which includes categories of FATF's desigd 13 financial sectors and DNFBPs) to repoyt an
suspicious transactions, including attempted tretitgas to the FIU, irrespective of the amount of
transaction.

251. Weighting and conclusioiRecommendation 20 is rated compliant.
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Recommendation 21 — Tipping-off and confidentiality

252. Sri Lanka was rated compliant in the 2006 MER fa@ former R.14 (paragraph 313-314, page
74). The MER noted that the PMLA and FTRA contaurffisient provisions to deal with tipping-off,
confidentiality, and protection from civil and crimal liability.

253. Criterion 21.1 Section 12 of FTRA and Section 19 (1) (b) and (2P of PMLA provide
necessary protection to institutions (reportingtgmnd supervisory authority) and natural pers@nslitor,
director, partner, officer, employee or agent) fremminal and civil liability in this respect. Thes
provisions, however, would be void if the filing @h STR was not carried out in good faith or in
compliance with regulations made under the Acutegs or directions.

254, Criterion 21.2 Section 9 of FTRA provides for necessary oblmatior institutions and other
persons not to divulge information relating to S3iRl other related matters. There are exceptiotisete
prohibitions as outlined in 5.9 (3), including ferformance of the mentioned person’s duties, taioing
legal advice or representation in relation to ttedter.

255. Weighting and conclusioiRecommendation 21 is rated compliant.
Designated non-financial businesses and professions

Preamble: Scope of DNFBPs

256. The AML/CFT requirements under the FTRA apply tdCMFBPs in Sri Lanka, namely casinos,
real estate agents, dealers in precious metals ofest lawyers, notaries, other independent legal
professionals and accountants; and trust or comparwce providers. They are captured under se&%on

of the FTRA as non-financial businesses. The FTRguirements include STR reporting, tipping off,
record-keeping, basic CDD and internal control nespents for DNFBPs. Similar for Fls, more detailed
preventive requirements consistent with the FAT&hdards are absent. Unlike, however, for Fls, Sri
Lanka has not issued detailed KYC/CDD rules for BRE to cover other required preventive measures
under the FATF standards.

Recommendation 22 — DNFBPs: Customer due diligence

257. Sri Lanka was rated non-compliant with the formet@R The 2006 MER concluded that the
CDD requirements under the FTRA covered all DNFB#divities listed under R.12, but those
requirements were not in force.

258. Criterion 22.1 The basic CDD obligations mandated in the FTRA&Apply to all DNFBPs,
but unlike Fls, the obligations for DNFBPs are sopplemented by sector-specific rules or regulation
The requirements in the FTRA do not cover the safp@DD mandated under Recommendation 10, nor
does it set thresholds for CDD for casinos andeiteah precious stones and metals.

259. Criterion 22.2 The record-keeping obligations prescribed in FT&RA 2006, and deficiency
identified under R.11 applies to all DNFBPs.

260. Criterion 22.3 There are no enforceable requirements in relatio®PEPs or specific rules
imposed on DNFBPs in relation to PEPs.

261. Criterion 22.4 There are no enforceable requirements or speatifes imposed on DNFBPs in
relation to new technologies.
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262. Criterion 22.5 There are no enforceable requirements or spatifes imposed on DNFBPs in
relation to reliance on third parties.

263. Weighting and conclusionThe requirements in the FTRA do not cover thepscof CDD
mandated under R.10, nor does it set threshold€fiD by casinos and dealers in precious stones and
metals. No detailed KYC/CDD rules have been isdoedll DNFBPs, and no enforceable requirements
are in place with respect to PEPs, new technolagiggliance on third partieRecommendation 22 is
rated non-complaint.

Recommendation 23 — DNFBPs: Other measures

264. Criterion 23.1 The legal obligation as provided in the FTRA 20@6 submit reports of
suspicious transactions apply to all DNFBPs. Theoméng obligation under section 7 of the FTRA
requires all ‘institutions’ to submit STRs. An iitstion is defined under section 33 of the FTRAMean
any person or body of persons engaged in or cgrmyut any finance business or designated non-faanc
business within the meaning of this Act. This inleda DNFBPs as defined by the FATF.

265. However, no specific rules have been issued, imetudor (a) lawyers, notaries, other
independent legal professionals and accountanthenwon behalf of, or for, a client, they engagea in
financial transaction in relation to the activitiésscribed in criterion c.22.1(d); dealers in prvasi metals

or stones when they engage in a cash transactibravaustomer equal to or above USD/EUR 15 000; and
(c) trust and company service providers — whenbamalf or for a client, they engage in a transactio
relation to the activities described in c.22.1(e).

266. Criterion 23.2 Section 14 of the FTRA 2006 imposes legal obiigest on all DNFBPs to appoint
a compliance officer, and to establish and mainpa@scribed controls, procedures, and systemsdaren
compliance with the Act. However, no specific ruhese been issued.

267. Criterion 23.3 As noted under R.19, the FTRA contains no enfdtgerequirements in place in
relation to higher risk countries. To-date, no otbeforceable measures have been issued by theaktl,
no advisory has been issued on higher-risk jurigufis to DNFBPs.

268. Criterion 23.4 Legal obligations relating to tipping-off and d¢mientiality are applicable to
DNFBPs.

2609. Weighting and conclusiorWhile the FTRA provides for general requirememisrelation to
reporting of STRs, establishment of internal cdstrand tipping-off and confidentiality, the gaps in
relation to R.18 and R.19 for FIs also apply to B¥s. Recommendation 23 is rated partially
compliant.

6. SUPERVISION
Recommendation 26 — Regulation and supervisioninoghcial institutions

270. Sri Lanka was rated non-compliant in the 2006 MBRtiie former R.23 because of the absence
of a designated and functional AML/CFT supervisbhe MER noted that, in reference to AML/CFT
regulation and supervision, only the enactmenhefRMLA and FTRA would provide effective powers to
implement R.23 via the FIU as a supervisor. Othetdrs listed contributing to the non-complianingt
were the absence of AML/CFT oversight of foreigelenge dealers and money remitters and the lack of
‘fit and proper’ requirements for directors andnsiigant shareholders of institutions other thanksa
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271. The 2013 ME progress report of Sri Lanka concluttied Sri Lanka had not brought the level of
compliance with the former R.23 up to a level eqlént to largely compliant. This was because Snikiza
had not established an effective AML/CFT superwisoapacity for MVTS businesses and exchange
dealers. While Sri Lanka has made progress in cgnglwith the former R.23 since the MER was
adopted, issues remain concerning the scope ofatégu

272. Criterion 26.1 The FIU is the primary supervisor responsible fegulating and supervising
compliance with the AML/CFT requirements. Under t8et 18 of the FTRA, relevant supervisory
authority for each sector also under undertakegege®ML/CFT supervision of FIs being regulated by
them. However, such supervision by sectoral regtdais more general in nature and FIU is the main
agency for verifying compliance with AML/CFT obligans. . In addition, Section 23 of the FTRA
requires the relevant supervisory authority ofrastiiution to verify through regular examinationkether
that institution is complying with provisions ofetAct and to report any non-compliance to the Hibe
following table indicates the matrix of AML/CFT nelgtors for those financial sectors subject to
supervision:

Institutions Regulator
Licensed Banks FIU/Bank Supervision DepartmentBSC
, . , FIU/Department of Supervision of Non-Bank Finandiastitution of
Licensed Finance Companies CBSL
Stockbrokers FIU/Securities and Exchange Commissi@ri Lanka
Insurance Companies FIU/Insurance Board of Sri hank
Authorised Moneychangers FIU/Exchange Control Dipaint of CBSL
Rural Banks FIU/Department of Cooperative Developime

Thrift and Credit Cooperativ

Societies FIU/Department of Cooperative Development

273. Criterion 26.2 Under Section 2 of the Banking Act 1988, comnardianks are subject to
licensing conditions. Specialised banks are alsenked under Section 76B of the Banking Act. For
registered finance companies (RFCs), licensingireopents are prescribed under Section 4 of thenEma
Business Act 2011. In the securities sector, litensequirements for stockbrokers, managing congsani
operating unit trusts, and market intermediaries prescribed under the Securities and Exchange
Commission of Sri Lanka Act 1987. Insurers and iasae brokers are subject to licensing requirements
under the Insurance Industry Act 2000. The Exchangetrol Act contains licensing requirements for
authorised moneychangers. There is a basic reqgeimefor non-bank MVTS providers to be approved by
the CBSL under the Exchange Control Act. While biaaking licence process effectively precludes the
establishment and operation of shell banks in 8rika (refer 2006 MER, p79, paragraphs 335-336)ethe
is no express legislative prohibition on the esshibhent or continued operation of a shell bank.

274. Criterion 26.3 For the banking sector, fit and proper criteroa firectors, chief executive
officers, other executive officers, and substantthareholders of banks have been prescribed in the
Banking Act 1988, s.42 and ss.44A. For registeneaince companies, the Finance Business Act includes
criteria for directors, CEO, executive officersciaries and key management personnel. Howewer, th
criteria do not relate to criminal background dukgeince and are not applicable for those holdiag (
being the beneficial owner of) significant or catitng interest of such finance companies. Rulestlie
insurance sector contain some requirements inioeléd fit and proper tests for board members, @eni
management, and key staff, to be carried out byréms, however these requirements are not spexific

do not extend to significant shareholders or themeficial owners. In the securities sector, Coloi8nck
Exchange (CSE) Rules (Rule 2.19 in particular) taionrequirements relating to fit and propriety.esh
rules are approved by SEC before issuance andhéoeceable in case of violation. Other intermeaiarof
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the securities sector are governed by fit and propeeria as contained in the respective rulesadsy the
SEC. However, these requirements do not extenetsops holding (or being the beneficial owner) of a
significant or controlling interest in such intertneries.

275. Criterion 26.4 The CBSL, SEC and IBSL undertake prudential stipen of the banking,
securities and insurance sectors respectively,caordance with Basel, International Organisatién o
Securities Commissions and International Assogiabiblnsurance Supervisors core principles. Regoyat
and supervisory measures relevant from AML/CFT per8ve include examination, monitoring and
reporting of transactions, sanctions, and enforeénaad are covered under the FTRA, s.18, s.2Z&#1
All three supervisors conduct prudential supervistmncurrently with broader AML/CFT supervision.
The FIU role is focused on AML/CFT only, and supsion is conducted in parallel with AML/CFT
supervision conducted by prudential supervisors,

276. There is no application of consolidated group swvipem from an AML/CFT perspective,
although the powers are available for consolidgpexip supervision. Section 41(1) of the Banking Act
and Section 29B of the Monetary Law Act further emupr CBSL to conduct examination of books of
accounts of any subsidiary and agency of any cowiaidsank. Finance Business Act of 2011 (Section 24
(1) (d), provides for inspection of books and othemords of holding company, associate companids an
subsidiary companies of a finance company, or gf ubsidiary or associate company of the holding
company of finance company or of any company thed substantial financial interest or significant
management interest in any finance company

277. The FIU is designated as the primary supervisoralbother Fls. However, similar for core
principles institutions, the Department of Supeonsof Non-Bank Financial Institution and the Exobe
Control Department of CBSL are responsible for suipig registered finance companies and authorised
moneychangers respectively. However, supervisiotbased on prudential considerations rather than
ML/TF risks. Non-bank MVTS providers are not supsed by the Exchange Control Department.

278. Criterion 26.5 The frequency and intensity of supervision is defarly informed by ML/TF
risks. The SrilLankan FIU's AML/CFT Examination Maa recommends that examiners study the
AML/CFT risk assessment undertaken for the relegantors. In the selection of financial institutiorbe
examined, priority must be given to the institusomith ‘high’ or ‘extreme’ risk rating. FIU, throilngits
circular dated June 26, 2013 sought data from hdicksised finance companies, insurance companiks a
stockbroking companies for assessment of busingss and effectiveness of control parameters. his
designed to enable FIU to undertake AML/CFT sumgow on the level of ML/FT risk associated with
each institution (with the exception of moneychasgeinsurance brokers and non-bank money
transmitters). While the FIU Examination Manual yides some structure to the onsite and offsite
supervision process on risk-based assessmentynitisar if and to what extent, this risk-baseadsssient
feeds into the supervisory plan of sectoral regutatThere is also no formal consideration given to
ML/TF risks within Sri Lanka. However, authoritiémve indicated that risk-based supervision will be
further strengthened with implementation of theacplan contained in the NRA.

279. Criterion 26.6 There are no specific requirements to review aesessment of ML/TF risk
profile of all Fls periodically and when there amajor events and developments in the management and
operations of Fls.

280. The FIU AML/CFT Examination Manual requires periodéeview of the ML/FT risk-assessment

process to be conducted by Fls. However, it isahedr whether the FIU and respective supervisas ar
periodically reviewing the risk profiles of FIs groups.
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281. Weighting and conclusiorithere is absence of consistent obligations foarid proper criteria
across financial sector (other than securitiesospcCriteria does not extend to significant shatdérs

and beneficial owners in case of finance companiesjrance companies, securities sector, authorized
moneychangers and non-bank MVTS. AML/CFT supemistd financial institutions is not explicitly
informed by AML/CFT risks, which is a significaneficiency. Application of risk-based supervisiordan
consolidated group supervision is also absent.&l'leno specific requirement to review the AML/CFT
risk profile of Fls/group periodically or eventsseal.Recommendation 26 is rated partially compliant.

Recommendation 27 — Powers of supervisors

282. Sri Lanka was rated partially compliant with thenfier R.29. The 2006 MER concluded (p89,
paragraph 3.10.3) that the then newly enacted F&Rd\ other relevant Acts contain generally adequate
powers and sanctions; however there had been afasfkective implementation in relation to AML/CFT
supervision.

283. Criterion 27.1 The FTRA, s.18, provides sufficient powers to e or delegated authority to
examine books and records, and inquire into théenbas and affairs of an institution in order towems
compliance with the Act or any other directiongjess, rules or regulations issued under the AcCRAT
s.22(2) also requires supervisory authorities taha request of FIU, carry out any examinatiom iatly
transaction or other matter relating to the inibtuand report on such examination to the FIU. RT&R23
also requires a supervisory authority to verify piance with provisions of the Act by an institutio
through regular examinations and to report instaéeon-compliance to the FIU.

284, Criterion 27.2 The FTRA, s.18, s.22 and s.23, contains provsstonconduct inspections of Fls
and access information held. There is no explicivigion in the FTRA to enable the FIU or any other
supervisor to compel production of any informatietevant to monitoring compliance with the AML/CFT
requirements. There is under section 18 (2) ofHRRA, provision for, ‘The owner or person respoteib
for the premises referred to in subsection (1) emery person found thereon shall give the Financial
Intelligence Unit or any authorized person all oeble assistance to enable them to carry out their
responsibilities and shall furnish them with anfpimation that they may reasonably require.’

285. Further, all supervisors have the authority umgéevant legislations, that is, the Banking Act,
Finance Business Act, Foreign Exchange Act, Seesrdnd Exchange Commission Act, and Regulation
and Insurance Industry Act. Supervisors have seopgwers under their enabling legislations to celmp
actions by licensees, including production of respwithout recourse to a court order.

286. Criterion 27.3 FTRA ss.18 (2) provides sufficient powers to Eie) or delegated authority to
obtain any information that it might reasonably uieg to administer the provisions of the Act or the
regulations made thereunder. Supervisory authsritie also empowered to have access to informfation
their supervisory processes.

287. Criterion 27.4 Power to impose monetary penalty rests with the tnder the FTRA ss.19(1).
Ss.19(4) further provides that the imposition aftspenalty shall not preclude a supervisory authar a
regulatory authority from taking any regulatory disciplinary measures, including, but not limitex t
suspension or cancellation of licence of the ingth. As a whole, these powers to impose sanctees
sufficient to deal with failures to comply with ngicements, though there seems to be some overlap
between FIU and supervisory authorities as famastfoning power is concernddecommendation 27s
rated compliant.
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Recommendation 28 — Regulation and supervision NEBPs

288. Sri Lanka was rated as non-compliant with forme&t4RThe report concluded that there was no
AML/CFT supervision for casinos or other DNFBPs.

2809. Criterion 28.1 Section 2 of the Casino Business (Regulation), A. 17 of 2010 (CBA)
stipulates thatNo person shall, from and after January 1, 2018age in the business of a Casino other
than under the authority of a valid license issiredhat behalf by the Ministerbut to-date, none of the
five casinos in operation in Colombo have beennbeel under this Act. Sections 3 and 4 of the CBA
empower the Ministry to issue Regulations to sehseand conditions for applying for a casino liceaad

to give effect to the provisions of the Act. HowevBri Lankan authorities confirm that no Regulasio
have been issued since the passing of the Acthamdinistry has been assigned as the competensivini
to administer the Act. The Act does not provide amgasures to prevent criminals or their associabes
holding (or being the beneficial owner of) a sigraht or controlling interest, or holding a managein
function, or being an operator of a casino. Of esncSri Lankan authorities are unable to confirhewa
competent Ministry will be identified, or when tlegisting casino operators will be subject to licegs
requirements.

290. There has been no other progress since the MER 2006existing casinos still not subject to
AML/CFT supervision to ensure compliance with a&seSTR reporting, basic CDD and record-keeping
obligations (under the FTRA). While there is an FAML/CFT Examination Manual, its scope does not
extend to casinos, and to-date, no AML/CFT sup&misf casinos has been conducted by the FIU.

291. Criterion 28.2 There has been no progress since the 2006 MEF6{@p®). There appears to be
no designated supervisor or enforcement of AML/GEQuirements for DNFBPs. The FIU's AML/CFT
Examination scope does not extend to DNFBPs and\Mb/CFT supervision of DNFBPs has been
conducted by the FIU. While there are self-reguiatmdies (SRBs) and licensing authorities for wasi
DNFBPs, they do not have a role in AML/CFT supdons There is no SRB for the real estate sector,
although the Registrar Generals Department supntlse transfer of real property ownership titlesr.
dealers in precious stones, the National Gem amelde Authority manages the licensing regime under
the National Gem and Jewelry Authority Act 1991 eTBar Association of Sri Lanka is the SRB for the
legal profession, and the Institute of Chartere¢chmtants of Sri Lanka and some other accountancy
bodies are the SRBs for the accountancy profes§ion.notary public, they must be licensed by the
Registrar General Department.

292. Criterion 28.3 There is an absence of any system to monitor AN/ compliance by all
categories of DNFBPs.

293. Criterion 28.4 While there are powers and sanctions availabiieuthe FTRA once an authority
has been designated to monitor compliance as esglainder R.27, but no competent authority has been
designated as the AML/CFT supervisor for DNFBPs.rtllermore, the existing SRBs and
licensing/registration authorities do not have &umctions with respect to AML/CFT supervision ara d
not appear to have adequate powers to take negessasures to prevent criminals or their associates
from being professionally associated (or beinglt@eeficial owner of) a significant or controllingteérest,

or holding a management function in a DNFBP.

294, Criterion 28.5 There is no designated DNFBP supervisor, ancetber there is no AML/CFT
supervision of DNFBPs being conducted, be it oislasensitive or any other basis.

295. Weighting and conclusion: Casinos remain unlicenaed are not subject to AML/CFT
supervision. There is no designated competent dtythor SRB responsible for ensuring AML/CFT
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compliance by other DNFBPs, and therefore no syséemplace for monitoring compliance by DNFBPs
to AML/CFT requirements, be it on a risk-sensitlvasis or otherwiseRecommendation 28 is rated
non-compliant.

Recommendation 34 — Guidance and feedback

296. Sri Lanka was rated non-compliant with former R’PBe 2006 MER concluded that supervisory

institutions in Sri Lanka had yet to issue comprelive AML/CFT supervisory guidance to the financial

sector and DNFBPs. Apart from the non-mandatorga@ute note on KYC issued to banks in 2001 by
CBSL, there were no other relevant supervisoryuesons.

297. Criterion 34.1 The FIU has issued numerous guidelines in tha afeAML/CFT that are
maintained in the FIU's website. These guidelinesludes notification, guidance notes, information
circulars, guidelines and FAQs, which are limitedbtinks, licensed finance companies, stockbrokets a
insurance companies. The FIU also conducted vaseasnars and workshops for FIs on the importance
of submitting STRs, including on red flags and méipg procedures. Given there has been enforceofent
FTRA requirements for DNFBPs, no guidance has Imewnided in the area of AML/CFT, including on
STR reporting, to the DNFBP sector.

298. On feedback, the last substantive general feedyaskprovided in 2011 that was in relation to
poor compliance with STR reporting obligation. Hegek on CDD deficiencies was last undertaken in
2009. The FIU does provide on a regular basis fegdo reporting entities on compliance with repayt
structure via the LankaFIN system. The feedbackaper to data integrity issues such as incorrectly
completed or missing fields. Through this feedbaxghange, errors in STRs have been rectified.

299. Weighting and conclusiohe FIU has issued various guidance notes artbéei on STR data
integrity for FIs, most pertaining to the bankirec®r. No guidance has been issued to the DNFB®Brsec
to mobilise implementation of FTRA requiremerRecommendation 34 is rated partially compliant.

Recommendation 35 — Sanctions

300. Sri Lanka was rated partially compliant with fornieil7. The 2006 MER concluded that while
the provisions of the FTRA provide for effectivefoportionate, and dissuasive criminal, civil or
administrative sanctions to deal with natural agalepersons covered by the FATF Recommendations,
those sanctions were not considered to be in edfetie time of the onsite.

301. Criterion 35.1 The FTRA provides for a range of administratieiwjl and criminal sanctions in
the event of any breaches of the AML/CFT obligadidny FIs and DNFBPs. These sanctions extend to
both natural and legal persons. Sanctions in Sed®oand Part VI of the FTRA are specific and ledito
preventive measures referenced in Parts | and thefTRA, namely on basic CDD measures, financial
reporting obligations, tipping off, access to imf@tion and record keeping. These sanctions are also
applicable for breaches of additional enforceabéams as contained in the KYC/CDD Rules issued to
banks and finance companies, stockbrokers, inseremmpanies and moneychangers. However, this is not
the case for DNFBPs given that no KYC/CDD ruleséhbeen issued for the sector. Section 19 provides
for regulatory or supervisory measures, adminisganonetary penalties or issuance of directivesdo
enforce compliance. However, the maximum admirisgamonetary penalty that can be imposed shall
not exceed a sum of LKR 1 million (USD 7 83)0which does not seem sufficiently dissuasive tiSes

27 and 28 provides for criminal penalties on manéosis violations, such as giving false informatidhe
maximum penalty of a fine not exceeding LKR 100 Q®D 761° or imprisonment for a term not
exceeding one year or both, does not appear arftlgidissuasive.
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302. The UN Regulations No. 1 and No. 2 2012 that wesaed by the Minister of External Affairs in
May 2012 provides additional sanctions on any perseho fail to comply with Orders issued under
UNSCR 1267 and 1373. The criminal penalties impdeedon-compliance with these regulations appear
to be more dissuasive compared to the FTRA, suclth@asmaximum penalty of LKR 500 000 to
LKR 1 000 000 (USD 3 800 — USD 7 6%0and/or imprisonment for a period not exceeding 4 years.
However, given the deficiencies in R.8, the NPQads also not subject to adequate sanctions.

303. Criterion 35.2 The available sanctions in the FTRA are applieallot only to FIs and to
DNFBPs, but also to their directors and senior rganeent.

304. Weighting and conclusiorWhile a range of sanctions is in place for Flsl &dNFBPs, the
available sanctions are not sufficiently dissuasiveere is an absence of proportionate and dissiasi
sanctions for DNFBPs with respect to KYC/CDD rulaesd in relation to NGOs given the deficiencies
regarding sanctioning powers available to NPO &gu$ observed in R.&ecommendation 35 is rated
partially compliant.

7.LEGAL PERSONS AND ARRANGEMENTS
Recommendation 24 — Transparency and beneficial enghip of legal persons

305. Sri Lanka was rated partially compliant with thernfier R.33. The report concluded that
Sri Lanka trust and company service providers wetaequired to obtain, verify, and retain recoofithe
beneficial ownership and control of legal persdiss remains the case.

306. Criterion 24.1 In respect to companies, the Companies Act N6.2007 describes the legal
status and capacity of a company (s.2), the differges of companies (s.3, ss.4(2), s.260, Plaaisd I11),
and the process for the creation of a company $54,Parts I, 1ll and XI). Shareholder informatics
publicly available, including notification of angusts (in the particular circumstances of ss.139{&hile
the name of a person in the share register shalégarded as prima facie evidence of legal ownpyshi
(Part VIl and specifically s. 130), this does nquate to the identification of a natural person mvkige
person is another legal person or arrangement.

307. Mutual provident societies and societies for a peep authorised by the Minister can be
registered under the Societies Ordinance No.1B81 1Registration permits the society to becomedyb
corporate (ss. 9(1)). A registered society muselavegistered office, have its books audited diynaad
provide an annual certificate to the Registrar. $heiety’s books (including the names of the memiber
must be available for public inspection. The registf members must contain names, addresses and
occupations of members (ss.9(10)). It seems tonpéiad that members are to be individuals but ighigot
expressly stated in the Societies Ordinance.

308. Cooperative Societies are registered under the €atipe Societies Law No.05 of 1972.
Registration permits the society to be a body cafeo(s. 20). Every registered society is requicebdave
a registered office (s. 18) and allow its rules)dwys and list of members to be available for intjoa at
the registered office (s. 19). Members may be otbgistered societies as well as individuals (sT4e
Registrar must audit the accounts at least oneaga(g. 44).

3009. Criterion 24.2 Sri Lanka has not conducted a comprehensive stases of the risks relating to
the misuse of legal persons and arrangements.aBkia_has recently concluded a national risk assggsm
(subject to approval by the FIU Advisory Board)vitich it has considered the vulnerability of legal
persons and arrangements. The report identifiedcida€ies in obtaining beneficial ownership and
recommended that corporate and trust transpareeegisnto be improved. The report did not separately
consider all the types of legal persons that carrbated in the country: limited companies, unkuit
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companies, companies limited by guarantee, privatepanies, offshore companies, cooperative sosjetie
and mutual provident societies.

310. Criterion 24.3 Sections 4 and 5 (Incorporation of CompaniesYhef Companies Act 2007
satisfies this criterion as it requires informatmmthe company’s name, proof of incorporationalégrm
and status, the address of the registered offiikadist of directors. A company is required unser9 (1)

to give public notice of the name of the compang address of the company’s registered office. leuyth
the website of the Registrar of Companies conthersic information on all companies. In addition to
information contained in the website, there are awenues available for public access to more @etail
information on companies. Section 120 of the CAuiexs the company to make available specified
records for public inspection. These include Ciedtk of Incorporation, Article of Association aBtiare
register. Section 480 of the Companies Act provitbesinformation held by the Registrar-General of
Companies to be made available for inspection yopagnson upon payment of a fee.

311. Criterion 24.4 Sections 120 and 123 of the Companies Act satisfyrequirement to maintain
the information set out in ¢.24.3 and on sharehslderespect to companies with a share registerd’is

a similar requirement to maintain a register of rhers of a company limited by guarantee due to
paragraphs 35 (2) (b) and (d) of the Companies\Nact7 of 2007 which provide that:

‘ b. reference to shareholders were reference tmbess of the company
d. reference to the share register were referg@adbe register of members’

312. Criterion 24.5 The mechanism utilised in the Companies Act 28a#at both the company and
every officer of the company commits an offenceldgaching the relevant provisions and is subeét t
fine. This includes the requirement to file an aadrreturn at least once a year (sections 130-E#)alties

are provided for in ss.130 (4) for violations. Tihtormation required to be updated in the AnnualuRe

of a Company form, issued pursuant to ss.131(t)ydes share registers, description of recordsept

at the company’s premises, shares, details of tdir®@nd company secretary or secretaries, auditors
existing shareholders, persons who have ceasamdshares, etc. The form is required to be cedifiy a
director and company secretary or secretaries.eTaer variations to this form depending on the type
company.

313. Criterion 24.6 There is no requirement for companies or compagistries to obtain or hold up-
to-date information on the companies’ beneficiahevghip or for companies to take reasonable mesasure
to obtain and hold up-to-date information on thenpanies’ beneficial ownership. Sri Lanka has apgroa

is to use existing mechanisms, including informatield by Fls and DNFBPs, information held by other
competent authorities such as those held by thésRagGeneral of Companies, Inland Revenue and so
forth.

314. While there are mechanisms in place to identifggal owner, there is no mechanism to ensure
that beneficial ownership can be determined inngelif manner by a competent authority. As covered
under R.10 and R.22, the CDD beneficial ownersbguirements fall short of the FATF standards. Farrth
while the information collected and maintained bynpanies may include aspects of beneficial owngrshi
information in some cases, in cases where thenrdtion is not, identifying beneficial ownership an
timely manner could be very challenging. There rigya requirement for a company share register to
record and maintain legal ownership information.L %nka has confirmed that the concept of bendficia
ownership is not included in the Companies Act.

315. Criterion 24.7 Section 123 of the Companies Act 2007 contaiesdlifligation to maintain the

share register but given the deficiencies idemtiibove, the information collected is deficientingbsuch
requirements.
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316. Criterion 24.8 The directors are responsible for the managemoénthe company (s.184
Companies Act 2007) and must act in accordance thithCompanies Act 2007. There are significant
investigation powers given to competent authori{e480 on powers of inspectors) that would obhlge
director under s.188 (Director’'s Duties) to complgr example, not contravene any provision of the
Companies Act, but the latter is deficient on baiff ownership requirements. Sri Lanka has cordigm
that there is a residency requirement for diredoas is implemented via the Articles of Associatio

317. Given there is no implementation of CDD requirerséot DNFBPs, ¢.28.8 (b) is not used in Sri
Lanka. There is no requirement for a DNFBP to bth@ised by the company, and accountable to a
competent authority, for providing basic and ad#abeneficial ownership information and assistatioce
the authorities.

318. Criterion 24.9 Section 389 Companies Act 2007 provides for tmmany or liquidator to
maintain for at least five years the books and mapethe company from the date of the dissolutibthe
company. However, the information may not conthimnecessary beneficial ownership information.

319. Criterion 24.10 A magistrate may, on application, order producta&nd inspection of the
books/papers of a company where there is reasomabige to believe an officer of the company has
committed an offence in connection with the manag@nof the company (s.483 Companies Act 2007).
The Registrar has a similar general power (s.48dyvever, the deficiencies noted under c.24.6-8 doul
limit the ability of competent authorities to oltdieneficial ownership information.

320. Criterion 24.11The Companies Act does not expressly include thecept of bearer shares
although there is a reference to ‘securities tadréa section 110 of the Companies Act. The Asrjuires

a company to include the name of each sharehahd#rei share register (ss. 123(1)). Subsection }130(1
further states that the entry of the name of aqreis the share register as holder of a share bhgirima
facie evidence that title to the share is vestethat person. Further, the Securities and Exchaxaje
No0.36 of 1987 as amended and the rules formulagatid Colombo Stock Exchange and the Companies
Act No.7 of 2007 do not refer to bearer shares.

321. Share warrants are regulated under the SecuritiéErchange Commission Act No.36 of 1987
(as amended) and by the listing rules of the Cotm®tock Exchange (Rule 5.10). There do not appear t
be any mechanisms for ensuring that they are netised for ML or TF. Sri Lanka has stated that beare
share warrants cannot be issued in Sri Lanka a® starrants are always required to be issued to the
persons in the share register. However, no speeifezence to any law or enforceable means wasgedv

to the assessment team.

322. Criterion 24.12 There do not appear to be any specific mechaniemsring nominee directors
and shareholders to disclose the identity of thmiminator to the company, or to be licensed, or
mechanisms to ensure they are not misused. Acaptdithe paragraph 544(1)(b) of the Civil Procedure
Code, the shareholders can appoint nominees whaaguire the ownership of shares after the death of
the shareholder. However, information about nomidiectors is required to be submitted to the
Registrar-General of Companies, and thus becontdglyuavailable by other means.

323. Criterion 24.13 There are offences related to the relevant piawssculminating in a potential
fine for breach, which appear to be proportionatg dissuasive. For example, the obligation to na&ina
share register in s. 123 of the Companies Act &sai penalty for breach of a fine of up to LKR 200
(USD 1 526 for the company and a fine of up to LKR 100 00®D 760° for each officer in default.
Further, section 514 of the Companies Act pressriti&at court proceedings may be instituted and
monetary sanctions imposed where any company hde default in complying with any provision of the
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Act requiring it to file with or deliver or send tbhe Registrar any account, document or returro @ive
notice to him of any matter, and has by reasomuch slefault committed an offence under the Act.

324. Criterion 24.14 The FIU has power to provide information to fgreicounterparts, law
enforcement, and supervisory authorities (ss.16ssntd7 of the FTRA). There are also procedurelen t
MACMA for evidence to be taken and documents thmduced in Sri Lanka, proceeds of crime to be
traced and foreign orders to be enforced. Howeasrpeneficial ownership information is not fully
captured such information may not be readily abégldo foreign counterparts on request and in &lfim
manner.

325. Criterion 24.15 Sri Lanka has not provided evidence that it n@sithe quality of assistance it
receives from other jurisdictions in response tpssts for basic and beneficial ownership inforomgtor
requests for assistance in locating beneficial esvbased overseas.

326. Weighting and conclusioThere are no measures in place to identify beiafowners of legal
persons, or make such information availaBecommendation 24 is rated non-compliant.

Recommendation 25 — Transparency and beneficial enahip of legal arrangements

327. Sri Lanka was rated partially compliant with forniei34. The report concluded that competent
authorities have some powers to obtain accessfaoniation on the beneficial ownership and control o
certain legal arrangements. Overall, the mechanismpkace were insufficient. This remains the case.

328. Criterion 25.1 The Trusts Ordinance No0.9 of 1917, specifically6s 7, 9, 10, 11, 100 and
ss.113(4) which are of relevance, do not creategtgired obligations, namely they do not require:

d) trustees of express trusts to obtain and hold wateq accurate and current information on the
identity of settlors, trustees, protectors (if aay)d beneficiaries of trusts, including any natural
person who exercises ultimate effective contror @a/gust;

e) trustees of any trust to hold basic informationotimer regulated agents of, and service providers
to, the trust, including investment advisors or agers, accountants, and tax advisors; or

f) professional trustees to maintain this informafimmat least five years after their involvementtwit
the trust ceases.

329. Criterion 25.2 Subsection 113(4) of the Trusts Ordinance requile Registrar-General to
prepare and maintain a register of trustees apgubitd a charitable trust, or trust for a publicpovate
association. There is no reference to registerstiogér types of trusts. The criterion is not otheewi
satisfied, as there is no requirement to keeprtfogrnation up to date and be available on a tirhelyis.

330. Criterion 25.3 There are no measures to ensure that trusteelosdistheir status to FIs and
DNFBPs when forming a business relationship oryoagr out an occasional transaction above the
threshold. The Licensed Banks and Registered Fin@mmnpanies KYC and CDD Rules No. 1 of 2011
(made under ss.2(3) of the Financial Transactie@poRing Act 2006), the rules on KYC and CDD foe th
Insurance Industry (made under ss.2(3) of the FTRA6), and the rules on KYC and CDD for the
Securities Industry (made under ss.2(3) of the FPRB6) place obligations on reporting entities antl
trustees.

331. Criterion 25.4 Sri Lanka concluded in the recent national riskessment that the provision of
information relating to a trust by trustees to cetept authorities is not prevented by law or erdalde
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means. Though Sri Lanka could not provide any tasdo support this there was no evidence to sugges
it is not an accurate statement, as it is condistéh the general legal system in the country.

332. Criterion 25.5 The general investigative powers of the Sri Laflaice under the Code of
Criminal Procedure Act are available to accessrmé&tion held by trustees, FIs and DNFBPs, although
information on beneficial ownership may be lacking.

333. Criterion 25.6 The FIU has power to provide information to fgrei counterparts, law
enforcement, and supervisory authorities (ss.161anaf the Financial Transactions Reporting ActoNof.
2006). There are also procedures in the MACMA fadence to be taken and documents to be produced
in Sri Lanka, proceeds of crime to be traced amdido orders to be enforced. However, gaps ideutifi
under ¢.25.1 may undermine the information avaddbt exchange.

334. However, there is no evidence that Sri Lanka rgpliovides international cooperation in
relation to information, including beneficial owsaip information, on trusts or other legal arrangets,

on the basis set out in Recs 37 and 40. Foreigmpetant authorities would have access to publicstagi
information but this has the gaps in respect toebeial ownership (see c.24.6-8) and as descrilied a
c.25.1. The general investigative powers of thécpahre available as described in ¢.25.5 to seebtain
beneficial ownership information on behalf of fgricounterparts.

335. Criterion 25.7 Trustees are liable for a breach of trust (s223,but only for a loss occasioned
by a breach of trust, and not for other more extenduties on trustees relevant to the particulastt
(maintaining information on trust property, infortiea on beneficiaries etc.). Moreover, there are no
proportionate and dissuasive sanctions (crimin@i) or administrative) for failing to perform ds.
There may be criminal penalties for fraud on bemefies, etc., but not in relation to the perforoaiof
duties ‘as trustees’ - only in relation to the gaheriminal law. Section 101 of the Trust Ordinamelates

to legal remedies available through the Attornen&sal, but only in relation to charitable trusts.

336. Criterion 25.8 There are no proportionate and dissuasive sanscti@riminal, civil or
administrative) available to enforce the requiretterexchange information with competent authasiiie
a timely manner in accordance with c. 25.1.

Weighting and conclusionThere is no obligation that trustees obtain aottl adequate, accurate and
current information on the identity of settlorsydtees, protectors (if any), and beneficiariesro$ts,
including natural persons who exercise ultimateaife control over a trusRecommendation 25 is
rated non-compliant

8.INTERNATIONAL COOPERATION
Recommendation 36 — International instruments

337. Sri Lanka was rated partially compliant with fornferi35 and partially compliant with former
SR.I. At the time of the 2006 MER, it was reportkdt Sri Lanka had acceded to the Vienna Convention
and had ratified the UN International Conventiontioe Suppression of Terrorist Financing (8 Septembe
2000), but had not ratified the Palermo Conventidonwever, there were deficiencies in the implenranti
legislation and framework.

338. Criterion 36.1 Sri Lanka has ratified all the relevant convemioThe Vienna Convention was

ratified on 6 June 1991, Palermo Convention on @gt&nber 2006, Merida Convention on 31 March
2004, and the Terrorism Financing Convention omgt&nber 2000.
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339. Criterion 36.2 Deficiencies in R.3 (ML Offence) affect the implentation of the Palermo and
Merida Conventions. Deficiencies in R.4 (Confisoati) affect the implementation of the Vienna
Convention. Deficiencies in R. 38 (MLA: Freezingda@onfiscation) affect the implementation of the
international cooperation obligations the ViennaleBmo and Merida Conventions.

340. Weighting and conclusiorThere are deficiencies with implementation of tienna, Palermo
and Merida ConventionRecommendation 36 is rated largely compliant

Recommendation 37 — Mutual legal assistance

341. Sri Lanka was rated as partially compliant withnfier R.36 on mutual legal assistance on ML,
and partially compliant with former SR.V on mutlegal assistance on TF. The 2006 MER concluded that
the MACMA, the PMLA, and the CSTFA allowed Sri Lanto provide a wide range of legal assistance.
However, the MER noted that it was not clear whe8reLanka provided assistance in timely manner an
other deficiencies were also noted.

342. Sri Lanka was rated as largely compliant on duahicality. The Sri Lankan authorities asserted
that where the MACMA provided for limited mutualsgsgance that acts or omission of a ‘serious nature
could be designated as such by the Secretary ti€duallowing MLA to occur. However, there haveshe
no cases where this channel has been employeddarice assistance.

343. Criterion 37.1 The PMLA and the CSTFA permit recourse to theepdures in the MACMA for
the purposes of providing a wide range of mutuglaleassistance in respect to investigations and
prosecutions of relevant offences.

344. However, the MACMA only operates in reference tegaribed Commonwealth countries that
are gazetted in the subsidiary legislatiar to specified countries with which Sri Lanka leasered into
an agreement with For countries that are neither prescribed nocifipd, the Sri Lankan authorities
assert that the Minister has discretion whethgrrtwide assistance. However, Sri Lankan authoritage
clarified that for these countries, Sri Lanka haly provided non-coercive assistance based onncitp.

345. Criterion 37.2 The Central Authority for the purpose of mutuggdl assistance is the Secretary
to the Minister for Justice. However, other agesdach as the Attorney-General’'s Department and law
enforcement agencies are also involved in the gedeg of requests and there is no clarity as to these
agencies coordinate with each other. The Centrah@ity has a rudimentary case management system
that does not provide clear timelines, processegrforitisation and accountability.

346. Criterion 37.3 The grounds for refusal listed under the MACM#A aot unreasonable or unduly
restrictive.

1 per theGazette of the Democratic Socialist Republic ofLlarka — Extraordinary14 July 2013 on the ‘Mutual Assistance in
Criminal Matters Act No. 25 of 2002, Sri Lanka hakMarrangements with Commonwealth members per thewfing schedule:
Antigua and Barbuda, Australia, The Bahamas, Bangtadzrbados, Belize, Botswana, Brunei Darussalam, Camg@anada,
Cyprus, Dominica, Fiji Islands, The Gambia, Gha@aenada, Guyana, India, Jamaica, Kenya, Kiribaéisdtho, Malawi,
Malaysia, Maldives, Malta, Mauritius, Mozambiquearhibia, Nauru, New Zealand, Nigeria, Pakistan, Badew Guinea, St.
Kitts and Nevis, St. Lucia, St. Vincent and the fadines, Samoa, Seychelles, Sierra Leone, Singapolemon Islands, South
Africa, Swaziland, United Republic of Tanzania, Tang@rinidad and Tobago, Tuvalu, Uganda, United Kimg, Vanuatu,
Zambia, and Zimbabwe

15 Authorities advise that Sri Lanka has bilateral Magreements with Belarus, United Arab EmiratPgikistan, Thailand,
Hong Kong and India. Sri Lanka cited 2 other coestwith which agreements have been finalised buemot yet
entered into force.
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347. Criterion 37.4 Section 6(1) of the MACMA lists circumstances which a mutual legal
assistance request will be refused, but does mbida the fact that the request pertains to annoéfe
involving fiscal matters, or to confidentiality twr financial secrecy requirements.

348. Criterion 37.5 Sri Lanka has no specific legislative provisiaesuiring confidentiality of a
mutual legal assistance request to be maintainstedd, confidentiality is covered in bilateralegmnents
and in practice.

349. Criteria 37.6-7 There is a prohibition in section 6(1)(a) MACMA @roviding mutual legal
assistance where the offence does not exist uniléraBkan law. However, there is nothing to prevent
non-coercive assistance on the basis of reciprasiiylLankan authorities have informed that nonrcive
international cooperation does take place out$idestope of the MACMA.

350. Criterion 37.8 Investigative powers under R.31 are availableu® in response to requests for
mutual legal assistance as provided by the MACM@ tue Criminal Procedure Code.

351. Weighting and conclusion: The MACMA does not pravidor the application of its
provisions on the basis of reciprocity. For thiasen, the range of assistance that requires ceeuse of
powers appears only to be available under the MACtMAprescribed Commonwealth countries and
specified countries with which Sri Lanka has areagrent with. However, there is nothing to prevem-n
coercive assistance on the basis of reciprocity.L&nkan authorities have advised that non-coercive
international cooperation does take place outdigestope of the MACMA. Sri Lanka does not have a
comprehensive case management system that putade gtandard procedures, accountability and clear
time lines for handling MLA caseRecommendation 37 is rated partially compliant

Recommendation 38 — Mutual legal assistance: fngeand confiscation

352. Sri Lanka was rated partially compliant with thenfer R.38. The 2006 MER concluded that Sri
Lanka’'s MACMA provided for identification and seimuiof assets used for criminal purposes but did not
provide for adequate freezing requirements. Altlotlge MACMA identified ML as a ‘criminal matter’,
the mechanisms for freezing, seizing, and configoateld in the PMLA did not apply, as the PMLA
deferred to the MACMA in the instances of mutualisisance.

353. Other deficiencies noted relate to the inabilityctnfiscate property of corresponding value;
although there was some ability to share assetereitnder agreement or ad hoc; and the lack of civi
forfeiture or the ability to enforce foreign ciydrfeiture orders.

354. Criterion 38.1 In relation to assistance in identifying, locgtior assessing the value of property,
there is no the definition of property in the MACMad it is not clear whether sections 17, 18 and 19
extend to instrumentalities intended for use argp@rty of corresponding value. However, Sri Lanka h
advised that the PMLA and the FTRA define ‘propettyinclude ‘proceeds’ and ‘instrumentalities’ and
the definition under these legislation apply to BhR&CMA. There is, however, no explicit provisionder

the MACMA that makes reference to the PMLA or tHdRA for the definition of property.

355. Criterion 38.2 As the provisions make reference to ‘criminal tevatand commission of ‘serious
offence’, it is unclear whether sections 17 to 18he MACMA allow Sri Lanka to provide assistanae f
cooperation on the basis of non-conviction basediscation proceedings. There is no specific priows

in the PMLA or the MACMA that provides for configt@n in circumstances when the perpetrator is
unavailable by reason of death, flight, absendb®@perpetrator is unknown. As such, it is unclelaether
requests for cooperation under these circumstararebe provided.
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356. Criterion 38.3 Section 15 of the PMLA is cited by Sri Lanka mlation to seizure. However,
section 19 that relates to confiscation is moresgaly drafted and does not establish any arrangeore
mechanism for coordinating or managing assets famfigcation. No other written procedures or
documented mechanisms were provided by Sri Lanktosties.

357. Criterion 38.4 There appears to be no mechanism, nor any legalation in relation to sharing
of proceeds of crime when confiscation is a resfittoordinated law enforcement actions. Sri Lanka h
not provided any instances where this has takerepla

358. Since freezing and confiscation necessarily in®ltyee use of coercive power on the part of the
state, it appears that the range of assistancer utide MACMA cannot be extended to non-
prescribed/specified countries. While the Sri Lankathorities have cited a catch all provision he t
PMLA that may provide the Minister of Finance, ttiscretion to provide coercive assistance to non-
prescribed/specified countries, this provision hat ever been used to do so. The exception toighis
assistance relating to offences under the CSTFAevte full range of assistance under the MACMA can
be provided on the basis of the Terrorist Finan€ogvention.

359. Weighting and conclusiorThere are significant deficiencies with the MACMANcerning Sri
Lanka’s ability to take action in response to rexgsidoy other jurisdictions to identify, freeze,zsebr
confiscate propertyRecommendation 38 is rated partially compliant

Recommendation 39 — Extradition

360. Sri Lanka was rated as compliant with former R.8%®gtradition. The 2006 MER concluded that
the recommendation was fully observed.

361. Criterion 39.1 Under section 2 of the Extradition Act 48 of 19@& amended), ‘an offence
within the scope of an international conventioratialy to the suppression of international crimevtoch

Sri Lanka and the requesting designated Commonkwvealintry or treaty state are contracting parties a
which obliges contracting parties to prosecuterangextradition for such offence.” Sri Lanka wotifais

be able to extradite for ML offences to state partf the Vienna, Palermo and Merida Conventiohg. T
CSTFA specifically provides for the Terrorism Figarg Convention to be used as a basis for providing
extradition in respect of the terrorist financirffeoces in the Act.

362. There are no unduly restrictive conditions on tlecation of extradition requests. However,
there does not appear to be any case managemesnsygth clear timelines, processes for priorifisat
and accountability. Although the Central Authofity extradition is the Ministry of Defence, seveo#ther
agencies such as the Ministry of External AffalWsnistry of Justice, Attorney-General’'s Departmand
the investigative agencies are also involved apcketis no clarity as to how these agencies coamlitie
processing of requests.

363. Criterion 39.2 Extradition does not appear to be prohibitednengrounds of nationality.

364. Criterion 39.3 Dual criminality is not a pre-requisite for exdigon as long as the offence falls
within the ‘Description of Extraditable Offences ithe schedule or is described in the extradition
arrangement with a treaty state, or in the cased#fsignated Commonwealth country, is punishabilean
country by imprisonment of not less than 12 months.

365. Criterion 39.4. Sri Lanka does not have simplified extradition agaments with other

jurisdictions such as fellow members of the SouslieA Association for Regional Cooperation (SAARC),
or a simplified extradition mechanism for consegioersons who waive formal extradition proceedings.
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366. Weighting and conclusior8ri Lanka meets most of the four essential cetdts deficiencies

are mainly in two areas. It does not have a congreile case management system, and it does not have
simplified extradition arrangements with other gdlictions such as fellow members of SAARC, or a
simplified extradition mechanism for consenting qoas who waive formal extradition proceedings.
Recommendation 39 is rated largely compliant

Recommendation 40 — Other forms of internationalpeation

367. In its 2 MER, SrilLanka was found partially compliant witthe requirements of
Recommendation 40. The primary deficiency at theetivas the lack of an FIU and therefore associated
mechanisms for FIU international cooperation. Itsvedso noted that at the time of the evaluation the
recent enactment of AML/CFT legislation meant suggars had not had opportunity to be involved in
international efforts to combat ML or TF.

368. Criterion 40.1 Sri Lanka appears to have the capability to pted wide range of international
cooperation at an agency-to-agency level. Basetth@mxamples provided by the Sri Lankan authorities
this is appears to be taking place both spontaheand on request.

3609. Criterion 40.2 Banking information and information relating tecsrities and exchange have
statutory provisions in their governing legislatitvat restricts sharing of information without aitoorder.
The FTRA provides the legal basis and authorityh® FIU to share information internationally thrbug
MOUs and the Insurance Act provides the same tintheance Board of Sri Lanka.

370. Whilst there appears to be no statutory restriabieer international cooperation in relation to law
enforcement agencies such as the CID, TID, Nared@icreau, Commission to Investigate Allegations of
Bribery or Corruption, Department of Immigrationda&migration, Customs and the NGO Secretariat,
there are no clear documented mechanisms and pescas required by ¢.40.2 (c), (d) and (e).

371. Criterion 40.3 Various agencies have entered into MOUs with rottmuntries to facilitate
sharing of information. The Sri Lankan FIU is a nmmof the Egmont Secure Web and has signed 24
MOUSs with various countries. The Securities andHaxge Commission is a member of the International
Organisation of Securities Commissions (IOSCO) and party to the multilateral MOU under it. In
addition, sevelf bilateral MOUs have been concluded with countiiethe region under which clause 9,
which deals with the execution of requests forstaace states that information and documents hetlaki
files of the requested authority, will be provididthe requesting authority upon request. The brse
Board of Sri Lanka is a member of the Internatiohssociation of Insurance Supervisors and has an
MOU with the Maldives. However, it is not a party the MMOU platform. The Sri Lankan authorities
have also provided data on information shared uttdese platforms. These have been reflected in 102.

372. The CID and the Narcotics Bureau use Interpol platiorm to exchange information and have

concluded MOUs. CID has also concluded MOUs witlstPalia and the Maldives. Sri Lanka is a member
of the SAARC Convention on Narcotic Drugs and Psyapic Substance 1993 and information exchange
between the Narcotics Bureau and its counterpartstake place via the SAARC Monitoring Desk. Sri

Lanka is also a member of the Additional Protoodihte SAARC Regional Convention on Suppression of
Terrorism where intelligence and information is lexeged regionally. Sri Lanka Customs is a member of
the Regional Intelligence Liaison Office under téorld Customs Organisation and has enhanced

18 These include bi-lateral MOUs signed with the Siies and Exchange Commission of Thailand in 200@, Securities
Commission of Malaysia in 2002, the Capital Markep&uisory Agency of Indonesia in 2002, the AustnaliSecurities and
Investment Commission in 2002, the Securities anth&mge Board of India in 2003, the Securities anchBrge Commission of
Pakistan in 2003 and with the Letter of Intent kestw the Securities and Futures Commission of HowggKSpecial
Administrative Region of the Republic of China in 2005
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information exchange MOUs with India, China and afapCustoms also holds regular operational
dialogues with its Indian counterparts. The Immiigra Department shares information with its
international counterparts through diplomatic cledsin

373. Sri Lanka has entered, where needed, into a widgeraf international cooperation agreements
across the competent authorities, barring thathef NGO Secretariat, which whilst expressing its
willingness to cooperate with foreign counterpadss not have any formal process to do so.

374. Based on the FIU Manual, where assistance was ngataihrough the FIU, the Intelligence
Management Unit of the FIU does provide feedbaolpi€s of examples of feedback received were
provided.

375. Criterion 40.5 No instance of request being rejected on unreddenor unduly restrictive
grounds was cited. Where information cannot beeshéirough legislative restrictions, requestindesta
will be required to put in a mutual legal assistarequest in order for the relevant agencies th aemurt
order. Instances of examples were provided, iniqudar for international cooperation in relation to
terrorism investigations, where channels for irdéional cooperation remained open despite thetfeatt
domestic investigations were also being conductlére is no indication that requests were rejeoted
grounds that the nature of the authority’s request different.

376. Criteria 40.6— 7. Where information is exchanged via MOUs, M@Us contain confidentiality
obligations and restrictions on the use of therimfation provided. For example, the standard foroh&he
FIU MOU provides for control and safeguard of imf@ation exchanged. The various SAARC platforms of
exchange are also secure platforms. No cases wghkghted either by the Sri Lankan authoritiesbgr
countries that provided feedback on internationaperation with Sri Lanka, that information prowid®

Sri Lanka for a particular purpose was used foresother purpose.

377. Criterion 40.8 Based on the examples provided by the Sri Laskdhorities, Sri Lanka appears
to have the capability to provide a wide rangentéiinational cooperation at an agency-to-agenc/ kend
this appears to be taking place. The FIU is ablerdwide spontaneously information derived fronepart
by an institution to a foreign counterpart if itsh@asonable grounds to suspect the informatioalagant
to an investigation/prosecution of an offence etc.

378. Criteria 40.9 - 11 Sections 16 to 17 of the FTRA provide the legadib for the Sri Lankan FIU
to provide international cooperation via MOUs. Th Lankan FIU is a member of the Egmont Secure
Web and has signed 24 MOUs with various countdesording to item 13 of the FIU Unit Operational
Manual, feedback is provided by the Intelligenceniigzement Division of the FIU. Copies of examples of
feedback received were provided. The FTRA doesappear to place any further restriction to the mxte
to which information can be shared with its foretgunterparts.

379. Criteria 40.12 - 16 Section 45 of the Monetary Law Act No 58 of 1Pt6vides a limited ability

for the Monetary Board to share information on effee supervision and financial co-operation with
foreign financial sector supervisory authoritiehieTBanking Act 1988 and the Securities and Exchange
Commission of Sri Lanka Act 1987 do not provide fbe sharing of information internationally not
relating to prudential or regulatory informatiororBign counterparts can secure banking informaiton
the purposes of AML/CFT only if it is required &etstage of investigations or prosecution througtuai
legal assistance

380. As a member of the IOSCO, the Securities and Exggn@ommission can conduct inquiries and

share information pursuant to the multilateral M@Qtder the IOSCO. In addition, seven bilateral MOUs
have been concluded with countries in the regiactiBn 5 of the Regulation of Insurance Industry
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(Amendment) Act No. 43 of 2000 provides the legadib for the Insurance Board of Sri Lanka to previd
international cooperation via MOUs. The Insuranoafd of Sri Lanka is a member of the International
Association of Insurance Supervisors and has an M@kl the Maldives, although it is not a party et
MMOU platform. However, in the last 3 years, theSIBhas not exchanged any information in relation to
AML/CFT with its foreign counterparts.

381. Criteria 40.17 - 19 There appears to be no statutory restriction @iber law enforcement
agencies such as the CID, TID, the Narcotics Byrallocated in the Sri Lanka Police, the Comnaasi

to Investigate Allegations of Bribery or CorruptipBepartment of Immigration and Emigration, Custpm
and the NGO Secretariat, to share information withir foreign counterparts. While there are no
documented mechanisms and processes, based oucttessful examples provided by Sri Lanka, there
appear to be open channels for international catiperat least for law enforcement agencies sudhes
CID, TID and the Narcotics Bureau, through netwalsh as Interpol as well as other informal working
relationships. No case examples of having forméd javestigative teams with foreign law enforcemen
authorities were provided.

382. Criterion 40.20 The Sri Lankan authorities have not provided dogumented mechanisms or
examples of exchanging information with foreign ramunterparts. Sri Lanka advised that indirectisigar
is subject to conditions stipulated in an MOU conggg information sharing with another party not
signatory to the MOU.

383. Sri Lanka’s competent authorities are generallye aiol provide a wide range of direct and

indirect international cooperation. However, thare deficiencies in lack of mechanisms and exangfles
international cooperatio®ecommendation 40 is rated partially compliant.
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Table of acronyms

AGD Attorney General’'s Department

AML Anti-money laundering

APG Asia/Pacific Group on Money Laundering

BNI Bearer negotiable instrument

BSD Bank Supervision Department, Central Bankrof.8nka

CA 2007 Companies Act No. 7 of 2007

CIABC Commission to Investigate Allegations of Bailg or Corruption

CBSL Central Bank of Sri Lanka

CDD Customer due diligence

CFT Countering the financing of terrorism

CIABC Commission to Investigate Allegations of Bailg or Corruption

CID Criminal Investigation Division, Sri Lanka Pod

CSE Colombo Stock Exchange (Sri Lanka's natior@lsexchange)

CSTFA Convention on the Suppression of TerrorieRcing Act No. 25 of 2005, as
amended in 2013 (Act No.3) and 2011 (Act No.41)

CTR Cash Transaction Report

DCD Department of Cooperative Development

DNFBPs Designated non-financial businesses an@gsmins

DSNBFI Department of Supervision of Non-Bank Finahinstitutions, Central Bank
of Sri Lanka

ECD Exchange Control Department, Central Bank of &nka

EFT Electronic funds transfer

Egmont Egmont Group of Financial Intelligence Units

FATF Financial Action Task Force

Fls Financial institutions

FIU Financial Intelligence Unit of Sri Lanka, anddncial intelligence unit
(generic)

FTRA Financial Transactions Reporting Act No 6 608

IAIS International Association of Insurance Supsovs

IBSL Insurance Board of Sri Lanka

INTERPOL ICPO-INTERPOL, International Criminal Pa#i Organisation — Internationa
Police

I0OSCO International Organisation of Securities Cassinns

KYC Know your customer

LCB Licensed commercial bank

LEA Law enforcement agency

LKR Sri Lankan rupee currency

LSB Licensed specialized banks

LTTE Liberation Tigers of Tamil Eelam

MACMA 2002 Mutual Assistance in Criminal MatterstA¢o.25 of 2002

MEA Ministry of External Affairs

ML Money laundering

MOJ Ministry of Justice

MOU Memorandum of understanding

MVTS Money or value transfer service

NDCB National Drug Control Board
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NGO Non-government organisation (used interchargesith NPO)
NPO Non-profit organisation

NRA National risk assessment

PEP Politically-exposed person

PF Proliferation financing

PMLA Prevention of Money Laundering Act No. 5 of8) as amended 2011
PNB Police Narcotics Bureau

PSO Public Security Ordinance

PTA Prevention of Terrorism Act

RGD Registrar General’'s Department

RILO Regional Intelligence Liaison Office (customs)
ROC Registrar of Companies

SAARC South Asian Association for Regional Cooperat
SEC Securities and Exchange Commission of Sri Lanka
SIS State Intelligence Service

SRB Self-regulating body

STR Suspicious transaction report

TID Terrorist Investigation Division, Sri Lanka Fa
TCSP Trust and company service provider

TF Terrorist financing

UN United Nations

UNSCR United Nations Security Council Resolution

USD United States dollar currency

VSSO Voluntary Social Service Organisations

WCO World Customs Organisation
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Anti-money laundering and counter-terrorist financing measures — Sri Lanka
Mutual Evaluation Report

In this report: a summary of the anti-money laundering (AML)/counter-terrorist financing (CTF) measures in place
in Sri Lanka as at 12 December 2014. The report analyses the level of compliance with the FATF 40
Recommendations and the level of effectiveness of Sri Lanka’s AML/CTF system, and provides recommendations

on how the system could be strengthened.




